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Attention: This exam has 6 sections worth a total of 93 points. You
have 165 minutes (2:45) minutes to complete the questions. As with
any exam, you should read through the questions first and start with
those that you are most comfortable with.. If you believe that you
cannot answer a question without making some assumptions, state
those assumptions in your answer. For partial credit, be sure to show
how you arrived at your answer as well as the answer itself.
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b)

(12 pts) Quickies

Briefly describe the pros and cons of constructing network protocols in layers.

A mail server accepts incoming TCP packets destined to port 25. How does it
distinguish between different packets in different sessions (remember that
different sessions can originate from the same host)? How does it distinguish
between different packets in the same session.

IP Fragmentation allows large IP packets to be transmitted across network links
that can only accommodate smaller sized packets. However, this practice can also
cause significant performance problems. Explain why.



2.

a)

b)

(18 pts) Fishnet Project

Describe how route aging is implemented in the fishnet framework (describe the
data structures and the Fishnet services used).

Why is there a TTL mechanism in use given that a packet sent by one node will
eventually reach all connected nodes?

Your friend suggests an alternative to improve the performance of the random
forwarding mechanism. Rather than forward a packet purely randomly,
remember where you received a packet from and never forward it back along the
same link. In which kinds of topologies would this modification be helpful and in
which situations would it be harmful?



3.

a)

b)

(15 points) TCP issues

TCP acknowledgements are not reliable — they are not retransmitted if they are
lost in transit. Assume that 50% of all TCP acknowledgements are lost. Does
this affect the reliability of a session? If so, in what way? Does this impact
congestion control? If so, in what way?

The well known utility called “ping” allows a host to measure the round-trip time
to some destination by sending an ICMP Echo Request packet to the destiation
and measuring the time until an ICMP Echo Response packet arrives from the
destination in response. However, for security reasons, such ICMP packets are
increasingly being blocked and ping cannot always be used (this is why you can’t
ping www.microsoft.com for example). An alternative strategy would be to build
a similar tool that used TCP packets for round-tirp-time measurements instead.
Describe how you might make this work (there are multiple ways to do this, but
don’t forget about delayed acknoledgements on the receiver). Draw a picture of
the protocol interactions (like the diagrams we’ve used in class).




4. (18 points) Putting it all together

One day your friend calls you up and says “Dude, I just bought the domain name
ucsdrocks.com, and I’ve got a bitchin” Web page going on there. Check it out!”.
Your direct your browser to www.ucsdrocks.com after which you become the first
person on the planet to read 10,000 bytes of text promoting the virtues of combining
beer, sunbathing and homework. You find that the page also contains a 3,000 byte
embedded image of your friend doing just that. Describe, completely, the series of
packets that will be sent to and from your host to produce this Web masterpiece.

Y ou may make the following assumptions: The maximum packet size is 1500 bytes.
No IP or TCP options are used. Routing is stable and no routing packets are required.
No packets are lost. Your Web browser supports only one connection at a time,
opens a new connection for each object and does not implement pipelining.




(12 points) Web caching & CDNs

a) Name three advantages of Content Distribution Networks over traditional
Client/Server systems.

b) Your bonehead friend gets hired (somehow) into the IT department of a small
high-tech startup company in Sorento Valley which shares office space with
several other firms. Your friend is charged with reducing the amount of money
spent on Internet bandwidth. He notices that the company uses a Web cache to
reduce the number of redundant requests for Web content. Since the current Web
cache only has a 30% hit rate with a 100Mbyte disk, he figures that he can get
significant improvements by increasing the size of the disk to 1Gbyte. What
advice do you give him about this approach and what other options might you
suggest?



(18 points) Security issues

a)

b)

Describe the following security properties: confidentiality, authenticity and
integrity. What technologies are used to achieve each?

In class we discussed the ACK division attack on TCP congestion control in
which a receiver sends multiple acknowledgements for each packet covering a
portion of each packet. Describe why this attack works and how might you
prevent this attack from working without changing the TCP protocol itself (i.e. by
only changing the implementation of TCP at the sender)

Network worms take over a host by exploting some vulnerability in a network
service (e.g. a bug in Microsoft’s Web server) and then propgate themselves by
infecting other hosts on the network. Typically, the worm will try to spread itself
by picking a random IP address and probing it to see if the associated host has the
vulnerable service. If it does, the worm infects the new host and then both
machines continue to spread to other hosts. In this manner, a large number of
hosts can be compromised very quickly. Describe how this kind of worm activity
might bias the “backscatter analysis” approach to detecting denial-of-service
attacks described in class. How might you distinguish worm traffic from denial-
of-service backscatter packets?



