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1 Temporal Logic

Temporal logic is an instance of modal logic, which provides a language to specify temporal
properties of sequences of events. In particular, it can be used to describe (desirable or
undesirable) temporal properties of systems, that one wants to verify.

1.1 Transition Systems

Transition systems provide an abstraction of several entities that can be object of verification,
such as digital circuits, software modules, protocol specifications and so on.

Definition 1 A transition system is a tuple 7 = (S, 1,0, P, o), where:

e S is a finite set of states;
e | C S is the set of initial states;

e § C S xS is the (total) transition relation;

P is a finite set of propositions;

e 0 : S — 2P is the function associating each state some “observable” properties, i.e.,
propositions, that are true in that state.

As an example of transition system, Figure 1 shows a graphical representation. Edges
outgoing from “nothing” individuate the (unique, in this case) initial states, edges between
states represent transition relation elements and each p; in state s; represents an observable
property such that p; € o(s;). Observe that it is very similar to a finite state automaton,
though its purpose in not acceptance or rejection of words.

Evolutions of a transition system start from initial states and proceed along runs of states,
according to transition relation 6. Observe that, as d is total, every state has always at least
a successor. Formally:



Figure 1: Graphical representation of a transition system.

Definition 2 A run p of 7 is an infinite sequence p = sq, s1, ... where sg € I and (s;, s;11) €

0.
And consequently, we naturally extend o:
Definition 3 Given a run p = s, sq, ... of 7, we define o(p) = o(s¢), (1), ...

Note that in order to be able to specify eventual properties of runs as finite statements, we
need to deal with infinite sequences. If runs were finite sequences of states and we wish to
say “something eventually happens”, we should use an expression like “something happens
after one step or after 2 steps or...”, thus, as in general we know not a priori whether or
when such “something” happens, we would need an infinite statement. By defining runs as
infinite sequences, we overcome this obstacle.

It is important to highlight that states themselves have no particular semantics. This is
provided by observable propositions which represent relevant properties of the system. For
this reason, temporal properties are not verified with respect to states but, rather, to their
associated properties. Examples of common relevant properties of o(p) include:

e some bad property never holds —e.g., no state where a resource is free and taken is
reached;

e some good property always holds (invariant);

e if some property p is true, then some other property p’ will eventually be true (even-
tuality).

Now, we show a formal logic that allows for specifying statements like these.

1.2 Propositional Linear Time Logic: LTL

This is one of the simplest types of temporal logic. LTL is an extension of propositional logic
with temporal operators. Statements represent properties of sequences of propositions and



are generated by using propositions, temporal and boolean connectors.

1.2.1 Syntax

Definition 4 The syntax of LTL is defined over a set of propositional symbols P. An LTL
formula is defined as follows:

1. every atomic proposition p € P is a formula;
2. boolean combinations of formulas are formulas;
3. if 90 € LTL then:

o Xp e LTL (p is true at next state);
e oUy € LTL (¢ holds until ¢ is true).

Temporal operators X and U are called next and until, respectively. This set of operators is
minimal but “complete”, in a sense that will be soon defined.

1.2.2 Semantics

LTL formulas are evaluated over runs.

Definition 5 Let p = s¢, $1,... be arun of 7 and let p|; = s;, 8;11, . . . represent the (infinite)
suffix of p starting from (and including) s;.
p E ¢ (p satisfies ) is defined inductively as follows:

e pEp, forpe P, iff p € o(sy);
e extension to boolean combinations of formulas is obvious;
° pE Xy pli ¢
e pEoUY it Ik >0 s.t. plx E v and VO <i < k p|; = ¢;
First three cases are pretty intuitive. As for the until operator, Figure 2 provides a graphical

representation of a run satisfying U1, where state names are removed as irrelevant. Observe
that the existence of a state satisfying 1 is necessary in order for the formula to be satisfied.

Definition 6 A transition system 7 satisfies an LTL formula ¢, 7 |= ¢, iff every run p of
7 is such that p = 7.
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Figure 2: An example of run satisfying oU.
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Figure 3: Transition system of Example 1.

1.2.3 Additional Operators
Additional useful operators can be derived by X and U:

o Fp =trueUy (¢ eventually holds);
e Gy = —F-y (¢ always holds);
o VW1ih = (pU) V Gy (¢ waits until ).

Example 1 Figure 3 shows an example of transition system 7, with only one proposition
p. Consider the temporal property ¢ = F'Gp. Clearly, T = FGp as every run starting from
sp will be eventually such that all of its states satisfy p (7 can loop in either sy or sy, both
satisfying p). Now, consider the temporal formula ¢’ = G(p — F(-p)). Informally, it can
be rephrased as: it is always the case that from a state satisfying p a state satisfying —p s
eventually reached. Since 7 can loop in state sg, ¢’ is not satisfied (7 [~ ¢') as there exists
at least one run that satisfies p infinitely many often but never satisfies —p.

A natural question that arises is the following: given a transition system T and an LTL
formula ¢, is it the case that either T |= ¢ or T |= —¢ holds? The answer is no: it is not
hard to find a formula ¢ such that both 7 f~ ¢ and 7 [~ —¢ hold.

Example 2 A classical example of LTL application involves protocols for resource man-
agement. Assume to have two processes, represented by transition systems, which may
access a same resource. In order for concurrent processes to execute correctly, some proper-
ties concerning the resource accesses need be guaranteed. Consider the set of propositions
{req, reqa, ownsy, ownss}, where regq; stands for “process i has requested the resource” and
owns; stands for “process ¢ owns the resource”. Some of the typical properties required to
guarantee correctness of concurrent process executions are:
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Figure 4: Representation of a run satisfying the “precedence property”.

o G—(owns; Aownsy) (“system invariant”): it is never the case that both processes own
the resource at the same time;

e G(reqq — Fownsy) (“response property”): it is always the case that if process 1
requests the resource, it eventually owns it;

o GF(reqi A—(ownsy Vownss)) — (GFowns;) (“strong fairness condition”): if it is true
infinitely often that process 1 has requested the resource when it was free, then process
1 owns the resource infinitely often;

o G((reqi Nregs) — (mownseW (ownseW (mownseWownsy)))) (“precedence property”):
whenever both processes compete for resource, process 2 will be granted the resource
at most once before it is granted to process 1 (see Figure 4).

1.3 On the choice of temporal operators

A relevant question that may arise about the LTL definition provided above is why the
particular operators X and U have been chosen. In other words, one may argue that the
selected operators are somehow arbitrary.

Given a transition system 7, consider the logic FO'*™ (with explicit access to time), defined
as follows:

e assume a structure (N, <) is defined, where < is a total order relation over N;

e for each p € P (propositions of 7), R, is a unary relation such that: R,(7) is true
< p € 0(s;), where ¢ is the mapping from 7’s states to propositions.

Such a logic allows to talk about temporal properties of 7, by explicitly referring to (discrete)
time and avoiding the use of temporal operators. For example “p until ¢” can be encoded

as: o (Rq(k‘)/\Vi (OSiSkHRp(Z‘)))

Similarly, one can encode other temporal properties. The following result holds:

Theorem 7 [Kemp’s Theorem| LTL = FO™™?.



The proof for LT'L C FO"™ is simple, while the converse inclusion, FO*™ C LTL, is non
trivial. The theorem shows that LTL is “complete” in the sense that it has exactly the same
expressive power as FOmP,

2 Application: Model Checking

The model checking problem (for finite transition systems) can be formally stated as follows:
given a transition system 7 and a temporal formula ¢, check whether 7 |= .

That is, does each run of T satisfy ¢ To answer this question, an automata-based approach
is typically adopted (though, different ones do exist). Note that, in general, the temporal
formula ¢ can be written in several temporal logics. However, here we refer to LTL.

First, observe that verifying whether 7 |= ¢ corresponds to check that there is no run p
of T wiolating ¢, i.e., such that p = —p. Now, given an LTL formula ¢ assume to be
able to build a finite automaton A, that accepts exactly all the infinite sequences of sets of
propositions that satisfy ¢ (recall that semantics of a run p is actually given by o(p)). The
adopted strategy is as follows:

e from ¢ build A

i
e check that there is no run of 7" accepted by A-,.
Informally, we execute 7T against A_,. If A-, accepts some run of 7 then a counterexample is

found and we know why T £ ¢, otherwise we conclude 7 |= ¢. In other words, we execute
the cross product 7 x A_, and check whether it is empty. If so then 7 = ¢, otherwise

T p.
In order to show the strategy in details, we need the following basics:

1. extend automata to infinite words (a.k.a. w-words): when is an infinite word accepted?

2. find an actual algorithm that given ¢ builds the corresponding automaton A,,.

2.1 Automata over infinite words: Biuchi Automata

A Biichi automaton is similar to an FSA but has a different accepting condition that allows
to deal with infinite words. In particular, an w-word is accepted iff, when provided as input,
makes the automaton go infinitely often through an accepting state. In details:

Definition 8 A Biichi automaton is a tuple B = (Q, I, 0, F') over a finite input alphabet ¥,
where:



Figure 5: Nondeterministic Biichi automaton with no deterministic counterpart.

Q is the set of states;

I C @ is the set of initial states;

0 C @ x X x (Q is the transition function;

F C (@ is the set of accepting states.

Definition 9 A run of B over an w-word aga;... € X is an infinite sequence of states
do,q1, --- where do S ]7 and (Qi,az‘+1,€h‘+1) S 5

Definition 10 A run is accepting iff 3g € F s.t. ¢; = ¢ for infinitely many 1.
Definition 11 Given a Biichi automaton B, L£(B) is the language accepted by B.

Definition 12 A set of w-words is called an w-regular language iff it equals L£(B) for some
Biichi automaton B .

2.2 Properties of Biichi Automata

Some relevant (and useful) properties of Biichi automaton.

1. Emptiness is decidable in linear time with respect to |@|: one can enumerate strongly
connected components and check that at least one reachable from I contains an ac-
cepting state. Note: it is only required that an accepting computation exists.

2. Unlike FSAs, nondeterministic Biichi automata are more powerful than deterministic
ones. Figure 5 shows an example of a nondeterministic Biichi automaton accepting a
language of w-words where a occurs finitely many times. Double lined nodes represent
accepting states. It can be shown that no deterministic automaton accepting the same
language can be built.

3. Closure Properties:

e Union: Proved using the classical construction, as in FSAs.



Figure 6: Final state “switch” in a Biichi automaton simulating a generalized one.

e Intersection: given two Biichi automata A; and A we want to build a third
automaton A; N Ay such that £(A; N Ay) = L(A1) N L(As). In this case, the
classical “cross” construction doesn’t work because the two automata are not
guaranteed to go simultaneously through their accepting states.

To show that closure holds under intersection, we first need to introduce a gener-
alized acceptance condition. Instead of a single set of accepting states, we consider
a Biichi automaton with multiple accepting state sets Fi, ..., F},, and, in order for
an w-word to be accepted, require that it goes infinitely often through all Fj.
Based on this, from A; = (Q;, I;, 6;, F;) (i = 1,2) we define the generalized Biichi
automaton Ay N Ay = (Q1 X Q2, [1 X I3,01 X da, F} X Q2,1 x F») which accepts
exactly L£(A;) N L(A,).

In order to prove that the property holds, we need to show that a generalized
Biichi automaton can be simulated by a Biichi automaton. This is true in general.
Instead of the complete proof, however, we provide just an example which shows
the basic intuition behind it. Let A = (Q,I,d, Fy, F1) be a generalized Biichi
automaton. Define the Biichi automaton A" = (¢ x {0,1},1 x {0},¢’, Fy x {0}),
where:

8 ((q,i),a) ={(t,i)|t € 6(q,a),q & F;} U{(t,(i+ 1) mod 2)|t € 0(q,a),q € F;}

It can be seen that, due to ¢’, in order for A’ to go infinitely often through Fyx {0}
—i.e., to accept— it needs to go infinitely often through F; x {1}, as depicted in
Figure 6.

e Closure under complementation holds but cannot be proven by “determinization”.
The proof is non-trivial and will be omitted. However, the complexity of building
the complemented automaton is 20(°9(") where n is the number of states in the
original automaton.

2.3 From LTL to Buchi Automata

Now, let see how, starting from an LTL formula ¢, we can build a Biichi automaton A, that
accepts exactly all and only runs satisfying . Recall that the semantics of a run is given by
the sets of propositions its states are labeled with. So, if P is the set of propositions runs refer



Figure 7: Biichi automaton for Xp.

p
@ ! @D true

Figure 8: Biichi automaton for pUyq.

to, the automaton to be built has input alphabet 2°. Consequently, automaton transitions
are required to be labeled by subsets of P. For convenience, we adopt a different convention
and use propositional formulas: the subsets of P a formula represents corresponds to exactly
all models of the formula. For instance, formula ¢ = (p V q) represents sets {p}, {¢} and
{p,q}. Figures 7 and 8 show two examples of automata that accept w-words satisfying Xp
and pUq, respectively. Observe that labels p, ¢ in both Figures are formulas.

Now, we take a look at formal procedures to construct the Biichi automaton. A first, naive,
approach is based on a syntax-directed procedure which applies structural recursion on ¢,
exploiting the following basic translation schemas:

e for ¢ V9 see Figure 9;
e for —¢ build A, and take its complement Ag;
o for X see Figure 10;

e for Uy we omit the schema as it is more complicated.

Unfortunately, this approach has a major drawback: construction of Ag yields an exponential

blowup in the number of states and the resulting automaton contains 2"2 states, where
m = || and the number of nested exponents is the number of occurrences of “—”. This
can be avoided by using a direct translation with no structural recursion, which avoids
multiple complementation steps. The resulting automaton has 2/¢! states. In order to show

A

wv¢:—>0< -

Ay

Figure 9: Biichi automaton for ¢ V 1.
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Figure 10: Biichi automaton for X¢.

its construction, we refer to the so-called set of ¢’s clauses Cl(¢)!, containing all and only

subformulae of ¢ and their negation (==t = ). Automaton A, consists of:

States. Each state of A, is a set of clauses in Cl(y), satisfied by all accepted (infinite) runs
starting in that state. To enforce this, each state ¢ must satisfy a consistency criterion,

ie., Vb, ¥y, 19 € Cl(p):

either v € ¢ or =) € ¢, not both;
Y Vapy € qiff ¢y € g or ¥y € g;

if U1y € g then ¢y € q or Yy € q;
if Y1Uy ¢ q then ¢, ¢ q.

Initial States. All and only states containing ¢;

Transitions. (g, s,q’) € § iff:
1. s=qNP,ie, s is the set of propositions in ¢;
2. ¢ contains 9 iff X9 € ¢;
3. if 1 Uhy € g and 1Py ¢ q then ¢ Uy € ¢
4. if ¢y Uthy ¢ g and ¢y € g then ¢y Uthy ¢ ¢'.

Acceptance condition. Consider all formulas of the form fUg € Ci(p) and refer to them
as YLUYY, for 1 < ¢ < k. We define a set of accepting states FY,..., Fy, where F;
contains all states ¢ such that iU} ¢ g or 4 € q.

As for the complexity of computing A, observe that explicit computation of A, is not
required. In fact, given a state ¢ € Q and s € 2F, one can compute the set of possible next
states directly from ¢. Therefore, the complexity is PSPACE.

Example 3 We show how to construct the automaton A, of Figure 11, for ¢ = pUg.

e we have Cl(g@) = {pU(L _‘(pUQ>7p7 -p,q, _‘Q}7

e from Cl(y) , we derive the following set of consistent states:

Q = {{p.~¢,pUq}, {p,~q,~(pUq)},{—p, 0. vUq},{p, ¢, pUq},{—=p, ~q,~(pUq) } };

'Here clause has not the usual meaning.
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Figure 11: Biichi automaton resulting from direct translation of pUyq.

e initial states are all those containing pUgq and are individuated in Figure 11 by incoming
edges from “nothing”;

e transitions are as in Figure 11. An edge from state s to state all means that there
exists a transition from s to &', for every s';

e as pUq is the only formula of the form fUg in Cl(p), we have only one set of accepting
states Fjy, whose states are represented in Figure 11 by double lined nodes.

2.4 Putting things together

Recall that our original problem was Model Checking for finite transition systems:

e we are given a finite transition system 7 with observable properties P;
e we have an LTL formula ¢ over P;

e we want to check whether every run of 7 satisfies . Clearly, this is equivalent to check
that there exists no run of 7 satisfying —.

Our plan for solving the problem was: generate A-, from ¢ and execute 7 against it, to
check whether any run is accepted by A_,. If so, then 7 = ¢, otherwise 7 = .

Consider a run p = s, s1,... of T, accepted by A-,. To accept, A, must go through some
run 0 = qo,q1,---,fs---5f,... such that f € F. Now, observe that if there exists a T ’s
run accepted by A-, then there exists a periodic run accepted by A-,. To see this, consider
runs in Figure 12, the upper representing a 7 run accepted by A, and the lower being
its corresponding accepting A, run. Due to state finiteness, for p sufficiently large, there
exists a state s, that occurs twice and, in both occurrences, “matches” a final state f € F

11
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Figure 12: Non-periodic 7'’s and A-,’s runs.
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Figure 13: Periodic 7 run, obtained from 7’s run of Figure 12, and its accepting A-, run.

(see Figure). Therefore, we can derive from 7’s run another one which is periodic: starting
from the first occurrence of s, matching f, we simply concatenate the same portion of run
Sny ..., Sy infinitely many times, as shown in Figure 13. Note that from s, transition to
Sne1 and subsequent states are allowed in 7 and yield the same respective transitions in
A_,. Clearly, such run is still accepted as it induces a respective A, periodic run, where f
occurs infinitely often.

Based on this, we can adopt the following nondeterministic algorithm, which searches for
periodic runs of 7 accepted by A_:

1. start with (sg,q0) — (s, q);
2. if ¢ € F guess that f = ¢ and s, = s or continue;
3. generate (s',¢) from (s, g), i.e., one possible successor state of 7 and A, respectively;

4. if (s',q") = (sp, f) then accept else go to 2.

It can be seen that the algorithm accepts if and only if there exists a run of 7 accepted by
A

‘!HD‘
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Figure 14: A run whose states allow to reach s.

Concerning complexity, note that instead of 7', one can provide as input a specification Sz
(7 is typically exponential in S7). Moreover, we need not to generate all 7’s transitions at
a time, but we can do this lazily, while generating 7’s runs. This can be done in PSPACE.
Similarly, given ¢, A-, need not be explicitly generated, but we can compute its transitions
directly from ¢, again, in PSPACE. Consequently, the above algorithm is in NPSPACE, that
is PSPACE. The corresponding deterministic algorithm turns out to be a depth-first search
with some bookkeeping and has time complexity O(2/¢!|T).

2.5 Branching Time Logics

So far, given a transition system we have considered only properties of its runs, expressed
in LTL. This approach does not allow for talking about interactions between runs. We could
not express properties such as “there is always a way to go back to the initial state”. This
property requires that every state of every run has sq as a possible successor. So, for instance,
take run of Figure 14 and assume that, for ¢ > 0, s; has sg as a possible successor (only
one edge is depicted in the Figure), i.e., (s;,50) € 6 for i > 0. Even if s; # s¢ for i > 0,
the property is satisfied. The point here is not whether the run goes trough sy but, rather,
whether it can do that. It should be clear that LTL is not powerful enough to represent such
properties. Indeed, to do so, we need a representation of runs which takes into account all
possible successors of a state. This is a tree model of time.

Consider the transition system of Figure 15. Its evolution can be represented by the infinite
tree of Figure 16, which, intuitively, corresponds to the unfolding of the transition system.
Clearly, it contains more information than a single run, as it tells us how a run can be
continued. So, referring to such tree, we can express statements such as:

e for every run starting at a given point something happens, or

e there exists a run starting at a given point such that something will happen.

That is, we gain the possibility to quantify over runs (Branching Time). According to how
we combine temporal operators and path quantifiers A (for all) and E (there exists), we get
two branching time logics: ¢TL and cTL* (Computation Tree Logics).

2.5.1 CTL*

CTL* is the augmentation of LTL with path quantifiers and no restriction on how operators

13



Figure 15: A transition system.

Figure 16: Unfolding of transition system of Figure 15.
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can be nested. It contains both LTL and CTL (see below). Note that an LTL formula ¢
corresponds to a CTL* formula Ap. Some examples of CTL* formulas are:

1. AF'p, in every run p has to hold eventually. It is satisfied, e.g., by tree of Figure 17,
2. AGp, equivalent to Gp in LTL;

3. EGDp, there exists some path where p is always satisfied. See Figure 18 for a model of
this formula;

An interesting result about cTL* is that Model Checking is PSPACE-complete. The automa-
ton approach can also deal with trees, instead of runs, by extending Biichi automata. We
get the same complexity as in the case of LTL. Unfortunately, it is still too high. To get
better complexity results, we need to reduce the expressive power of the logic.

2.5.2 CTL

CTL formulas are very similar to CTL*’s but require each temporal operator F,G, X, U, to be
preceded by A or E. Previous examples of CTL* formulas are also valid for ¢TL. However,
there are examples of ¢TL* formulas not in CTL, such as fairness assumption:

A(GFp — GFq) (1)

Note that the formula can be expressed in LTL. This is not in CTL because path quantifiers
are needed before temporal operators, as in:

AGAFp — AGAFq (2)

which is not the same as formula (1). It can be shown that formula (1) has no CTL reformu-
lation, thus implying that CTL* is strictly more powerful than CTL. In fact, CTL* contains
both LTL and C¢TL. In addition, CTL and LTL are incomparable.

Concerning complexity, we get that Model Checking for ¢TL is O(|¢||7|). The intuition why
it is more efficient is that when verifying a property, one can restrict only to local properties.
That is, as a consequence of the syntactic restriction, one can look only at each state and
its “neighbors”, without needing to go arbitrarily deep in the tree. It is very restricted but
in many cases is enough, e.g.:

o AG(request — AFgrant), non-starvation property;

e AG(n — EXt), non-blocking property.
Summarizing:

e CTL* = LTL+A, FE;

15



Figure 17: A tree satisfying AFp.
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Figure 18: A tree satisfying EGp.

e CTL is arestricted version of ¢TL*, with improved model checking complexity: O(|p||7]);
e CTL is orthogonal to LTL, i.e., they are incomparable;

e CTL* is more expressive than LTL and CTL.
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