Chapterl2

Digit al signatures

In the public key setting, the primitiv e usedto provide data integrity is a digital signature scheme.
In this chapter we look at security notions and constructions for this primitiv e.

12.1 Digital signature schemes

A digital signature schemeis just like a messageuthentication schemeexceptfor an asymmetry in
the key structure. The key sk usedto generatesignatures(in this setting the tags are often called
signatures) is di®erert from the key pk usedto verify signatures. Furthermore pk is public, in the
sensethat the adversary knows it too. So while only a signer in possessiorof the secretkey can
generatesignatures,anyonein possessiorof the corresponding public key can verify the signatures.

De nition 12.1 A digital signature schemeDS = (K;Sign; VF) consistsof three algorithms, as
follows:

2 The randomized key geneation algorithm K (takes no inputs and) returns a pair (pk;sk)
of keys, the public key and matching secretkey, respectively. We write (pk;sk) & K for the
operation of executing K and letting (pk;sk) be the pair of keysreturned.

2 The signing algorithm Signtakesthe secretkey sk and amessageM to return a signature (also
sometimescalled a tag) %2 f0;1g”[ f?g . The algorithm may be randomized or stateful. We
write %A Signg (M) or %A Sign(sk; M) for the operation of running Sign on inputs sk; M
and letting ¥be the signature returned.

2 The deterministic veri cation algorithm VF takes a public key pk, a messageM, and a
candidate signature ¥%for M to return a bit. We write d A VF(M;%) or d A VF(pk;M ;%)
to denote the operation of running VF on inputs pk; M ; %and letting d be the bit returned.

We require that VF (M ;%3 = 1 for any key-pair (pk; sk) that might be output by K,any message
M, and any %6 ? that might be output by Signy (M ). If Sign is statelessthen we assiate to

ead public key a messagespace Message@k) which is the setof all M for which Signg, (M ) never

returns ? . 1
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Let S be an entit y that wants to have a digital signature capability. The rst stepis key generation:
S runs K to generatea pair of keys (pk;sk) for itself. Note the key generation algorithm is run
locally by S. Now, S can produce a digital signature on somedocument M 2 Messagepk) by
running Signg (M) to return a signature % The pair (M ;%) is then the authenticated version of
the documert. Upon receivinga documert M ®and tag %2 purporting to be from S, a receiver B in
possessiorof pk veri es the authenticit y of the signature by using the speci ed veri cation proce-
dure, which dependson the messagesignature, and public key. Namely he computesVF p (M 039,
whosevalue is a bit. If this valueis 1, it is read as saying the data is authentic, and so B accepts
it ascoming from S. Elseit discardsthe data as unauthentic.

Note that an entit y wishing to verify S's signaturesmust be in possessiorof S's public key pk,
and must be assuredthat the public key is authentic, meaningreally is S's key and not someone
else'skey. We will look later into medchanisms for assuring this state of knowledge. But the key
managemem processesare not part of the digital signature scheme itself. In constructing and
analyzing the security of digital signature sthemes,we make the assumption that any prospective
veri er is in possessiorof an authentic copy of the public key of the signer. This assumption is
made in what follows.

A viable schemeof courserequiressomesecurity properties. But theseare not our concernnow.
First we want to pin down what constitutes a speci cation of a scheme, sothat we know what are
the kinds of objects whosesecurity we want to assess.

The key usageis the \mirror-image" of the key usagein an asymmetric encryption scheme. In
a digital signature scheme, the holder of the secretkey is a sender, using the secretkey to tag its
own messageso that the tags can be veri ed by others. In an asymmetric encryption scheme, the
holder of the secretkey is a receiwer, using the secretkey to decrypt ciphertexts sen to it by others.

The signature algorithm might be randomized, meaninginternally °ip coinsand usethesecoins
to determine its output. In this case,there may be many correct tags assaiated to a single message
M . The algorithm might also be stateful, for example making use of a courter that is maintained
by the sender. In that casethe signature algorithm will accessthe cournter as a global variable,
updating it as necessary The algorithm might even be both randomized and stateful. However,
unlike encryption schemes,whoseencryption algorithms must be either randomized or stateful for
the schemeto be secure,a deterministic, statelesssignature algorithm is not only possible, but
common.

The signing algorithm might only be willing to sign certain messageand not others. It indicates
its unwillingness to sign a messageby returning ?. If the schemeis stateless,the messagespace,
which can depend on the public key, is the set of all messagedor which the probability that the
signing algorithm returns ? is zero. If the schemeis stateful we do not talk of such a spacesince
whether or not the signing algorithm returns ? can depend not only on the messagebut on its
state.

The last part of the de nition says that signaturesthat were correctly generatedwill passthe
veri cation test. This simply ensuresthat authentic data will be acceptedby the receiwer. In the
caseof a sateful scheme, the requiremert holds for any state of the signing algorithm.

12.2 A notion of security

Digital signaturesaim to provide the samesecurity property as messageauthentication scdemes;
the only changeis the more °exible key structure. Accordingly, we can build on our past work in
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understanding and pinning down a notion of security for messageuthentication; the onefor digital
signhaturesdi®ersonly in that the adversary has accesgo the public key.

The goal of the adversary F is forgery: It wants to produce documert M and tag ¥such that
VFp(M;%) = 1, but M did not originate with the senderS. The adversary is allowed a chosen-
messageattack in the processof trying to produce forgeries,and the schemeis secureif even after
sudh an attack the adversary has low probability of producing forgeries.

Let DS = (K;Sign, VF) be an arbitrary digital signature scheme. Our goal is to formalize a
measureof insecurity against forgery under chosen-messagattack for this scheme. The adversary's
actions are viewed as divided into two phases.The rst is a \learning" phasein which it is given
oracle accessto Signg (9, where (pk;sk) was a priori chosenat random accordingto K. It can
query this oracle up to g times, in any manner it pleases,aslong as all the queriesare messages
in the underlying messagespaceMessagek) assaiated to this key. Once this phaseis over, it
erters a \forgery" phases,in which it outputs a pair (M;%). The adversary is declared successful
if M 2 Messagelgk), VF(M;% = 1 and M was not a query made by the adversary to the
signing oracle. Asscciated to any adversary F is thus a successprobability called its advantage.
(The probability is over the choice of keys, any probabilistic choicesthat Sign might make, and the
probabilistic choices,if any, that F makes.) The advantage of the schemeis the succesgrobability
of the \cleverest" possibleadversary, amongst all adversariesrestricted in their resourcesto some
‘xed amournt. We chooseas resourcesthe running time of the adversary, the number of queriesit
makes, and the total bit-length of all queriescombined plus the bit-length of the output message
M in the forgery.

De nition 12.2 Let DS = (K; Sign; VF) be a digital signature scheme,and let A be an algorithm
that hasaccesgo an oracle and returns a pair of strings. We considerthe following experimert:

Experiment Exp W<tMa(A)
(pk;sk) A K
(M;%) A AS9"(9(pk)
If the following are true return 1 elsereturn O:
{ VF pk(l\/I =1
{ M 2 Message®k)
{ M wasnot a query of A to its oracle

The uf-cma-advantageof A is de ned as
h [
Adv M(A) = Pr Expgsm(A)=1 : 1

In the caseof messageauthentication schemes,we provided the adversary not only with an oracle
for producing tags, but alsowith an oraclefor verifying them. Above, there is no veri cation oracle.
This is becauseveri cation of a digital signature doesnot depend on any quartity that is secret
from the adversary. Sincethe adversary has the public key and knows the algorithm VF, it can
verify as much asit pleasesby running the latter.

When we talk of the time-complexity of an adversary, we mean the worst casetotal execution
time of the ertire experiment. This meansthe adversary complexity, de ned as the worst case
execution time of A plus the size of the code of the adversary A, in some xed RAM model of
computation (worst casemeansthe maximum over A's coins or the answers returned in response
to A's oracle queries), plus the time for other operations in the experiment, including the time for
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key generation and the computation of answers to oracle queriesvia execution of the encryption
algorithm.

As adversary resources,we will considerthis time complexity, the messagdength !, and the
number of queriesq to the sign oracle. We de ne t asthe sum of the lengths of the oracle queries
plus the length of the messagein the forgery output by the adversary In practice, the queries
correspond to messagesignedby the legitimate sender,and it would make sensethat getting these
examplesis more expensive than just computing on one'sown. That is, we would expect g to be
smaller than t. That is why q;! are resourcesseparatefrom t.

12.3 RSA based signatures

The RSA trapdoor permutation is widely used as the basis for digital signature schemes. Let us
seehow.

12.3.1 Key generation for RSA systems

We will considervarious methods for generatingdigital signaturesusingthe RSA functions. While
thesemethods di®erin how the signature and veri cation algorithms operate, they sharea common
key-setup. Namely the public key of a useris a modulus N and an encryption exponert e, where
N = pqis the product of two distinct primes, and e 2 Z."(N). The corresponding secret corntains
the decryption exponert d 2 Z?(N) (and possibly other stu®too) whereed” 1 (mod' (N)).

How are theseparametersgenerated?We refer badk to De nition 10.9wherewe had intro duced
the notion of an RSA generator. This is a randomized algorithm having an assiated security
parameter and returning a pair ((N;e);(N;p;q;d)) satisfying the various conditions listed in the
de nition. The key-generationalgorithm of the digital signature schemeis simply such a generator,
meaning the user's public key is (N;€) and its secretkey is (N; p;q; d).

Note N is not really secret. Still, it turns out to be convenient to put it in the secretkey. Also,
the descriptions we provide of the signing processwill usually depend only on N; d and not p;q, so
it may not be clear why p;q are in the secretkey. But in practice it is good to keepthem there
becausetheir use speedsup signing via the ChineseRemainder theorem and algorithm.

Recall that the map RSAy.e(9 = (§° mod N is a permutation on Zy with inverseRSAy.q(9 =
(09 mod N.

Below we will consider various signature schemesall of which use the above key generation
algorithm and try to build in di®erert ways on the one-waynessof RSA in order to securelysign.

12.3.2 Trapdoor signatures

Trapdoor signaturesrepresen the most direct way in which to attempt to build on the one-wayness
of RSAIn order to sign. We believe that the signer, being in possessiorof the secretkey N; d, is the
only one who can compute the inverse RSA function RSA‘\,}e = RSA\ 4. For anyone else,knowing
only the public key N;e, this task is computationally infeasible. Accordingly, the signer signs a
messagedy performing on it this \hard" operation. This requiresthat the messagebe a menmber of
Zy , which, for corvenience,is assumed.lt is possibleto verify a signature by performing the \easy"
operation of computing RSAy . on the claimed signature and seeingif we get back the message.
More precisely let K,i; be an RSA generator with assaiated security parameter k, as per
De nition 10.9. We considerthe digital signature shhemeDS = (K,g,; Sign; VF) whosesigning and
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verifying algorithms are as follows:

Algorithm  Signy .p.q.4(M) Algorithm VFy.e(M;x)
If M 62Zy, then return ? If (M 62Zy or x 62Zy) then return O
x A M9 modN If M = x®* mod N then return 1 elsereturn 0
Return x

This is adeterministic statelessscheme,and the messagespacefor public key (N; €) is Message@d\ ; €) =
Zy , meaningthe only messageshat the signersignsare those which are elemers of the group Z ;.
In this scheme we have denoted the signature of M by x. The signing algorithm simply applies
RSA\y.q to the messageto get the signature, and the verifying algorithm applies RSAy e to the
signature and tests whether the result equalsthe message.

The rst thing to ched is that signaturesgeneratedby the signing algorithm passthe veri cation
test. This is true becauseof Proposition 10.7 which tells us that if x = M9 mod N then x& =
M mod N.

Now, how secureis this scheme? As we said above, the intuition behind it is that the signing
operation should be something only the signer can perform, since computing RSA‘\,;le(M) is hard
without knowledgeof d. However, what one should rementer is that the formal assumedhardness
property of RSA, namely one-waynessunder known-exponert attack (we call it just one-wayness
henceforth) as speci ed in De nition 10.10,is under a very di®erert model and setting than that
of security for signatures. One-waynesstells us that if we selectM at random and then feed it
to an adversary (who knows N ;e but not d) and ask the latter to nd x = RSA‘\,;le(M ), then the
adversary will have a hard time succeeding.But the adversaryin a signature schemeis not given a
random messageM on which to forge a signature. Rather, its goal is to create a pair (M ;Xx) suc
that VFn.e(M;x) = 1. It doesnot have to try to imitate the signing algorithm; it must only do
something that satis es the veri cation algorithm. In particular it is allowed to chooseM rather
than having to sign a given or random M. It is also allowed to obtain a valid signature on any
messageother than the M it evertually outputs, via the signing oracle, corresponding in this case
to having an oraclefor RSA ;16(4). Thesefeaturesmake it easyfor an adversaryto forge signatures.

A couple of simple forging strategies are illustrated belon. The rst is to simply output the
forgery in which the messageand signature are both setto 1. The secondis to rst pick at random
a value that will play the role of the signature, and then compute the messagebasedon it:

Forger Fo 9™ waa (3 (N ¢) | Forger F5 9™ a9 (O (N ¢)
Return (1;1) xR zZ3 ;M A x®mod N
Return (M ; x)

Theseforgersmakesno queriesto their signing oracles. We note that 1°*° 1 (mod N), and hence
the uf-cma-advantage of F; is 1. Similarly, the value (M ; x) returned by the secondforger satis es
x¢®mod N = M and henceit has uf-cma-advantage 1 too. The time-complexity in both casesis
very low. (In the secondcase,the forger usesthe O(k3) time to do its exponertiation modulo N .)
Sotheseattacks indicate the schemeis totally insecure.

The messageM whosesignature the above forger managedto forge is random. This is enough
to break the schemeas per our de nition of security, becausewe made a very strong de nition of
security. Actually for this schemeit is possibleto even forge the signature of a given messageM ,
but this time onehasto usethe signing oracle. The attack relieson the multiplicativit y of the RSA
function.
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Forger F 519 (9(N; ¢)
M1 R Z%i fLMg; M;A MM{*modN
x1~A Signy.e(M1) ; X2 A Signy e(M2)
X A X1X2 mod N
Return (M;x)

Given M the forger wants to compute a valid signature x for M . It createsM 1; M, as shown, and
obtains their signaturesxi;x». It then setsx = x1x2 mod N. Now the veri cation algorithm will
chedk whether xX® mod N = M. But note that

X" (X1x2)® " x§x§° MiM2” M (mod N) :

Here we usedthe multiplicativit y of the RSA function and the fact that x; is a valid signhature of
M; for i = 1;2. This meansthat x is a valid signature of M. SinceM 1 is chosento not be 1 or M,
the sameis true of M, and thus M was not an oracle query of F. SoF succeedswith probability
one.

These attacks indicate that there is more to signatures than one-wayness of the underlying
function.

12.3.3 The hash-then-in vert paradigm

Real-world RSA based signature schemesneed to surmount the above attacks, and also attend
to other impracticalities of the trapdoor setting. In particular, messagesare not usually group
elemeris; they are possibly long les, meaning bit strings of arbitrary lengths. Both issuesare
typically dealt with by pre-processingthe given messageM via a hash function to yield a point y
in the range of RSAy.e, and then applying RSAiq;le to y to obtain the signature. The hashfunction
is public, meaningits description is known, and anyone can compute it.

To make this more precise, let K, be an RSA generator with assaiated security parameter
k and let Keysbe the set of all modulli N that have positive probability to be output by K,,.
Let Hashbe a family of functions whose key-spaceis Keysand such that Hashy: f0;1g9° ! Zy
for every N 2 Keys Let DS = (K,q,; Sign; VF) be the digital signature scheme whosesigning and
verifying algorithms are as follows:

Algorithm  Signy .p.q.q(M) | Algorithm VFy.e(M;X)

y A Hashy (M) y A Hashy (M)
x A y9mod N y°A x®mod N
Return x If y = y%then return 1 elsereturn 0

Let us seewhy this might help resolve the weaknessesf trap door signatures,and what requiremerts
security imposeson the hash function.

Let usreturn to the attacks presened on the trap door signature schemeabove. Begin with the
‘rst forger we preseried, who simply output (1;1). Is this an attack on our new scheme? To tell,
we seewhat happenswhen the above veri cation algorithm is invoked on input 1;1. We seethat
it returns 1 only if Hashy (1) © 1° (mod N). Thus, to prevert this attack it sutcesto ensure
that Hashy (1) 6 1. The secondforger we had previously set M to x® mod N for some random
X 2 Zy . What is the successrobability of this strategy under the hash-then-invert scheme? The
forger wins if x* mod N = HashM) (rather than merely x® mod N = M as before). The hope is
that with a \good" hash function, it is very unlikely that x® mod N = Hashy (M ). Consider now
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the third attack we preseried above, which relied on the multiplicativit y of the RSA function. For
this attack to work under the hash-then-invert scheme,it would have to be true that

Hashy (M 1) ¢Hashy (M) © Hashy(M) (mod N) : (12.1)

Again, with a\good" hashfunction, we would hope that this is unlikely to be true.
The hashfunction is thus supposedto \destroy" the algebraic structure that makesattacks like
the above possible. How we might nd onethat doesthis is something we have not addressed.
While the hash function might prevent someattacks that worked on the trapdoor scheme, its
useleadsto a new line of attack, basedon collisionsin the hashfunction. If an adversary can nd
two distinct messagedV 1; M, that hash to the samevalue, meaning Hashy (M1) = Hashy (My),
then it can easily forge signatures, as follows:

Forger F 59 pa:d (9(N; )

x1 A Signl\l;p;q;d('\/l 1)
Return (M2;x1)

This works becauseM 1; M, have the samesignature. Namely becausex; is a valid signature of
M1, and becauseM 1; M, have the samehash value, we have

x§ " Hashy(M1) "~ Hashy(M2) (mod N);

and this meansthe veri cation procedurewill acceptx; as a signature of M. Thus, a necessary
requiremert on the hash function Hashis that it be CR2-KK, meaning given N it should be
computationally infeasibleto nd distinct valuesM ; M °such that Hashy (M) = Hash (M 9.

Below we will go on to more concrete instantiations of the hash-then-invert paradigm. But
before we do that, it is important to try to assesswhat we have done so far. Above, we have
pin-pointed somefeatures of the hash function that are necessaryfor the security of the signature
scheme. Collision-resistanceis one. The other requiremert is not so well formulated, but roughly
we want to destroy algebraic structure in sud a way that Equation (12.1), for example, should
fail with high probability. Classical designfocuseson these attacks and assaiated features of the
hashfunction, and aims to implement suitable hashfunctions. But if you have beenunderstanding
the approades and viewpoints we have been endeaoring to dewvelop in this classand notes, you
should have a more critical perspective. The key point to note is that what we needis not really to
pin-point necessaryfeaturesof the hashfunction to prevert certain attacks, but rather to pin-point
suzcient featuresof the hash function, namely featuressutcient to prevert all attacks, even ones
that have not yet beenconceived. And we have not done this. Of course,pinning down necessary
features of the hash function is useful to gather intuition about what suzcient features might be,
but it is only that, and we must be careful to not be seducedinto thinking that it is enough,that
we have identi ed all the concerns. Practice provesthis complacencewrong again and again.

How can we hope to do better? Return to the basic philosophy of provable security. We want
assurancethat the signature schemeis secureunder the assumption that its underlying primitiv es
are secure. Thus we must try to tie the security of the signature schemeto the security of RSA as
a one-way function, and somesecurity condition on the hash function. With this in mind, let us
proceedto examine somesuggestedsolutions.

12.3.4 The PK CS #1 scheme

RSA corporation has been one of the main sourcesof software and standards for RSA based
cryptography. RSA Labs (now a part of Security Dynamics Corporation) has created a set of
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standards called PKCS (Public Key Cryptography Standards). PKCS #1 is about signature (and
encryption) schemesbasedon the RSA function. This standard is in wide use, and accordingly it
will be illustrativ e to seewhat they do.

The standard usesthe hash-then-invert paradigm, instantiating Hash via a particular hash
function PKCSHashwhich we now describe. Recall we have already discussedcollision-resistart
hash functions. Let us x a function h:f0;1g® ! 0;1g wherel , 128 and which is \collision-
resistart" in the sensethat nobody knows how to "nd any pair of distinct points M ; M % such that
h(M) = h(M9. Currently the role tends to be played by SHA-1, sothat | = 160. Prior to that it
was MD5, which has| = 128. The RSA PKCS #1 standard de nes

PKCSHashy(M) = O0001FFFF ¢t¢FFFFOOkh(M) :

Here k denotesconcatenation,and enoughFFbytes areinserted that the length of PKCSHashy (M)
is equalto k bits. Note the the rst four bits of the hash output are zero, meaningas an integer it
is certainly at most N, and thus most likely in Z§,, since most numbers between1 and N are in
Zy, . Also note that nding collisions in PKCSHashis no easierthan nding collisionsin h, soif
the latter is collision-resistart then sois the former.

Recall that the signature scheme is exactly that of the hash-then-invert paradigm. For con-
creteness et us rewrite the signing and verifying algorithms:

Algori:[hm Signy p:q.d(M) Algorifhm VFnN:e(M;X)
y A PKCSHashy (M) y A PKCSHash (M)
x A y9mod N y°A x©mod N
Return x If y = yOthen return 1 elsereturn O

Now what about the security of this signature scheme? Our rst concernis the kinds of algebraic
attacks we saw on trap door signatures. As discussedin Section 12.3.3,we would like that relations
like Equation (12.1) fail. This we appear to get; it is hard to imagine how PKCSHashy (M1) ¢
PKCSHashy (M2) mod N could have the speci ¢ structure required to make it look like the PKCS-
hash of somemessage.This isn't a proof that the attack is impossible,of course,but at leastit is
not evidert.

This is the point where our approac departs from the classicalattack-baseddesignone. Under
the latter, the above schemeis acceptablebecauseknown attacks fail. But looking deeper there is
causefor concern. The approac we want to take is to seehow the desiredsecurity of the signature
sthemerelates to the assumedor understood security of the underlying primitiv e, in this casethe
RSA function.

We are assumingRSAis one-way, meaningit is computationally infeasibleto compute RSA| ;1e(y)
for a randomly chosenpoint y 2 Zy . On the other hand, the points to which RSA{\,;le is applied in
the signature scheme are those in the set Sy = f PKCSHashy(M) : M 2 f0;1g° g. The size of
Sy is at most 2' sinceh outputs | bits and the other bits of PKCS-Hashy (¢ are xed. With SHA-1
this meansjSyj - 20, This may seemlike quite a big set, but within the RSA domain Z it is
tiny. For examplewhen k = 1024, which is a recommendedvalue of the security parameter these
days, we have

jSNj 2160 _ 1 -

jZ8] " 21023 T 2863
This is the probability with which a point chosenrandomly from Z§ landsin Sy. For all practical
purposes,it is zero. So RSA could very well be one-way and still be easyto invert on Sy, since
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the chanceof a random point landing in Sy is sotiny. Sothe security of the PKCS schemecannot
be guaranteed solely under the standard one-waynessassumption on RSA. Note this is true no
matter how \good" is the underlying hash function h (in this caseSHA-1) which forms the basis
for PKCSHash The problem is the designof PKCSHashitself, in particular the padding.

The security of the PKCS signature scheme would require the assumption that RSA is hard
to invert on the set Sy, a miniscule fraction of its full range. (And even this would be only a
necessarybut not suxcient condition for the security of the signature scheme.)

Let ustry to clarify and emphasizethe view taken here. We are not saying that we know how
to attack the PKCS scheme. But we are saying that an absenceof known attacks should not be
deemeda good reasonto be satis ed with the scheme. We can identify \design °aws," sud asthe
way the stheme usesRSA, which is not in accordancewith our understanding of the security of
RSA asa one-way function. And this is causefor concern.

12.3.5 The FDH scheme

From the above we seethat if the hash-then-invert paradigm is to yield a signature schemewhose
security can be basedon the one-waynessof the RSA function, it must be that the points y on
which RSA{\“le is applied in the scheme are random ones. In other words, the output of the hash
function must always \lo ok random". Yet, even this only highlights a necessarycondition, not (as
far as we know) a suzcient one.

We now ask oursehesthe following question. Supposewe had a \p erfect" hash function Hash
In that case,at least, is the hash-then-invert signature schemesecure?To addressthis we must rst
decidewhat is a \p erfect" hash function. The answer is quite natural: onethat is random, namely
returns a random answer to any query exceptfor being consistent with respectto past queries. (We
will explain more how this \random oracle" works later, but for the momert let us cortinue.) So
our question becomes:in a model where Hashis perfect, can we prove that the signature scheme
is secureif RSAis one-way?

This is a basic questionindeed. If the hash-then-invert paradigm is in any way viable, we really
must be able to prove security in the casethe hashfunction is perfect. Wereit not possibleto prove
security in this model it would be extremely inadvisable to adopt the hash-then-invert paradigm; if
it doesn't work for a perfect hashfunction, how can we expectit to work in any real world setting?

Accordingly, we now focus on this \thought experimen" involving the use of the signature
schemewith a perfect hash function. It is a thought experiment becauseno speci ¢ hash function
is perfect. Our \hash function" is no longer xed, it is just a box that °ips coins. Yet, this thought
experiment has something important to say about the security of our signing paradigm. It is not
only a key step in our understanding but will lead us to better concrete shhemesas we will see
later.

Now let us say more about perfect hash functions. We assumethat Hashreturns a random
member of Z every time it is invoked, exceptthat if twice invoked on the samemessageit returns
the samething both times. In other words, it is an instance of a random function with domain
f0;19" and range Zy. We have seensudc objects before, when we studied pseudorandomness:
remenber that we de ned pseudorandomfunctions by considering experiments involving random
functions. Sothe conceptis not new. We call Hasha random oracle, and denote it by H in this
cortext. It is accessibleto all parties, signer, veri ers and adversary, but asan oracle. This means
it is only accessibleacrossa speci ed interface. To compute H(M) a party must make an oracle
call. This meansit outputs M together with someindication that it wants H(M) back, and an



10 DIGITAL SIGNATURES

appropriate value is returned. Speci cally it canoutput a pair (hash M), the ‘rst componert being
merely a formal symbol usedto indicate that this is a hash-oraclequery. Having output this, the
calling algorithm waits for the answer. Oncethe valueH (M) is returned, it contin uesits execution.

The bestway to think about H is asa dynamic processwhich maintains a table of input-output
pairs. Every time a query (hash M) is made, the process rst cheds if its table cortains a pair of
the form (M ;y) for somey, and if so, returns y. Elseit picks a randomy in Z§, puts (M;y) into
the table, and returns y asthe answer to the oracle query.

We considerthe above hash-then-invert signature schemein the model where the hash function
Hashis arandom oracleH . This is called the Full Domain Hash (FDH) scheme. More precisely let
Ksa b€ an RSA generator with assaiated security parameter k. The FDH-RSA signature scheme
assciated to K, is the digital signature schemeDS = (K,¢5; Sign; VF) whosesigning and verifying
algorithms are as follows:

Algorithm  Signy 9. 4(M) | Algorithm VF 9 (M x)

- pad .
yA H(M) yA H(M)
x A y9mod N y°A x°mod N
Return x If y = yOthen return 1 elsereturn O

The only changewith respect to the way we wrote the algorithms for the generichash-then-invert
scheme of Section 12.3.3is notational: we write H as a superscript to indicate that it is an oracle
accessibleonly via the specied oracle interface. The instruction y A H(M) is implemerted by
making the query (hash M) and letting y denote the answer returned, as discussedabove.

We now ask ourselveswhether the above signature schemeis secureunder the assumption that
RSAis one-way. To consider this question we rst needto extend our de nitions to encompass
the new model. The key di®erenceis that the successprobability of an adversary is taken over
the random choice of H in addition to the random choicespreviously considered. The forger F as
beforehasaccesgo a signing oracle, but now alsohasaccesgo H. Furthermore, Signand VF now
have accesso H. Let us rst write the experiment that measuresthe succesf forger F and then
discussit more.

Experimert Exp W<fM3(F)
(N;€);(N;p;grd)) A Kigg
H R Fun(f0;1g%25)
(M;x) B FHOSOE 4O ¢
If the following are true return 1 elsereturn O:
{ VFH(M;%=1
{ ™ wasnot a query of A to its oracle

Note that the forger is given oracle accessto H in addition to the usual accessto the sign oracle
that models a chosen-messagattack. After querying its oraclessomenumber of times the forger
outputs amessageM and candidate signature x for it. We say that F is successfuif the veri cation
processwould acceptM ; x, but F never asked the signing oracleto sign M. (F is certainly allowed
to make hash query M, and indeed it is hard to imagine how it might hope to succeedin forgery
otherwise, but it is not allowed to make sign query M .) The uf-cma-advantageof A is de ned as

h [
Adv gIM(A) = Pr Exp JM(A) =1
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We will want to consideradversarieswith time-complexity at most t, making at most gsjg Signoracle
gueriesand at most gnash hash oracle queries, and with total query messagdength *. Resources
refer again to those of the ertire experiment. We rst de ne the exeution time asthe time taken
by the ertire experiment Exp Y<M3(F). This meansit includes the time to compute ansvers to
oracle queries, to generatethe keys, and even to verify the forgery. Then the time-complexity t
is supposedto upper bound the execution time plus the size of the code of F. In counting hash
guerieswe again look at the ertire experiment and ask that the total number of queriesto H here
be at most ghash. Included in the count are the direct hash queriesof F, the indirect hash queries
made by the signing oracle, and even the hash query made by the veri cation algorithm in the
last step. This latter meansthat gnash iS always at least the number of hash queriesrequired for
a veri cation, which for FDH-RSA is one. In fact for FDH-RSA we will have ghash , Gsig + 1,
somethingto be kept in mind when interpreting later results. Finally ! is the sum of the lengths
of all messagesn sign queriesplus the length of the nal output messageM .

Howe\er, there is one point that needsto beclari ed here,namely that if time-complexity refers
to that of the ertire experiment, how do we measurethe time to pick H at random? It is anin nite
object and thus cannot be actually chosenin nite time. The answer is that although we write H
as being chosenat random upfront in the experiment, this is not how it is implemented. Instead,
imagine H asbeing chosendynamically. Think of the processimplemerting the table we described,
so that random choicesare made only at the time the H oracle is called, and the cost is that of
maintaining and updating a table that holds the valuesof H on inputs queried so far. Namely
whenaquery M is madeto H, we chargethe cost of looking up the table, chedking whether H (M)
was already de ned and returning it if so, elsepicking a random point from Zg, putting it in the
table with index M, and returning it aswell.

In this setting we claim that the FDH-RSA sdeme is secure. The following theorem upper
bounds its uf-cma-advantage solely in terms of the ow-kea advantage of the underlying RSA gen-
erator.

Theorem 12.3 Let K, be an RSA generator with assaiated security parameter k, and let DS
be the FDH-RSA schemeassaiated to K,s,. Let F be an adversary making at most opash queries
to its hash oracle and at most dsjg queriesto its signing oracle where ghash , 1+ Gsig. Then there
exists an adversary | sud that

Adv B (F) - Ghash CAdV RUF(1) (12.2)
and | ;F are of comparableresourcesl

The theorem says that the only way to forge signaturesin the FDH-RSA schemeis to try to invert
the RSA function on random points. There is somelossin security: it might be that the chance of
breaking the signature schemeis larger than that of inverting RSA in comparabletime, by a factor
of the number of hash queriesmade in the forging experimernt. But we can make Adv ﬁ"rvs;kea(t()

small enoughthat even ghash CAdv &":’s;kea(t(b is small, by choosing a larger modulus sizek.

One must remenber the caveat: this is in a model where the hash function is random. Yet,
even this tells us something, namely that the hash-then-invert paradigm itself is sound, at least for
\p erfect” hashfunctions. This puts usin a better position to explore concreteinstantiations of the
paradigm.

Let us now proceedto the proof of Theorem 12.3. Remenber that inverter | takesas input
(N;e), describing RSAy.e, and also a point y 2 Zy. Its job is to try to output RSA‘q;le(y) =
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y9 mod N, whered is the decryption exponert corresponding to encryption exponert e. Of course,
neither d nor the factorization of N are available to | . The succes®f | is measuredunder a random
choice of ((N;€);(N;p;q; d)) asgivenby K,g,, and also a random choice of y from Zy . In order to
accomplishits task, I will run F asa subroutine, on input public key (N;e), hoping somehav to
use F's ability to forge signaturesto nd RSAi\,;le(y). Before we discusshow | might hope to use
the forger to determine the inverseof point y, we needto take a closerlook at what it meansto
run F asa subroutine.

Recall that F hasaccesdo two oracles,and makescalls to them. At any point in its execution
it might output (hashM). It will then wait for a return value, which it interprets asH (M ). Once
this is receiwed, it cortinuesits execution. Similarly it might output (sigrM) and then wait to

receive a value it interprets as Signﬂ ;(‘?;q;d(M ). Having got this value, it cortinues. The important
thing to understand is that F, asan algorithm, merely communicateswith oraclesvia an interface.
It doesnot cortrol what these oraclesreturn. You might think of an oracle query like a system
call. Think of F aswriting an oracle query M at somespeci ¢ prescribed placein memory. Some
processis expectedto put in another prescribed place a value that F will take asthe answer. F
readswhat is there, and goeson.

When | executesF, no oraclesare actually presen. F doesnot know that. It will at some
point make an oracle query, assumingthe oraclesare presen, say query (hashM). It then waits
for an answer. If | wants to run F to completion, it is up to | to provide someanswer to F as
the answer to this oracle query. F will take whatever it is given and go on executing. If | cannot
provide an answer, F will not cortinue running; it will just sit there, waiting. We have seenthis
idea of \simulation" beforein sewral proofs: | is creating a \virtual reality" under which F can
beliewve itself to be in its usual ervironment.

The strategy of | will be to take advantage of its control over responsesto oracle queries. It
will choosethem in strangeways, not quite the way they were chosenin Experiment Exp gfgcma(F).
SinceF is just an algorithm, it processesvhatever it receives, and eventually will halt with some
output, a claimed forgery (M ;x). By clever choicesof repliesto oracle queries,| will ensurethat
F is fooled into not knowing that it is not really in Exp Bfgcma(F), and furthermore x will be the
desiredinverseof y. Not always, though; | hasto be lucky. But it will be lucky often enough.

We begin by considerthe caseof a very simple forger F. It makesno sign queriesand exactly
one hash query (hashM). It then outputs a pair (M;Xx) asthe claimed forgery, the messageM
being the samein the hash query and the forgery. (In this casewe have gsig = 0 and thash = 2,
the last due to the hash query of F and the nal veri cation query in the experimert.) Now if
F is successfulthen x is a valid signature of M, meaningx® ~ H(M) mod N, or, equivalertly,
x~ H(M)¥mod N. Somehav, F has found the inverseof H(M ), the value returned to it asthe
responseto oracle query M. Now remenber that |'s goal had beento compute y4 mod N where
y was its given input. A natural thought suggestsitself: If F can invert RSAy.e at H(M), then
I will \set" H(M) to y, and thereby obtain the inverseof y under RSAy.e. | cansetH (M) in
this way becauseit controls the answers to oracle queries. When F makes query (hash M), the
inverter | will simply return y asthe response. If F then outputs a valid forgery (M ;x), we have
x = y¥mod N, and | can output X, its job done.

But why would F return a valid forgery whenit goty asits responseto hashquery M ? Maybe
it will refusethis, saying it will not work on points supplied by an inverter I. But this will not
happen. F is simply an algorithm and works on whatever it is given. What isimportant is solelythe
distribution of the response. In Experimert Exp Y<3(F) the responseto (hashM) is a random
elemen of Zy. But y has exactly the samedistribution, becausethat is how it is chosenin the
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experiment de ning the succesf | in breaking RSAas a one-way function. SoF cannot behave
any di®ererily in this virtual reality than it could in its real world; its probability of returning a
valid forgery is still Adv Y<M3(F). Thus for this simple F the successprobability of the inverter
in nding y9mod N is exactly the same as the successprobability of F in forging signatures.
Equation (12.2) claims less,so we certainly satisfy it.

However, most forgers will not be so obliging as to make no sign queries, and just one hash
query consisting of the very messagean their forgery. | must be able to handle any forger.

Inverter | will de ne a pair of subroutines, H-Sim (called the hash oracle simulator) and
Sign-Sim (called the sign oracle simulator) to play the role of the hashand sign oraclesrespectively.
Namely, whenewer F makes a query (hash M) the inverter | will return H-Sim(M) to F asthe
answer, and whenewer F makesa query (sign M) the inverter | will return Sign-Sim(M) to F as
the answer. (The Sign-Sim routine will additionally invoke H-Sim.) As it executes,| will build up

in the experimert (either directly dueto a hash query by F, indirectly due to a sign query by F,
or due to the nal veri cation query) will be recordedas Msq[j ]; the responsereturned by the hash
oraclesimulator to Msg][j] is stored asY [j ]; and if Msqg([j ] is a sign query then the responsereturned
to F asthe \signature" is X [j]. Now the questionis how | de nes all thesevalues.

Supposethe j-th hash query in the experiment arisesindirectly, as a result of a sign query
(signMsg[j]) by F. In Experimert Exp Y<*M3(F) the forger will be returned H (Msg[j])¢ mod N .
If 1 wants to keep F running it must return something plausible. What could I do? It could
attempt to directly mimic the signing process,setting Y[j] to a random value (remember Y[j]
plays the role of H(Msg[j])) and returning (Y[j])9 mod N. But it won't be able to compute the
latter sinceit is not in possesiorof the secretsigning exponert d. The trick, instead, is that | rst
picks a value X [j] at randomin Z§ and setsY[j] = (X[j])® mod N. Now it canreturn X[j] as
the answer to the sign query, and this answer is accurate in the sensethat the veri cation relation
(which F might ched) holds: we have Y[j]~ (X[j])® mod N.

This leaves a couple of looseends. One is that we assumedabove that | has the liberty of
de ning YJ[j] at the point the sign query was made. But perhapsMsg[j] = Msq[l] for somel < |
due to there having beena hash query involving this same messagein the past. Then the hash
value Y[j] is already de ned, as Y[l], and cannot be changed. This can be addressedquite simply
however: for any hashquery Msg[l], the hash simulator can follow the above strategy of setting the
reply Y[I]= (X[I])® mod N at the time the hash query is made, meaningit preparesitself aheadof
time for the possibility that Msg[l] is later a sign query. Maybe it will not be, but nothing is lost.

Well, almost. Somethingis lost, actually. A readerwho has managedto stay awake sofar may
notice that we have solved two problems: how to useF to nd yY mod N wherey is the input
to I, and how to simulate answersto sign and hash queriesof F, but that these processesare in
con®ict. The way we got y9 mod N was by returning y asthe answer to query (hashM ) whereM
is the messagen the forgery. However, we do not know beforehandwhich messagen a hash query
will be the onein the forgery. Soit is ditcult to know how to answer a hash query Msq][j ]; do we
return y, or do we return (X [j])®* mod N for someX[j]? If we do the rst, we will not be able to
answer a sign query with messageMsg[j ]; if we do the second,and if Msqg[j] equalsthe message
in the forgery, we will not nd the inverseof y. The answer is to take a guessasto which to do.
There is somechancethat this guessis right, and | succeedsn that case.

Speci cally, notice that Msg[ghasn] = M is the messagein the forgery by de nition since
Msg[thash] is the messagen the nal veri cation query. The messageM might occur more than
oncein the list, but it occursat leastonce. Now | will choosea randomi in the rangel- i - Ohash
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and respond by y to hashquery (hash Msg[i]). To all other queries;j it will respond by rst picking
X[i] at randomin Zy, and setting H(Msg[j]) = (X[[])® mod N. The forged messageM will equal
Msg[i] with probability at least 1=thasn and this will imply Equation (12.2). Below we summarize
theseideasas a proof of Theorem 12.3.

It is tempting from the above description to suggestthat we always choosei = Qhash, Since
Msg[thash] = M by de nition. Why won't that work? BecauseM might also have beenequal to
Msqg[j ] for somej < Ghash, and if we had seti = ghasp then at the time we want to return y asthe
answer to M we nd we have already de ned H (M) as something elseand it is too late to change
our minds.

Pro of of Theorem 12.3: We rst decribel in terms of two subroutines: a hash oracle simulator
H-Sim(§ and a sign oracle simulator Sign-Sim(¢). It takesinputs N;e;y wherey 2 Zy and
maintains three tables, Msg, X and Y, ead an array with index in the range from 1 t0 Qnash. It
picks a random index i. All theseare global variables which will be usedalso be the subroutines.

Msg[j] { Thej-th hashquery in the experiment
Yl { The reply of the hash oracle simulator to the above, meaning

the value playing the role of H(Msqg[j]). Forj =i it isy.
X1l { Forj 6 i, the responseto sign query Msg][j ], meaningit satis es
(X[iDe" Y[i] (modN). Forj =i it is unde ned.

The code for the inverter is below.

Inverter I (N; e;y)
Initialize arrays Msg[1::: Ghash], X [1:::Chash]s Y[1:::Chash] tO empty

Run F oninput (N;e)
If F makesoracle query (hashM)
then h A H-Sim(M) ; return h to F asthe answer
If F makesoracle query (signM)
then x A Sign-Sim(M ) ; return x to F asthe answer
Until F halts with output (M ;x)
y'A H-Sim(M)
Return x

The inverter responds to oracle queries by using the appropriate subroutines. Once it has the
claimed forgery, it makesthe corresponding hash query and then returns the signature x.

We now describe the hash oracle simulator. It makesreferenceto the global variables instantiated
in in the main code of | . It takesasargumert a value v which is simply somemessagevhosehash
is requestedeither directly by F or by the sign simulator belov when the latter is invoked by F.

We will make use of a subroutine Find that given an array A, a value v and index m, returns O if

Subroutine H-Sim(v)
I A Find(Msg;Vv;j);j A j+1;Msg[j]A v
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If | = 0then
Ifj =ithenY[j]A y
Else X[[1R Z% ; Y[[1A (X[i])¢ mod N
EndIf
Return Y[j]
Else
If j =i then abort
ElseX[j1A X[11; Y[1A Y[I]; Return Y[j]
EndIf
EndIf

The manner in which the hash queriesare answered enablesthe following sign simulator.

Subroutine Sign-Sim(M )
hA H-Sim(M)
If j =i then abort
Elsereturn X[j]
EndIf

Inverter | might abort executiondueto the \ab ort" instruction in either subroutine. The rst suc
situation is that the hash oracle simulator is unable to return y as the responseto the i-th hash
guery becausethis query equalsa previously replied to query. The secondcaseis that F asksfor
the signature of the messagewhich is the i-th hash query, and | cannot provide that sinceit is
hoping the i-th messagds the onein the forgery and hasreturned y asthe hash oracle response.

Now we needto lower bound the ow-kea-adwantage of | with respect to K,s,. There are a few
obsenations involved in verifying the bound claimed in Equation (12.2). First that the \view" of
F at any time at which | has not aborted is the \same" asin Experiment Exp ¥<*™(F). This
meansthat the answers being returned to F by | are distributed exactly asthey would be in the
real experiment. Second,F getsno information about the value i that | choosesat random. Now
remenber that the last hash simulator query made by | is the messageM in the forgery, soM is
certainly in the array Msg at the end of the execution of | . Let | = Find (Msg; M ; ghash) be the
“rst index at which M occurs, meaning Msg[l] = M but no previous messages M. The random
choice of i then meansthat there is a 1=g,55n chancethat i = I, which in turn meansthat Y[i] =y
and the hash oracle simulator won't abort. If x is a correct signature of M we will have x¢”~ Y]i]
(mod N) becauseY][i] is H(M) from the point of view of F. So | is successfulwhenewer this
happens. |

12.3.6 PSS0: A security impro vement

The FDH-RSA signature scheme has the attractiv e security attribute of possessinga proof of
security under the assumptionthat RSAis a one-way function, albeit in the random oracle model.
Howewer the quartitativ e security as given by Theorem 12.3 could be better. The theorem leaves
open the possibility that one could forge signatures with a probability that iS gnash times the
probability of being able to invert the RSA function at a random point, the two actions being
measuredwith regard to adversarieswith comparable execution time. Since ghash could be quite
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large, say 250, there is an appreciablelossin security here. We now presert a schemein which the
security relation is much tighter: the probability of signature forgery is not appreciably higher than
that of being able to invert RSAin comparabletime.

The schemeis called PSSO, for \probabilistic signature scheme, version 0", to emphasizea key
aspect of it, namely that it is randomized: the signing algorithm picks a new random value ead
time it is invoked and usesthat to compute signatures. The scheme DS = (K,g; Sign; VF), like
FDH-RSA, makesuseof a public hashfunction H: f0;1g" ! Z§ which is modeled as a random
oracle. Additonally it has a parameter s which is the length of the random value chosenby the
signing algorithm. We write the signing and verifying algorithms as follows:

Algorithm Signn;(gq;d(M) Algorithm VFH&?(M;%
r A f0;1g° Pairse%as(r;x) wherejrj='s
yA H(rkM) yA H(rkM)
x A y9mod N If xX*modN =y
Return (r; x) Then return 1 elsereturn 0

Obvious \range cheds" are for simplicity not written explicitly in the veri cation code; for example
in a real implementation the latter should ched that 1- x < N and gcd(x; N) = 1.

This scheme may still be viewed as being in the \hash-then-invert" paradigm, except that
the hash is randomized via a value chosenby the signing algorithm. If you twice sign the same
messageyou are likely to get di®eren signatures. Notice that random value r must be included
in the signature since otherwise it would not be possibleto verify the signature. Thus unlike the
previous schemes,the signature is not a member of Zy, ; it is a pair one of whosecomponerts is an
s-bit string and the other is a member of Zy, . The length of the signature is s + k bits, somewhat
longer than signaturesfor deterministic hash-then-invert signature schemes. It will usually sutce
to setl to, say, 160, and given that k could be 1024,the length increasemay be tolerable.

The successprobability of a forger F attacking DS is measuredin the random oracle model,
via experiment Exp Bfgcma(F). Namely the experimert is the sameexperiment asin the FDH-RSA
case;only the scheme DS we plug in is now the one above. Accordingly we have the insecurity
function assaiated to the scheme. Now we can summarize the security property of the PSSO
scheme.

Theorem 12.4 Let DS be the PSSO scheme with security parametersk and s. Let F be an
adversary making Gsig signing queriesand thash , 1+ Gsig hash oracle queries. Then there exists an
adversary | such that

Adv §M(F) - Adv 2Uke3(|) + (rash 51) o . | (12.3)

2

S& Ghash = 2% and gsig = 2%0. With | = 160the additive term above is about 2i 80, which is very
small. Sofor all practical purposesthe additive term can be neglectedand the security of the PSSO
signature schemeis tightly related to that of RSA

We proceedto the proof of Theorem 12.4. The designof | follows the sameframework usedin
the proof of Theorem 12.3. Namely I, on input N;e;y, will executeF on input N;e, and answer
F's oracle queries so that F can complete its execution. From the forgery, | will somehav nd
y9 mod N. | will respond to hashoraclequeriesof F via a subroutine H -Sim called the hashoracle
simulator, and will respond to sign queriesof F via a subroutine Sign-Sim called the sign oracle
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simulator. A large part of the designis the designof these subroutines. To get someintuition it is
helpful to step bad to the proof of Theorem 12.3.

We seethat in that proof, the multiplicativ e factor of gnash in Equation (12.2) camefrom |'s

is the messagen the forgery. That is, it must guessthe time at which the messagen the forgery
is rst queried of the hash oracle. The best we can say about the chance of getting this guess
right is that it is at least 1=g,asn. However if we now want |'s probability of successo be asin
Equation (12.3), we cannot a®ordto guessthe time at which the forgery messages queried of the
hash oracle. Yet, we certainly don't know this time in advance. Somehav, | hasto be able to take
advantage of the forgery to return y9 mod N nonetheless.

A simpleideathat comesto mind is to return y asthe answer to all hashqueries. Then certainly
a forgery on a queried messageyields the desiredvalue y9 mod N . Considerthis strategy for FDH.
In that case,two problems arise. First, theseanswerswould then not be random and indpendert,
asrequired for answersto hashqueries. Second,if a messagen a hashquery is later a sign query;, |
would have no way to answer the sign query. (Rememnber that | computed its reply to hash query
Msg[j]forj 6 i as(X[j])¢ mod N exactly in order to be able to later return X [j] if Msg][j ] shoved
up asa sign query. But there is a con®ict here: | can either do this, or return y, but not both. It
hasto choose,and in FDH caseit choosesat random.)

The rst problem is actually easily settled by a small algebraictrick, exploiting what is called
the self-reducibility of RSA. When | wants to return y asan answer to a hash oracle query Msqjj ],
it picks a random X [j] in Z§ and returns Y[j] = y ¢(X[[])* mod N. The value X[j] is chosen
randomly and independerily ead time. Now the fact that RSAy.e is a permutation meansthat
all the di®erert Y[j] values are randomly and independertly distributed. Furthermore, suppose
(M; (r;x)) is a forgery for which hash oracle query r k M has been made and got the reponse
Y[l =y ¢(X[I])® mod N. Then we have (x ¢X [I]i 1)~ y (mod N), and thus the inverseof y is
X ¢X 1] mod N.

The secondproblem however, cannot be resolved for FDH. That is exactly why PSSOpre-pends
the random value r to the messagebefore hashing. This e®ectiely \separates" the two kinds of
hash queries: the direct queriesof F to the hash oracle, and the indirect queriesto the hash oracle
arising from the sign oracle. The direct hash oracle queries have the form r k M for some-bit
string r and somemessageM . The sign query is just a messageM . To answer it, a valuer is rst
chosenat random. But then the value r k M has low probability of having beena previous hash
qguery. Soat the time any new direct hash query is made, | canassumeit will never be an indirect
hash query, and thus reply via the above trick.

Here now is the full proof.

Pro of of Theorem 12.4: We rst decribel in terms of two subroutines: a hash oracle simulator
H-Sim(¢® and a sign oracle simulator Sign-Sim(¢). It takesinput N;e;y wherey 2 Z§, and
maintains four tables, R, V, X and Y, ead an array with index in the range from 1 to Qnash. All
theseare global variables which will be usedalso be the subroutines. The intended meaning of the
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V[il { Thej-th hashquery in the experiment, having the form R[j] k Msg[j]
R] { The rst I-bits of VI[j]
Y[j1 { The value playing the role of H(V[j]), choseneither by the hash simulator

or the sign simulator

X[i1 { If V[j]is a direct hash oracle query of F this satises Y[j]¢X[[]I € vy
(mod N). If V[j]is an indirect hash oracle query this satis es X[[]¢*~ Y]j]
(mod N), meaningit is a signature of Msg[j ].

Note that we don't actually needto store the array Msg; it is only referred to above in the expla-
nation of terms.

We will make use of a subroutine Find that given an array A, a value v and index m, returns O if

Inverter | (N; e;y)
IniNtiaIize arrays R[1:::0hash]s VI1:::0Ohash]ls X[1:::0hash], Y[1::: Chasn], tO empty
jAO
Run F oninput N;e
If F makesoracle query (hashv)
then h A H-Sim(v) ; return h to F asthe answer
If F makesoracle query (signM)
then %A Sign-Sim(M) ; return %to F asthe answer
Until F halts with output (M;(r; X))
y A H-Sim(r kM) ; | A Find (V;r kM Chash)
wA x ¢X[I] * mod N ; Return w

We now describe the hash oracle simulator. It makesreferenceto the global variables instantiated
in in the main code of | . It takesasargumert a value v which is assumedto be at least s bits long,
meaning of the form r kM for somes bit strong r. (There is no needto considerhash queriesnot
of this form sincethey are not relevant to the signature scheme.)

Subroutine H-Sim(v)
Parsev asr kM wherejrj=s
IA Find(V;v;j):j A j+1;R[]A r;V[]A v

If I = Othen

XGIR zy; YHIA ye(X[))®mod N ; Return Y[j]
Else

X[TA X[1; Y[ITA Y[]; Return YJj]
EndIf

Every string v queried of the hash oracleis put by this routine into a table V, sothat V[j] is the
j -th hashoracle query in the execution of F. The following sign simulator doesnot invoke the hash
simulator, but if necessarylls in the necessantables itself.

Subroutine Sign-Sim(M )
r R 10;1g°
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| A Find (R;r;j)

If | 6 O0then abort

Else
jAj+1;RIA r; VIIA rkM ; X[1R Z3; YGIA (X[[])®mod N
Return X[j]

Endif

Now we needto establish Equation (12.3).

First consider Exp &"rvs'akea(l) and let Pr [ denote the probability function in this experimert. Let
bad, be the event that | aborts due to the \ab ort" instruction in the sign-oraclesimulator.

Now considerExp Y°M3(F), and let Pr [§ denotethe probability function in this experimert. Let
bad, be the event that the sign oracle picks a value r such that F had previously made a hash
query r kM for someM .

Let succbe the event (in either experiment) that F succeedsn forgery. Now we have

Adv JEM(F) = Pra[sucq i
= Pry succ® bad, + Pry[succ’ bad)]
Pr, hsucc’\ ml + Prj [bad]
= Prlhsucc’\ ﬁdll + Prq [bad] (12.4)
= Adv RU*%(1) + Pry [badh] (12.5)
Adv gokes()) 4 (hasn 1 D)kig > L)kig . (12.6)

This establishesEquation (12.3). Let us now provide someexplanations for the above.
First, Equation (12.6) is justi ed as follows. The ewvent in question happensif the random value

sizeat most ghash | 1 at the time of a sign query, so the probability that r falls in it is at most
(ohash i 1)=2°. The sign oracle simulator is invoked at most gsjg times, so the bound follows.

It is tempting to think that the \view" of F at any time at which | hasnot aborted is the \same"
asthe view of F in Experimert Exp Ys°M3(F). This is not true, becauseit can test whether or not

bad occured. That's why we considerbadheverts in both game%,and note that
| |

Adv VK3(1) = Pry succh bad, = Prp succ® bad,

This is justi ed asfollows. Remenber that the last hash simulator query madeby | isr kM where
M is the messagdn the forgery, sor kM is certainly in the array V at the end of the execution of
. Sol = Find (V;r KM; ghash) 0. We know that r k M was not put in V by the sign simulator,
becauseF is not allowed to have made sign query M. This meansthe hash oracle simulator has
beeninvoked on r k M. This meansthat Y[I] = y ¢(X[I])® mod N becausethat is the way the
hash oracle simulator choosesits replies. The correctnessof the forgery meansthat x¢~ H(r kM)
(mod N), and the role of the H value here is played by Y[l], sowe get x® = Y[I] = y ¢X][l]
(mod N). Solving this gives(x ¢X [I]i 1) mod N = y, and thus the inverter is correct in returning
X CX It mod N. I
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It may be worth adding somewords of caution about the above. It is tempting to think that
(Chash i 1) ¢asig”
25
which would imply Equation (12.3) but is actually stronger. This howewer is not true, becausethe

bad everts and success\ernts as de ned above are not independert.

CAdv M) ;

Adv Uke() 1



