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Abstract

We describe an RSA-basedsigning scheme called PSS which conmbines essetially optimal ex-
ciencywith attractiv e security properties. Signingtakesone RSA decryption plus somehashing,
veri cation takesone RSA encryption plus somehashing, and the size of the signature is the
sizeof the modulus. Assumingthe underlying hashfunctions are ideal, our schemesare not only
provably secure,but are soin atight way| an ability to forge signatureswith a certain amourt
of computational resourcesimplies the ability to invert RSA (on the samesize modulus) with
about the same computational e®ort. Furthermore, we provide a secondsdeme which main-
tains all of the above features and in addition provides messagerecovery. Theseideas extend
to provide sthemesfor Rabin signatureswith analogousproperties; in particular their security
can be tightly related to the hardnessof factoring.
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1 Intro duction

A widely employed paradigm for signingwith RSA isto rst \hash" the messagento a domain point
of RSA and then decrypt (ie. exponertiate with the RSA decryption exponert). In particular, this
is the basis of seweral existing standards. Unfortunately, the security of the standardized schemes
cannot be justi ed under standard assumptionsabout RSA, even assumingthe underlying hash
functions are ideal.

We propose new schemes, both for signing and for signing with messagerecovery. They are
as simple and excient asthe standardized ones. (In particular, signing takesone RSA decryption
plus somehashing, veri cation takesone RSA encryption plus somehashing, and the size of the
signature is the size of the modulus.) But, assumingthe underlying hash function is ideal, our
methods are not only provably secure,but provably securein a strong sense:the security of our
schemescan be tightly related to the security of the RSA function.

Besidesproviding concrete new schemesfor signing with RSA, this work highlights the impor-
tance, for practical applications of provable security, of consideration of the tightnessof the security
reduction, and also provides a rare example of modifying one provably-good scheme in order to
obtain another which has a better security bound.

Let us now expand on all of the above. We begin by looking at current practice. Then we
considerthe full domain hashsdemeof [3] which is provable, and discussits exact security. Finally
we cometo our new schemes,PSSand PSS-R and their exact security.

1.1 Signing with RSA{ Curren t practice

The RSA system. In the RSA public key system[15] a party haspublic key (N;e) and secretkey
(N;d), where N is a k-bit modulus, the product of two (k=2)-bit primes, and e;d 2 ZX(N) satisfy
ed” 1mod' (N). (Think of k = 1024, a recommendedmodulus size these days.) Recall that
the RSA function f: Z§ ! Z§ isdened by f (x) = x®*mod N and its inversef i : z} | Z§ is
dened by fil(y) = yYmod N (x;y 2 Z). The generally-madeassumptionis that f is trap door
one-way| roughly, if you don't know d (or the prime factors of N) then it is hard to compute
x = fil(y) for ay drawn randomly from Z§,.

Hash-then-decr ypt schemes. A widely employed paradigm to sign a documert M is to rst
compute some\hash” y = Hash(M) and then set the signatureto x = fi%(y) = ydmod N. (To
verify that x is a signature of M, compute f (x) = x® mod N and ched this equalsHash(M).) In
particular, this is the basisfor seweral existing standards. A necessaryequiremert on Hash in suc
a schemeis that it be collision-intractable and produce a k-bit output in Zg,. Accordingly, Hash is
most often implemented via a cryptographic hash function like H = MD5 (which yields a 128 bit
output and is assumedto be collision-intractable) and somepadding. A concrete example of such
a schemeis [16, 17], where the hashis

Hashpkcs(M) = 0x0001FFFF ¢¢¢ FFFFOOK H (M) :

Here k denotesconcatenation, and enough OxFFbytes are used so as to make the length of
Hashpk cs(M ) equalto k bits.

Security. We draw attention to the fact that the security of a hash-then-decrypt signature
dependsvery much on how exactly oneimplements Hash In particular, it isimportant to recognize
that the security of a signature schemelike Signpy cs(M) = f i 1(Hashpkcs(M)) can't be justied

given (only) that RSA is trapdoor one-way, even under the assumption that hash function H is



ideal. (The reasonis that the set of points f Hashpxcs(M) : M 2 f0;1g° g has size at most
2128 and henceis a very sparse,and a very structured, subset of Zy ) We considerthis to be a
disadvantage. We stressthat we don't know of any attack on this scheme. But we prefer, for suc
important primitiv es,to have someproof of security rather than just an absenceof known attacks.

The same situation holds for other standards, including 1ISO 9796 [10]. (There the function
Hash involves no cryptographic hashing, and the messageM is easily recovered from Hash(M ).
This doesn't e®ectthe points we've just made.)

The above discussionhighlights that collision-intr actability is not enough. The function Hashpg cs
is guararteed to be collision-intractable if we use a collision-intractable H. But this won't sutce
to get a proof of security.

1.2 FDHand its exact security

The FDH scheme. In earlier work [3] we suggestedto hash M onto the full domain Zg, of the
RSA function before decrypting. That is, Hashgpy: f0;19° ! Zg is understood to hash strings
\uniformly" into Zg,, and the signature of M is Signgpy (M) = fi 1(Hashepy (M)). (Candidates
for suitable functions Hashgpy can easily be constructed out of MD5 or similar hash functions, as
described in [3].) We call this the Full-Domain-Hash scheme (FDH).

Pr ovable security of FDH. AssumingHashgpy is ideal (ie. it behaveslike a random function
of the speci ed domain and range) the security of FDH can be proven assumingonly that RSA is
a trapdoor permutation. (This is a special caseof [3, Section 4], which considersthis construction
with an arbitrary trapdoor permutation.) This makesthe security guarantee of the FDH scheme
superior to those of the schemeswe discussedin Section1.1.

Now we want to go further. We will explain how, within the classof provable schemes,quality
dependson the quarti able notion of exact security. In this paper we compute the exact security
of the FDH scheme, and then we o®era new schemewhich has better exact security.

Exact security. We quartify the security of RSA as a trapdoor permutation. We say it is
(t%29-secureif an attacker, giveny drawn randomly from Z§, and limited to running in time t4k),
succeedsin nding fi 1(y) with probability at most 24k). Values of t%2° for which it is safeto
assumeRSA is (t%29-secure can be provided based on the perceived cryptanalytic strength of
RSA.

Next we quartify the security of a signature scheme. A signature scheme is said to be
(t; Gkig; Thash; 2)-secureif an attacker, provided the public key, allowed to run for time t(k), allowed
a chosen-messagattack in which shecan seeup to gsig(k) legitimate message-signaturgpairs, and
allowed ghash invocations of the (ideal) hash function, is successfuin forging the signature of a new
messagewith probability at most 2(k).

Exact security of FDH. The \exact security"” of the reduction of [3] usedto prove the se-
curity of the FDH signature scheme is analyzed in Theorem 3.1. It says that if RSA is (t29-
secureand Gig; Chash are given then the FDH signature sdheme is (t; Gsig; CGhash; 2)-Secure for t =
t0; poly(Gsig; Chash; K) and 2 = (Gsig + Ghash) ¢20  Here poly is some small polynomial explicitly
speci ed in Theorem 3.1.

We note that 2 could thus be considerablylarger than 2°. This meansthat even if RSA is quite
strong, the guarartee on the signature scheme could be quite weak. To seethis, say we would
like to allow the forger to seeat least gsig(k) = 230 example signatures and compute hasheson,
S&, Chash = 200 strings. Then even if the RSA inversion probability was originally as low as 2i 61,
all we can sgy is that the forging probability is now at most 1=2, which is not good enough. To



compensate,we will have to be able to assumethat 2qk) is very, very low, like 21 1%, This means
that we must have a fairly large value of k, ie. a larger modulus. But this a®ectsthe exciency
of the stheme, becausethe time to do the underlying modular exponertiation grows (and rather
quickly) asthe modulus sizeincreases.We prefer to avoid this.

We reiterate the crucial point: if the reduction proving security is \lo ose," like the one above,
the exciency of the schemeis impacted, becausewe must move to a larger security parameter.
Thus, it would be nice to have \tigh ter" reductions, meaning onesin which 2 is almost the sameas
20 with the relations amongstthe other parametersstaying about the sameas they are now.

Onemight suggestthat it is possibleto prove a better security bound for FDH than that outlined
above. Perhaps, but we don't know how. Instead, we will strengthen the schemesothat a better
security bound can be proven.

Clarifica tion. Before going on, let us clarify our assessmds of scheme quality. We are not
saying the FDH scheme is bad. Indeed, sinceit is provable, it is ahead of sthemesdiscussedin
Section 1.1, and a viable alternative to them. What we are saying is that it is possibleto do even
better than FDH. That is, it is possibleto get a schemewhich is not only proven secure,but has
strong exact security. This successoto FDH is the schemewe discussnext.

1.3 New schemes: PSSand PSS-R

PSS Weintroduce a new schemewhich we call the probabilistic signature scheme(PSS. It is fully
speci ed in Section 4.

The ideais to strengthen the FDH schemeby making the hashing probabilistic. In order to sign
messageM , the signer rst picks a random seedr of length ko, wherekp < k is a parameter of the
scheme. Then using somehashing, in a speci ¢ way we specify, the signer producesfrom M and
r an image point y = Hashpss(M;r) 2 Z5. As usual, the signature is x = fi(y) = y9 mod N.
(Veri cation is a bit moretricky than usual, sinceone cannot simple \re-compute" this probabilistic
hash, but still takesonly one RSA encryption and somehashing. SeeSection4.) In particular, our
schemeis asexcient asthe schemesdiscussedabove. But Theorem 4.1 shows that the security can
be tightly related to that of RSA. Roughly, it saysthat if RSA is (t%29-securethen, given Osigs Ghashs
scheme PSSis (t; Gsig; Ghash; 2)-securefor t = t%; poly(Gsig; Ghasn; K) and 2 = 2%; o(1). Here o(1)
denotesa function exponertially small in kg and k; (another parameter of the scheme) and poly
denotesa speci ¢ polynomial, both of these explicitly speci ed in the theorem.

Continuing the above example, if the RSA inversion probability was originally as low as 2i 61,
the probability of forgery for the signature schemeis almost equally low, regardlessof the number
of sign and hash queriesthe adversary makes!

PSS with reco very. We also have a variant of PSS called PSS-R which provides message
recovery. The goalis to save on bandwidth. Rather than transmit the messageM and its signature
X, a single \enhanced signature"¢, of length lessthan jMj + jxj, is transmitted. The veri er will
be able to recover M from ¢ and simultaneously ched the authenticity. With security parameter
k = 1024,our schemeenablesone to authenticate a messagenf up to n = 767 bits by transmitting
only a total of k bits. PSS-Raccomplishesthis by appropriately \folding" the messageinto the
signature in such a way that the veri er canrecoverit. The exciency and security are the sameas
for PSS SeeSection 5.

Rabin signatures. The sameideas apply for the Rabin function, and, in particular, we have
both a basic Rabin schemeand a variant which provides for messageecovery, with security tightly
related to the hardnessof factoring. SeeSection 6.



1.4 Discussion

The above illustrates that to fairly comparethe exciency of two provably-secureschemesone needs
to look at more than just computation time for a k-bit key. SthemesFDH and PSShave essetially
the samecomputation time when k is xed. But since PSShas tighter provable security one can
safely usea smaller modulus sizeand thus, ultimately, get greater exciency.

A numerical example may help to make this clear. Let us again assumethat the forger F
can compute the hash of at most 2%° strings and that she can obtain the signatures of at most
230 messagesAssumethat it takestime Cel:923(0gN)*=*(oglogN)?** 1 jnvert RSA [12]. Then, our
theoremsimply that if you use FDH then you must selecta modulus of 3447 bits in order to get
the samedegreeof guaraneed-securily as you would have gotten had you selecteda modulus of
1024 bits and used PSS

1.5 Related work

We have already discussedthe PKCS standards [16, 17] and the ISO standard [10] and seenthat
their security cannot be justi ed basedon the assumption that RSA is trapdoor one-way. Other
standards, sud as[1], are similar to [16], and the samestatemert applies.

The schemeswe discussin the remainder of this section do not use the hash-then-decrypt
paradigm.

Signature schemeswhosesecurity can be provably basedon the RSA assumptioninclude [9, 2,
11, 20, 6]. The major plus of theseworks is that they do not use an ideal hash function (random
oracle) model| the provable security is in the standard sense. On the other hand, the security
reductions are quite loosefor ead of those schemes. On the exciency front, the exciency of the
schemesof [9, 2, 11, 20]is too poor to seriouslyconsiderthem for practice. The Dwork-Naor scheme
[6], on the other hand, is computationally quite etcient, taking two to six RSA computations,
although there is somestorage overheadand the signaturesare longer than a single RSA modulus.
This sthemeis the best current choiceif oneis willing to allow someextra computation and storage,
and one wants well-justi ed security without assumingan ideal hash function.

Back among signature schemeswhich assumean ideal hash, a great many have beenproposed,
basedon the hardnessof factoring or other assumptions. Most of these schemesare derived from
identi cation schemes,aswas rst doneby [8]. Someof thesemethods are provable (in the ideal hash
model), somenot. In someof the proven schemesexact security is analyzed;usually it is not. In no
casethat we know of is the security tight. The exciency varies. The computational requiremerts
are often lower than a hash-then-decrypt RSA signature, although key sizesare typically larger.

The paradigm of protocol designwith ideal hash functions (aka random oracles)is developed
in [3] and cortinued in [4]. The current paper is in someways the analogue,for digital signatures,
of our earlier work on encryption [4]. Further work on signingin the random oracle model includes
Pointcheval and Stern [13]. (They do not considerexact security, and it may be helpful to do soin
their context.)

2 De nitions

We provide de nitions for an exact security treatment of RSA, basic signature schemes,and signing
with recovery.



2.1 An exact treatmen t of RSA

The RSA family. RSA is afamily of trapdoor permutations. It is speci ed by the RSA generator,
RS A, which, on input 1¥, picks a pair of random distinct (k=2)-bit primes and multiplies them to
produce a modulus N. It also picks, at random, an encryption exponert e 2 Z."(N) and computes
the corresponding decryption exponert d sothat ed” 1 mod' (N). The generatorreturns N;e;d,
these specifying f: zy ! z§ andfil: z§ ' Z5, which are de'ned by f (x) = x®*mod N and
fil(y) = y?mod N. Recall that both functions are permutations, and, as the notation indicates,
inversesof ead other.

The trapdoor permutation generator RSA{3 is identical to RSA except that the encryption
exponert eis xed to be 3. More generally, RS A{ e providesan encryption exponert of the speci ed
constart. Other variants of RSA use a somewhatdi®erert distribution on the modulus N. Our
results, though stated for RS A, also hold for these other variants.

Exact security of the RSA family. An inverting algorithm for RSA, I, getsinput N;e;y
and tries to 'nd fi 1(y). Its successprobability is the probability it outputs fi *(y) when N;e;d
are obtained by running RSA(1X) and y is setto f (x) for an x chosenat random from Zy - The
standard asymptotic de nition of security asksthat the successprobability of any PPT (proba-
bilistic, polynomial time) algorithm be a negligible function of k. We want to go further. We are
interested in exactly how much time an inverting algorithm usesand what successprobability it
achievesin this time. Formally an inverting algorithms is said to be a t-inverter, wheret: N! N,
if its running time plus the sizeof its description is bounded by t(k), in some xed standard model
of computation. We say that | (t; 2)-breaks RSA, where2: N! [0;1], if | is at-inverter and for
ead k the successprobability of | is at least2(k). Finally, we say that RS A is (t; 2)-secureif there
is no inverter which (t; 2)-breaks RSA.

Example. The asymptotically best factoring algorithm known (NFS) takestime which seemsto
be about el (09 k)** 15 factor a k-bit modulus. So one might be willing to assumethat the
trap door permutation family RSA is (t; 2)-securefor any (t;2) satisfying t(k)=2(k) - cek'™, for
someparticular constart C.

2.2 Signature schemes and their exact security

Signature schemes. A digital signature scheme; = (Gen;Sign; Verify) is speci ed by a key
generation algorithm, Gen, a signing algorithm, Sign, and a verifying algorithm, Verify. The rst
two are probabilistic, and all three should run in expected polynomial time. Given 1¥, the key
generation algorithm outputs a pair of matching public and secret keys, (pk;sk). The signing
algorithm takes the messageM to be signed and the secret key sk, and it returns a signature
x = Signy(M). The verifying algorithm takes a messageM , a candidate signature x° and the
public key pk, and it returns a bit Verify , (M ;x‘), with 1 signifying \accept" and 0 signifying
\reject.” We demandthat if x was producedvia x A Signg (M) then Verify , (M ;x) = 1.

One or more strong hash functions will usually be available to the algorithms Sign and Verify,
their domain and range depending on the scheme. We model them as ideal, meaning that if hash
function h is invoked on someinput, the output is a uniformly distributed point of the range. (But
if invoked twice on the sameinput, the samething is returned both times.) Formally, h is a random
oracle. It is called a hash oracle and it is accessedvia oracle queries: an algorithm can write a
string z and get badk h(z) in time jzj.

Security of signature schemes. De nitions for the security of signaturesin the asymptotic



setting were provided by Goldwasser,Micali and Rivest[9], and enhancedto take into accourt the
presenceof an ideal hash function in [3]. Here we provide an exact version of these de nitions.

A forger takesasinput a public key pk, where (pk;sk) A Gen(1¥), and tries to forge signatures
with respect to pk. The forger is allowed a chosen messageattack in which it can request, and
obtain, signaturesof messagef its choice. This is modeled by allowing the forger oracle access
to the signing algorithm. The forger is deemedsuaessful if it outputs a valid forgeryjnamely , a
message/signaturepair (M;x) sud that Verify ,, (M;x) = 1 but M was not a messageof which
a signature was requestedearlier of the signer. The forger is said to be a (t; 0sig; Ghash)-forger if
its running time plus description size is bounded by t(k); it makes at most gsig(k) queries of its
signing oracle; and it makes a total of at most ghasn(k) queries of its various hash oracles. As
a corvertion, the time t(k) includes the time to answer the signing queries. Suc a forger F is
said to (t; Osig; Chash; 2)-break the signature scheme if, for every k, the probability that F outputs
a valid forgery is at least 2(k). Finally we say that the signature scheme (Gen; Sign; Verify) is
(t; Gsig; Ghash; 2)-secureif there is no forger who (t; Gsig; Ghash; 2)-breaks the scheme.

For simplicity we will assumethat a forger does any necessarybook-keeping so that it never
repeats a hash query. (It might repeat a signing query. If the schemeis probabilistic, this might
help it.)

2.3 Quantifying the qualit y of reductions

Our theorems will have the form: If RSA is (t%29-secure, then some signature scheme | =
(Gen; Sign; Verify) is (t; Gsig; Chash; 2)-secure. The proof will take a forger F who (t; Gsig; Ohash; 2)-
breaks! and producefrom F an inverter | who (t%29-breaks RSA. The quality of the reduction
is in how the primed variables depend on the unprimed ones. We will typically view Gsig; Ghash as
given, these being query bounds we are willing to allow. (For example, gsig = 22° and ghash = 2°°
are reasonablepossibilities.) Obviously we want tto be as large as possibleand we want 2°to be
as small as possible. We are usually satis ed whent®= tj poly(thash; Gsig; k) and 20y, 2,

3 The Full-Domain-Hash Scheme { FDH

The scheme. Signature schemeFDH = (GenFDH ; SignFDH ; VerifyFDH ) is de ned asfollows [3].
The key generation algorithm, on input 1¥, runs RS A (1X) to obtain (N;e;d). It outputs (pk;sk),
where pk = (N;e) and sk = (N;d). The signing and verifying algorithms have oracle accessto a
hashfunction Hepy @ 0;1g% ! Zg,. (In the security analysisit is assumedo beideal. In practice it
can be implemented on top of a cryptographic hashfunction such asSHA-1.) Signature generation
and veri cation are as follows:

SignFDH .4 (M)
YA Hepn (M)
return y9 mod N

VerifyFDH .c (M ; x)
yA x®modN ; y°A Hepn (M)
if y=y%then return 1 else return 0O

Security.  The following theorem summarizesthe exact security of the FDH scheme as provided
by the reduction of [3]. The proof is straightforward, but it is instructiv e all the same,sowe include



it. The disadvantage of the result, from our point of view, is that 2°could be much smaller than 2.

Theorem 3.1 SupposeRSA is a (t%29-secure. Then, for any Gsig; thash, Signature scheme FDH is
(t; Gsig; Chash; 2)-secure,where

t(k)
2(k)

tYKk) i [hasn(k) + Gsig(k) + 1] ¢£(k®) and
[Gig(K) + Ghasn(k) + 1] ¢2%k) :

Pro of: Let F be a forger which (t; Gsig; Ohash; 2)-breaks FDH. We present an inverter | which
(t%29-preaks RSA.

Inverting algorithm | is givenasinput (N;e;y) whereN; e;d wereobtained by running the generator
RSA(1¥), and y was chosenat random from Zy- Itistrying to nd x = fi L(y), wheref is the
RSA function described by N;e. It forms the public key N; e of the Full-Domain-Hash signature
scheme, and starts running F on input of this key. Forger F will make two kinds of oracle queries:
hash oracle queriesand signing queries. Inverter | must answer these queriesitself. For simplicity
we assumethat if F makessign query M then it has already made hash oracle query M . (We will
argue later that this is wlog.) Let g = 0sig + Chash. INnverter | picks at random an integer j from

SupposeF makeshash oracle query M . Inverter | incremerts i and setsM;j = M. If i = | then it
setsy; = y and returns y;. Elseit picksr; at random in Z3, setsy; = f (r;), and returns vy;.

Alternativ ely, supposeF makessigning query M . By assumption, there was already a hash query
of M, soM = M, for somei. Let | return the corresponding r; asthe signature.

Eventually, F halts, outputting some(attempted forgery) (M ;x). Let inverting algorithm | output
X. Without lossof generality (seebelow) we may assumethat M = M; for somei. In that case,if
(M ; x) is avalid forgery, then, with probability at least1=g wehavei = j andx = i 1(y;) = fi 1(y)
was the correct inversefor f .

The running time of | is that of F plus the time to choosethe y;-values. The main thing hereis
one RSA computation for ead y;, which is cubic time (or better). This explains the formula for t.

It remains to justify the assumptions. Recall that | is running F. Soif the latter makesa sign
guery without having made the corresponding hash query, | at once goes ahead and makes the
hash query itself. Similarly for the output forgery. All this meansthat the e®ective number of hash
queriesis at most Ghash + Gsig + 1, which is the number we usedin the time bound above. |

Is there a di®eren proof which would achieve a translation in which t is like the above but 2 is
-( 29? We don't believe so. Instead we will modify the schemeto get the security we want. We do
this by making the hashing probabilistic.

4 The Probabilistic Signature Scheme { PSS

Here we proposea new schemel|a probabilistic generalization of FDH. It presenesthe exciency
and provable security of FDH but adchievesthe latter with a much better security bound.
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4.1 Description of the PSS

Signature scheme PS9Kg; k1] = (GenPSS SignPSS VerifyPSS) is parameterized by ko and ki,
which are numbers between1 and k satisfying ko + k1 -+ kj 1. To be concrete,the readermay like
to imagine k = 1024,k = k1 = 128.

The key generation algorithm GenPSSis identical to GenFDH: on input 1¥, run RSA(1X) to
obtain (N;e;d), and output (pk;sk), wherepk = (N;e) and sk = (N;d).

The signing and verifying algorithms make use of two hash functions. The rst, h, called
the compressor,maps as h: f0;1g° | 0;1gX and the second, g, called the generator, maps
asg: f0;1gt | f0;1g¢i Kii 1. (The analysis assumesthese to be ideal. In practice they can
be implemented in simple ways out of cryptographic hash functions like MD5, as discussedin
Appendix A.) Let g; be the function which on input w 2 f0; 1g returns the st kg bits of g(w),
and let g, be the function which on input w 2 f0;1g¥* returns the remaining ki koi kii 1 bits
of g(w). We now describe how to sign and verify. Referto Figure 1 for a picture.

SignPSS(M)
rR fo;1gk ; wA h(M kr) ; r®A g (w)Or
yA Okwkr®kg(w)
return y9 mod N

VerifyPSS (M ; x)
y A x®mod N
Break upy asbkwkr®k°. (That is, let bbethe rst bit ofy, w
the next k; bits, r® the next ko bits, and ° the remaining bits.)
r A reogy(w)
if (h(M kr)=wandg(w)="°andb= 0) then return 1
else return 0O

The stepr A f0;1g* indicates that the signer picks at random a seedr of ko bits. He then
concatenatesthis seedto the messageM , e®ectiely \randomizing" the messageand hashesthis
down, via the \compressing" function, to a k; bit string w. Then the generator g is applied to
w to yield a ko bit string r® = gi(w) and ak i koi kii 1 bit string g2(w). The rst is usedto
\mask" the ko-bit seedr, resulting in the masked seedr®. Now w k r” is pre-pendedwith a 0 bit
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and appendedwith gy(w) to create the image point y which is decrypted under the RSA function
to de ne the signature. (The O-bit is to guararntee that y is in Zy.)

Notice that a new seedis chosenfor ead message.In particular, a given messagehas many
possiblesignatures, depending on the value of r chosenby the signer.

Given (M;x), the veri er rst computesy = x® mod N and recoversr®;w;r. Theseare usedto
ched that y was correctly constructed, and the veri er only acceptsif all the cheds succeed.

Note the exciency of the schemeis as claimed. Signing takes one application of h, one appli-
cation of g, and one RSA decryption, while veri cation takesone application of h, one application
of g, and one RSA encryption.

4.2 Security of the PSS

The following theorem provesthe security of the PSSbasedon the security of RSA, but with a
relation betweenthe two securitiesthat is much tighter than the one we sav for the FDH scheme.
The key di®erenceis that 2(k) is within an additiv e, rather than multiplicativ e, factor of 24k), and
this additiv e factor decreasesexponertially with ko;ki. The relation betweent and t%is about the
sameasin Theorem 3.1

Theorem 4.1 Supposethat RSA is (t%29-secure. Then for any Gsig; Chash the signature scheme
PSYKo; k1] is (t; Gsig; Ohash; 2)-secure,where

t(k)
2(k)

tqK) i [Gsig(K) + Ghash(K) + 1] ¢ko ¢E(k3); and
29k) + [3(asig(K) + Ghash(K)) 2] ¢(2i ko + 2i K1y .

The rest of this sectionis devoted to a sketch of the proof of this theorem.

Pro of Sketch: Let F be a forger which (t; Osig; Ghash; 2)-breaks the PSS We presert an inverter |
which (t%29-breaks the trap door permutation family RSA.

The input to | is N;e and " where” was chosenat random from Zg, and N; e;d were chosen
by running the generator RSA(1¥). (But d is not provided to I!) Welet f: zy, ! Z3 be
f(x) = x*modN. | wants to compute fi1(") = “9mod N. It forms the public key N;e, and
starts running F on input this key. F will make oracle queries (signing queries, h-oracle queries,
and g-oracle queries), which | must answer itself. We assumeno hash query (h or g) is repeated

queriesthat F makes. (This is a sequenceof random variables.) This list includes all queries,and
we implicitly assumethat alongwith ead Q; is anindication of whether it is a signing oracle query,
an h-oracle query or a g-oracle query. In the processof answering these queries, | will \build" or
\de ne" the functions h; g.

| maintains a counter i, initially 0, which is incremerted for ead query. We now indicate how
the queriesare answered. It dependson the type of query.

Answ ering signing queries. First, supposeQ; = M is a signing query. Let us rst try to give
someintuition, and then the preciseinstructions for | to answer the query.

The problem is that | cannot answer a signing query as the signer would sinceit doesn't know
fil So,it st picks a point x 2 Z§, and then arrangesthat y = f (x) be the image point of a
signature of M. (It doesthis by viewingy asOkw kr® k °, and then de ning h(M kr) = w and
g(w) = r°@r k °, for somerandom r.) At this point, x can be returned as a legitimate signature
of M. Sometechnicalities include making sure there are no con’icts (re-de ning h or g on points
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where their valueswere already assigned)and making surey has rst bit 0. Theseare attended to

in the following full description of the instructions for | to answer signing query Qj:

(1) Incremert i and let M; = Q;.

(2) Pick r; A f0;1gk°. (Recall this notation meansr; is chosenat random from f 0; 1g*°.)

(3)If 9j :j <i:r;=r;thenabort.

(4) Repeatx; A Z5, ; yi A f(x;) until the Tst bit of y; is 0.

(5) Break up y; to write it asOkw; kr{ k °i. (That is, let w; be the ki bits following the O, let r{
be the next kg bits, and let °; bethe last kj koi kii 1 bits.)

(6) Seth(Mj kri) = w;.

(7)1f 9] 1 j <i:w =w then abort .

(8) Setgu(wi) = ri©r; ; Setgx(wi) = °i ; Setg(wi) = ga(wi) K ga(wi).

(9) Return x; to F asthe answer to signing query Q; = M;.

Answ ering h-oracle queries. Next, suppose Q; is an h-oracle query. We may assumeit has
length at least kg since otherwise it doesn't help the adversary to make this query. Again, before
the preciseinstructions, here is the intuition. The query looks like M k r. We want to arrange
that, if F later forgesa signature of M using seedr then® we invert f at ~. To arrange this, we
will assaiate to query M k r an image of the form " x?, where x; is random. (Thus if F later
comesup with fi1("x®) = x;" 9, then | can divide out x; and recover "9 = fi 1(").) This is done
by choosing a random x;, viewing “xf asOk w kr” k °, and, asbefore,de ning h(M kr) = w and

g(w) = r°©r k °. The detailed instructions for | to answer h-oracle query Q; (taking into accourt

technicalities similar to the above) are:

(1) Incremert i and break up Q; asM; kr;. (That is, let r; be the last kg bits of Q; and let M; be
the rest).

(2) Say Qjisold if 9j : j <i: Mj krj = Mj krj, and new otherwise. (Since h-queries are
not repeated, Q; is old i® M; was signing query M; and in the processof answering it above
we picked rj = r;.) Now if Q; is old then set (w;;r;°;) = (w; ;rj“; °j) and return w; (which is
h(M;j krj)); Else goon to next step.

(3) Repeatxj A z& ; z A f(x;) ; Vi A "z mod N until the Tst bit of y; is 0.

(4) Break up y; to write it asOkw; kr{ k °;.

(5) Seth(M; kri) = w;.

6)If9j 1 j <i:w = w then abort .

(7) Setgi(wi) = r{©r; ; Setga(wi) = °i ; Setg(wi) = gu(wi) K gz2(wi).

(8) Return w; to F asthe answer to h-oracle query Q; = M; kr;j.

Answ ering g-oracle queries. Last, supposeQ; is a g-oracle query. We may assumeit haslength

ki since otherwise it doesn't help the adversary to make this query. This time, there is not much

to do:

(1) Increment i and let w; = Q;.

(2)1f 9j : j <i: wj = w; then return g(w;). Else pick a string ® A f0;1gki ki 1) setg(w;) = ®,
and return ®.

Analysis. Let Distinct be the event that we never abort in Steps(3) or (7) in answering signing

gueriesor Step (6) in answering h-oraclequeries. The readercan verify that Pr[: Distinct] - p where
P = 2(Gsig + Ghash)? 621 0 + 2i k1), Sowith probability 2j p, Distinct holds and F halts and outputs

1 F might forge a signature of M with a seedr® such that h-query M k r° was never made. But the probabilit y
of this is very low.
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a valid forgery (M;x). Assumewe are in this situation, and let y = f (x) = x®* mod N. If the rst
bit of y is not 0 then the forgery is invalid, so assumethis bit is 0. Sowe can breaky up to view
it asOkwkr®k®. Letr = r’©g;(w). We now claim that with probability at least2j pj 2i ki,
thereis ani such that: (M;r;w;r® °) = (Mj;ri;w;;r{; °;); h-oracle query Q; = M; kr; was made;
and this query wasnew when it was made. Assumingthis claim we havey = y; = “z; mod N. Now
| outputs x=x; mod N . Note (x=x;)® = x®=x® = y=z = ~ sox=x; is indeedf i }(") asdesired.

Now let usjustify the claim. If M kr 6 M; kr; for all i then the probability that h(M kr) = w
is at most 2i k1. So now assumethere is such an i. Since(M;x) is a valid forgery we know that
M was never a signing query, soit must be that M k r was a h-oracle query. Furthermore, for the
samereason,it must have beennew.

Finally, note that the time for Step (4) in answering signing queriesand Step (3) in answering
h-oracle queriescan't be bounded. But the expected time is two executions of the loop. So we
just stop the loop after 1+ kg steps. This adds at most 2i ko to the error, completing our proof
sketch. 1

We stresshow this proof di®ersfrom that of Theorem 3.1. There, we had to \guess" the value

guessedright. Here we are successful(except with very small probability) no matter what is the
value of i for which the forgery occurs.

5 Signing with Message Recovery { PSS-R

Message reco very. In a standard signature scheme the signer transmits the messageM in
the clear, attaching to it the signature x. In a scheme which provides messagerecovery, only an
\enhanced signature” ¢, is transmitted. The goalis to save on the bandwidth for a signedmessage:
we want the length of this enhancedsignature to be smaller than jMj + jxj. (In particular, when
M is short, we would like the length of ¢ to be k, the signature length.) The veri er recovers the
messageM from the enhancedsignature and cheds authenticit y at the sametime.

We accomplishthis by \folding" part of the messagento the signature in such a way that it
is \recoverable" by the veri er. When the length n of M is small, we can in fact fold the ertire
messagento the signature, so that only a k bit quantity is transmitted. In the scheme below, if
the security parameter is k = 1024, we can fold up to 767 messagebits into the signature.

Definition. Formally, the key generation and signing algorithms are as before, but Verify is
replacedby Recover, which takespk and x and returns Recover (x) 2 f0;1g" [ fREJECT. The
distinguished point REJECT s usedto indicate that the recipient rejected the signature; a return
valueof M 2 f0; 1g” indicatesthat the veri er acceptsthe messageM asauthentic. The formulation
of security is the sameexceptfor what it meansfor the forgerto be suaessful: it should provide an
x sud that Recoverp(x) = M 2 f0;1g°%, where M was not a previous signing query. We demand
that if x is producedvia x A Signg,(M ) then Recovery(x) = M.

A simple variant of PSS adchieves messagerecovery. We now describe that scheme and its
security.

The scheme. The scheme PSS-Rkg; k1] = (GenPSSR SignPSSR RecPSSR) is parameterized by
ko and ki, as before. The key generation algorithm is GenPSS the same as before. As with
PSS the signing and verifying algorithms depend on hash functions h: f0;1g® ! f0;1g** and
g f0;1gt 1 f0;1g% ki 1 and we usethe sameg; and g, notation. For simplicity of explication,
we assumethat the messagedo be signedhave length n = ki koi kii 1. (Suggestedchoices
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Figure 2: PSS-R Componerts of imagey = Okw k r® k M * are darkened.

of parametersare k = 1024,ko = k; = 128 and n = 767.) In this case,we produce \enhanced
signatures"” of only k bits from which the veri er canrecover the n-bit messageand simultaneously
ched authenticity. Signature generation and veri cation proceedas follows. Refer to Figure 2 for
a picture.

SignPSSR(M)
rR fo;ag ; wA h(M kr) ; r® A gi(w)©r
M2 A go(w)OM
yA Okwkr®kM?®
return y9 mod N

RecPSSR(x)
y A x®mod N
Break upy asbkwkr®kM?®. (That is, let bbethe rst bit ofy, w
the next k; bits, r® the next kg bits, and M ° the remaining bits.)
r A r’©gy(w)
M A M ©g(w)
if (h(M kr)=wandb= 0) then return M else return REJECT

The di®erencein SignPSSRwith respectto SignPSSis that the last part of y is not g»(w). Instead,
g2(w) is usedto \mask" the messageand the masked messageM “ is the last part of the image
point y.

The above is easily adapted to handle messagef arbitrary length. A fully-speci ed scheme
would useabout minfk; n+ kg + ki + 16g bits.

Security.  The security of PSS-Ris the sameas for PSS

Theorem 5.1 Suppose that RSA is (t%29-secure. Then for any Osigs Chash the signing-with-
recovery scheme PSS-RKo; K1] is (t; Gsig; Chash; 2)-secure,where

t(k) t4K) i [osig(K) + Ghash(K) + 1] ¢ko ¢£(k®); and
2(k) 29K) + [3(Gbig(K) + Ghasn(K))?] ¢(21 ko + 2i k1) :

The proof of this theorem is very similar to that of Theorem 4.1 and henceis omitted.

14



6 Rabin signatures { PRaband PRab-R

The ideas of this paper extend to Rabin signatures [18, 19], yielding a signature scheme and a
signing with recovery schemewhosesecurity can be tightly related to the hardnessof factoring.

The scheme. ScemePRaljko; k1] = (GenPRab; SignPRab; VerifyPRab), the probabilistic Rabin
scheme, dependson parametersko; k1, wherekg + k1 - k. Algorithm GenPRab, on input 1k, picks
a pair of random distinct (k=2)-bit primes p;q and multiplies them to produce the k-bit modulus
N. It outputs (pk;sk), wherepk = N and sk = (N;p;Q).

The signing and verifying algorithms of PRab use hash functions h; g, where h: f0; 1g® !
f0;1g% and g: fO;1g*2 | f0;1g¢i k2. We let g; be the function which on input w 2 f0;1g«
returns the st ko bits of g(w), and let g, be the function which on input w 2 f0; 1g* returns the
remaining k j koi ki bits of g(w).

The signing procedure, SignPRab, is similar to the corresponding SignPSS but it returns a
random square root of the imagey, as opposedto y9 mod N. We stressthat a random root is
chosen; a xed one won't do. The veri cation procedure cheds if the square of the signature
has the correct image. Thus veri cation is particularly fast. Here, in full, are SignPRab and
VerifyPRab:

SignPRab(M)
rep eat
rR fo;1gk : wA h(M kr) ; r® A g (w)©r
yA wkr®kg(w)
until y is a quadratic residue modN .
Let fX1;X2; X3; X4g be the four distinct squareroots of y in Zy.
Let x R fx1;X2;X3;XaQ.
return x

VerifyPRab (M ; x)
y A x2mod N
Break upy asw kr®k°. (That is, let w be the rst k; bits of y,
r the next kg bits, and ° the remaining bits.)
r A r’©gy(w)
if (h(M kr)=w andgy(w)="°)then return 1else return 0O

Exact security of factoring. This schemeis basedon the hardnessof factoring, sowe need
an exact security formulation of the hardnessof factoring assumption.

A factoring algorithm takesa k-bit nhumber and tries to factor it. It is a t-factoring algorithm
if the size of its description plus its running time is at most t(k) for every k. We say that A
(t; 2)-factors if, given a number which is the product of two random distinct (k=2)-bit primes, A
producesthe correct factorization with probability at least?(k). We say that factoring is (t; 2)-hard
if there is no algorithm which (t; 2)-factors. A reasonableassumption would be that factoring is
(t; 2)-hard for any t; 2 satisfying t(k)=2(k) = k' *(0gk)**,

Security of the PRah The following theorem says that the security of PRabis similar to that
of PSS
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Theorem 6.1 Supposethat factoring is (t%29-hard. Then for any sig; Ghash the signature scheme
PRaljko; k1] is (t; Gsig; Ohash; 2)-Secure,where

t(k) = tYK)i [Geig(K) + Ghasn(K) + 1] ko ¢E( k?); and
2(k) = 22%K) + [6(awig(K) + Ghasn(K))?] 6(2' o + 21 k1) :

The proof of this theoremis analogousto that of Theorem 4.1. Givenaforger F who (t; Gsig; Ghash; 2)-
breaks PRab we construct an algorithm which (t29-factors. We begin by picking an elemert
®2 Z7, at random and setting = = ® mod N. Then we proceedas in the proof of Theorem 4.1,
with e set to 2 rather than to the RSA encryption exponert. We thereby recover a square root
of © with probability 2(k) i +(k) where (k) = [3(dsig(K) + Ghash(K))?] ¢(21 ko + 2i k1), But with
probability 2(k)=2; (k) this squareroot is di®erent from ® and hencewe factor N. Thus we have
a factor of two deterioration in the successrobability. On the other hand, there is an improvemert
in the time complexity, since our algorithm hasto raise numbersto the power two rather than to
an arbitrary RSA exponert e, thereby bringing the £( k3) time to £( k?). Also, it is a potentially
weaker assumptionto say that factoring is (t% €% hard.

Recovery. As with PSS we can add messagerecovery to the PRab scheme in the same way,
resulting in the PRab-Rsigning-with-recovery scheme. Its security is the sameasthat of PRah

Ac knowledgmen ts

Thanks to Tal Rabin for many helpful commerts and corrections.

References

[1] D. Balenson , \Priv acy Enhancemen for Internet Electronic Mail: Part 11I; Algorithms,
Modes, and Identi ers," IETF RFC 1423, February 1993.

[2] M. Bellare and S. Micali, \How to sign given any trapdoor permutation,” JACM Vol.
39, No. 1, 214-233,January 1992.

[3] M. Bellare and P. Rogaway, \Random oraclesare practical: a paradigm for designing
excient protocols," Proceedingsof the First Annual Conferenceon Computer and Communi-
cations Security, ACM, 1993.

[4] M. Bellare and P. Rogaway, \Optimal Asymmetric Encryption,” Advancesin Cryptology
{ Eurocrypt 94 Proceedings Lecture Notes in Computer ScienceVol. 950, A. De Sartis ed.,
Springer-Verlag, 1994.

[5] W. Diffie and M. E. Hellman, \New directions in cryptography,” IEEE Trans. Info.
Theory IT-22, 644-654,November 1976.

[6] C. Dwork and M. Naor. An ezxcient existertially unforgeable signature scheme and its
applications. Advancesin Cryptology { Crypto 94 Proceedings Lecture Notes in Computer
ScienceVol. 839, Y. Desmedted., Springer-Verlag, 1994.

[71 T. EI Gamal , \A public key cryptosystem and a signature scheme basedon discrete loga-
rithms,” IEEE Transactionson Information Theory, Vol. 31, No. 4, July 1985.

16



[8] A. Fiat and A. Shamir, \How to prove yourself: practical solutions to identi cation and
signature problems," Advancesin Cryptology { Crypto 86 Proceedings Lecture Notesin Com-
puter ScienceVol. 263, A. Odlyzko ed., Springer-Verlag, 1986.

[9] S. Gold wasser, S. Micali and R. Rivest, \A digital signature scheme secure against
adaptive chosen-messagattacks,” SIAM Journal of Computing, 17(2):281{308, April 1988.

[10] ISO/IEC 9796, \Information Tecdnology Security Techniques{ Digital Signature StchemeGiv-
ing MessageRecovery," International Organization for Standards, 1991.

[11] M. Naor and M. Yung, \Univ ersal one-way hash functions and their cryptographic appli-
cations," Proceedingsof the 21st Annual Symposium on Theory of Computing, ACM, 1989.

[12] A. Lenstra and H. Lenstra (eds.),\The dewelopmert of the number eld siew," Lecture
Notes in Mathematics, vol 1554, Springer-Verlag, 1993.

[13] D. Pointchev al and J. Stern , \Security proofs for signatures,” Advancesin Cryptology
{ Eurocrypt 96 Proceedings Lecture Notes in Computer ScienceVol. 1070, U. Maurer ed.,
Springer-Verlag, 1996.

[14] R. Rivest ,\The MD5 Message-DigestAlgorithm,” IETF RFC 1321, April 1992.

[15] R. Rivest, A. Shamir and L. Adleman, \A method for obtaining digital signaturesand
public key cryptosystems," CACM 21 (1978).

[16] RSA Data Security, Inc., \PK CS#1. RSA Encryption Standard (Version1.4)." June 1991.

[17] RSA Data Security, Inc., \PK CS#7: Cryptographic MessageSyntax Standard (version1.4)."
June 1991.

[18] M. Rabin , \Digital signatures,"in Foundations of securecomputation, R. A. Millo et. al. eds,
Academic Press,1978.

[19] M. Rabin. , \Digital signaturesand public key functions asintractable asfactorization," MIT
Laboratory for Computer ScienceReport TR-212, January 1979.

[20] J. Rompel , \One-Way Functions are Necessaryand Suzcient for SecureSignatures,” Pro-
ceedingsof the 22nd Annual Symposium on Theory of Computing, ACM, 1990.

[21] H. Williams , \A modi cation of the RSA public key encryption procedure," IEEE Transac-
tions on Information Theory, Vol. IT-26, No. 6, November 1980.

A How to implemen t the hash functions h;g

In the PSSwe needa concretehashfunction h with output length somegiven number k;. Typically
we will construct h from somecryptographic hash function H such asH = MD5 or H = SHA-1.
Ways to do this have beendiscussedbeforein [3, 4]. For completenesswve quickly summarize some
of these possibilities. The simplestis to de ne h(x) asthe appropriate-length pre x of

H (const :H0i:x) k H (const :hli:x) k H (const :H2i:x) k ¢¢¢ :
The constart const should be unique to h; to make another hash function, g, simply selecta
di®eren constart.
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