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Abstract

We prove the equivalenceof two de nitions of non-malleable encryption, one basedon the
simulation approad of Dolev, Dwork and Naor [6] and the other basedon the comparison ap-
proach of Bellare, Desai, Pointcheval and Rogaway [2]. Our de nitions are slightly strongerthan
the original ones. The equivalencerelies on a new characterization of non-malleable encryption
in terms of the standard notion of indistinguishabilit y of Goldwasserand Micali. We shaow that
non-malleability is equivalert to indistinguishabilit y under a\parallel chosenciphertext attack,"
this being a new kind of chosen ciphertext attack we introduce, in which the adversary's de-
cryption queriesare not allowed to depend on answersto previous queries, but must be made
all at once. This characterization simpli es both the notion of non-malleable encryption and
its usage,and enablesone to seemore easily how it compareswith other notions of encryp-
tion. The results here apply to non-malleable encryption under any form of attack, whether
chosen-plairtext, chosen-ciphertext, or adaptive chosen-ciphertext.
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1 Intro duction

Public-key encryption has seweral goalsin terms of protecting the data that is encrypted. The
most basic is privacy, where the goal is to ensure that an attacker does not learn any useful
information about the data from the ciphertext. Indistinguishabilit y and semartic security [9] are
formalizations of this goal. A secondgoal, introduced by Dolev, Dwork and Naor [6], is non-
malleability, which, roughly, requiresthat an attacker given a challenge ciphertext be unable to
modify it into another, di®erert ciphertext in suc a way that the plaintexts underlying the two
ciphertexts are \meaningfully related" to ead other. Both these goals can be consideredunder
attacks of increasingse\erity: chosen-plairtext attacks, and two kinds of chosenciphertext attacks
[15, 16].

Recen usesof public-key encryption have seena growing need for, and hence attention to,
stronger than basic forms of security, like non-malleability. This kind of security is important
when encryption is used as a primitiv e in the design of higher level protocols, for example for
key distribution (cf. [1]). The interest is withessedby attention to classi cation of the notions of
encryption [2, 6] and excient constructions of non-malleable schemes[3, 5].

1.1 Themes in foundations of encryption

Our con dence that we have the \right" formalizations of privacy is due in part to results which
show that seweral de nitions, basedon di®erern approacdesand intuition, are the equivalert in the
sensethat a shememeetsonede nition if and only if it meetsthe others. In particular, de nitions
basedon indistinguishabilit y, semartic security and computational ertropy have beenshown to be
equivalent [9, 17, 14]. These foundational results have since beenre ned and extended to other
settings [8]. Theseequivalencesare a cornerstoneof our understating of privacy.

Semaric security capturesin perhapsthe most direct way one'sintuition of a good notion of
privacy. (Roughly, it says that \whatev er can be exciently computed about a messagegiven the
ciphertext can be computed without the ciphertext”). But it is a relatively complex and subtle
notion to formalize, and hard to useto analyze applications of encryption. Indistinguishabilit y has
the opposite attributes. The formalization is simple, appealing and easyto use. (It sas that if
we take two equal-length messagesng; m;, an adversary given an encryption of a random one of
them cannot tell which it was with a probability signi cantly better than that of guessing). It is
by far the rst choicewhen analyzing the security of an encryption basedapplication. But it is less
clear (by just a direct examination of the de nition) that it really captures an intuitiv ely strong
notion of privacy. Howewer, we know it does, becauseit is in fact equivalent to semaric security.
Accordingly, we can view indistinguishabilit y asa \c haracterization" of semaric security, a simple,
easyto usenotion backed by the fact of being equivalent to the more naturally intuitiv e one.

Thus, beyond equivalencesbetween notions, one also seekscharacterizations that are simple
and easyto work with.

1.2 Questions for non-malleabilit vy

The foundations of non-malleable encryption are currently not aswell laid as those of privacy, for
seeral reasons.

First, there are in the literature two formalizations. The rst is the original one of Dolev,
Dwork and Naor [6], which we call simulation basednon-malleability (SNM). A secondapproad
wasintro ducedby Bellare, Desai, Pointcheval and Rogaway [2], and we call it comparisonbasednon-
malleability (CNM). A priori, at least, the two seemto have important di®erences.Second,there is



no simple and easy-to-usecharacterization of non-malleableencryption akin to indistinguishabilit y
for privacy. Rather, the current formalizations of non-malleability follow the de nitional paradigm
of semartic security and in particular both existing formulations are quite complex (even though
that of [2] is somewhatsimpler than that of [6]), and subtle at the level of details. A consequencés
that non-malleability can be hard to use. The applicability of non-malleability would be increased
by having somesimple characterization of the notion.

Although not required for the statemert of our results, it may be instructiv e to try to corvey
somerough idea of the existing de nitional approades. The de nitions involve consideringsome
relation R betweenplaintexts, having an adversary output a distribution on someset of messages,
and then setting up a challenge-respnsegame. The adversary is given asinput a ciphertext y of
a plaintext x drawn from the messagedistribution, and must produce a vector of ciphertexts y,
none of whosecomponerts is y. If x is the plaintext vector corresponding to y, security requires,
roughly, that the adversary's ability to make R(x; x) true in this gameis not much more than her
ability to make it true had she had to produce y without being giveny at all, namely given no
information about x other than its distribution. The two known de nitions di®erin how exactly
they measurethe successn the last part of the game. The simulation-based notion, asthe name
indicates, is basedon the simulation paradigm: a schemeis secureif for any adversary there exists
a simulator which does almost as well without any information about the challenge ciphertext
given to the adversary. In the comparison-basedformalization, there is no simulator. Instead, it
is required that the successprobability of the adversary under the \real" challengeand a \fak e"
challenge be about the same. Besidesthe fundamenal di®erenceof one being simulation based
and the other not, the rst notion does not allow the simulator accessto the decryption oracle
even when the adversary getsit |[meaning when chosen-ciphertextattacks are being considered|
while, in this case,the secondnotion allows the adversary the sameaccesdo the decryption oracle
in both games.

1.3 The equivalence

In this paper we formalize a de nition of simulation-based non-malleability and one of comparison-
based non-malleability and show that they are equivalent. The equivalence holds for the three
major classef attacks usually consideredin the literature, namely chosen-plainext (CPA), type-
1 chosenciphertext [2], also called lunch-time attack [15], and type-2 chosenciphertext [2], also
called adaptive chosen-ciphertextattack [16, 6]. That is, for ATK 2 f CPA; CCAL; CCA2g we have
notions SNM-ATK and CNM-ATK, and show they are equivalert. In other words, an encryption
scheme meetsthe SNM-ATK notion of security if and only if it meetsthe CNM-ATK notion of
security.

Our de nitions are slightly stronger than the original onesof [6, 2] in onerespect. Namely, [2]
declarean adversary unsuccessfuif its output y contains an invalid ciphertext. Dolev, Dwork and
Naor [6] expressa similar intent, although, asdiscussedn Section 6, there is someambiguity about
exactly how they intend this to be formalized. We, instead, leave it up to the relation to decide
whether the adversary wins or loseseven when ? 2 y, meaning the relation is de ned even on
vectors x corntaining ? . Lindell [13] points to an advantage of the stronger SNM-ATK ; CNM-ATK
notions we have intro duced, namely that they imply non-malleability of the encryption of multiple
ciphertexts. (Interestingly, the proof of this relieson the characterization we discussnext.) Another
advantage of our notions, of course,is the equivalenceitself. We note that alsoin (past) work on
privacy, it hasnot beenuncommonto slightly modify existing de nitions to establish equivalences,
sothat such endeaors and results also sene to re ne our de nitions.

Thus, we are saying that two formalizations of non-malleability that are underlain by some-



what di®erent intuitions are, in fact, capturing the sameunderlying notion. Like the equivalences
amongst notions of privacy, this result servesto strengthen our corviction that this single, uni ed
notion of non-malleability is in fact the appropriate one.

1.4 An indistinguishabilit y-based characterization

Perhaps even more interesting than the above-mertioned equivalenceis a result usedto prove it.
This is a new characterization of non-malleability that we feelsimpli es the notion, makesit easierto
usein applications, and increasesour understanding of it and its relation to the more classicnotions.
Roughly speaking, we show that non-malleability is actually just a form of indistinguishabilit y,
but under a certain special type of chosen-ciphertext attack that we introduce and call a parallel
chosen-ciphertextattack. Thus, what appearsto be a di®erert adversarial goal (hamely, the ability
to modify a ciphertext in such a way as to create relations between the underlying plaintexts)
corresponds actually to the standard goal of privacy, aslong aswe add power to the attack model.

Our characterization dispenseswith the relation R and the messagespace: it is just about
a game involving two messages. To illustrate, consider non-malleability under chosen-plairtext
attack. Our characterization says this is equivalent to indistinguishabilit y under a parallel chosen
ciphertext attack. In this attack, the adversary getsto ask a single vector query of the decryption

answer to c[1], and soon. (So we can think of all the queriesas made in parallel, hencethe name.
Perhapsa better namewould have beennon-adaptive queries,but the term non-adaptive is already
in usein another way in this area and was best avoided.) This query is allowed to be a function
of the challenge ciphertext. In more detail the gameis that we take two equal-length messages
Mo; M1, give the adversary a ciphertext y of a random one of them, and now allow it a single
parallel vector decryption oracle query, the only constraint on which is that the query not contain
y in any componert. The adversary wins if it can then say which of the two messageang; m;
had beenencrypted to produce the challengey, with a probability signi cantly better than that of
guessing.

Thus, as mertioned above, our notion makesno mertion of a relation R or a probability space
on messageslet alone of a simulator. Instead, it follows an entirely standard paradigm, the only
twist being the nature of the attack model, or alternativ ely, what is given to the distinguisher. We
defer giving more intuition about our indistinguishabilit y-basednotion until after we give a formal
de nition (seethe end of Section 4).

A special casethat might be worth noting is that when the relation R is binary, the parallel
attack needcontain just one ciphertext. In general,the number of parallel queries neededis one
lessthan the arity of R.

The characterization holds for all three forms of attack ATK 2 fCPA;CCAl; CCA2g. We
intro duce parallel chosen-ciphertextattacks PCAX 2 fPCAQ; PCA1; PCA2g corresponding to ead
of these,and show that CNM-ATK and SNM-ATK are equivalert to IND-PCAX.

1.5 Discussion, extensions and other relations

Six notions of encryption, namely non-malleability and indistinguishability, eadr under the three
forms of attack, are related in [2, 6] by showing either an implication or a separation between
eat pair of notions. The same picture emergeseven though the two works use di®erern for-
malizations of non-malleability. Given that our notions of non-malleability are slightly di®eren
from the onesusedin either of these papers, we revisit this question. Howewer, as indicated in



Figure 1, we again show that the same relations cortinue to hold, meaning the picture is the
same as before modulo the substitution of the new notions of non-malleability. In particular,
CNM-CCA2; SNM-CCA2 and IND-PCA2 are all equivalent to the standard IND-CCA2. We note
that our characterization in terms of indistinguishability under parallel attack helps to provide
simpler proofs of these implications and separationsthan given in [2, 6] becauseit reducesus to
consideringrelations between v e notions of indistinguishabilit y, namely indistinguishabilit y under
the attacks CPA; PCAO; CCA1l; PCAl and CCA2 = PCA2. SeeSection 6 for more details.

The proceedingsversion of our paper [4] had claimed that our results held for the original def-
initions of non-malleability of [6, 2]. (Actually, the formal de nitions in [4] had beenof the same
stronger SNM-ATK and CNM-ATK notions de ned here, and the theorems and proofs correctly
establishedthe samerelations as here, but the Intro duction, and discussionsurrounding the de ni-
tions, had given the impressionthat we were talking about the original notions.) This discrepancy
was pointed out to us by Lindell [13] and is recti ed in the current version. Section 6 discussesn
more detail the relations betweenthe old and new notions.

1.6 Related work

Halevi and Krawczyk intro duce a weak version of chosen-ciphertext attack which they call a one-
ciphertext veri cation attack [10]. This is not the sameas a parallel attack. In their attack, the
adversary generatesa single plaintext along with a candidate ciphertext, and is allowed to ask a
veri cation query, namely whether or not the pair is valid. In our notion, the adversary has more
power: it can accesshe decryption oracle.

Katz and Yung [12] provide relations among notions of security for symmetric (i.e. shared
key) encryption schemes. In this context they mention that the stronger form of non-malleability
(considered here) in which we do not impose an automatic fail on the adversary depending on
whether the ciphertext vector cortains an invalid ciphertext, may be more appropriate for some
applications, and its usewould simplify their proofs.

2 Preliminaries

Not ation. Let N = f1;2;3;:::9 denote the set of positive integers. Unless otherwise indicated,

output x. An experiment is an algorithm. When say that a tuple A = (A1;A»;:::) of algorithms
is polynomial time we meanthat ead componert algorithm is polynomial time. If S is a nite set

then x & S is the operation of picking an elemern uniformly at random from S.

Encr yption schemes. An asymmetric encryption scheme is given by a triple of algorithms,

I = (K;E;D), where

2 K, the key genertion algorithm takes a security parameter k 2 N (provided in unary) and
returns a pair (pk; sk) of matching public and secretkeys.

2 E, the encryption algorithm, takes a public key pk and a messagex 2 f0;1g” to produce a
ciphertext y.

2 D, the decryption algorithm, is a deterministic algorithm which takes a secret key sk and
ciphertext y to produce either a messagex 2 f 0; 1g” or a special symbol ? to indicate that the



ciphertext was invalid.

We require that for all positive integersk, all (pk; sk) which can be output by K (1¥), all x 2 0; 1g°,
and all y that can be output by Ep (x), we have that D¢ (y) = X. We alsorequire that K, E and D
canbe computedin polynomial time. As the notation indicates, the keysare indicated assubscripts
to the algorithms.

Fur ther not ation and terminology. We will needto discussvectors of plaintexts or cipher-
texts. A vector is denoted in boldface, asin x. We denote by jxj the number of componerts in

notation to vectors, writing x 2 X or X 62x to mean, respectively, that x is in or is not in the set
fx[il]:1-1- jxjg. It will be corvenient to extend the decryption notation to vectors with the
understanding that operations are performed componert-wise. Thus x A Dg(y) is shorthand for
the following:

Recall that a function 2: N! R is negligible if for every constart c, O there exists an integer k.
suc that 2(k) - ki ¢ forall k , ke.

3 Two de nitions of non-malleable encryption

In the setting of non-malleableencryption, the goal of an adversary, given a ciphertext y, is not (as
with indistinguishabilit y) to learn something about its plaintext x, but rather to output a vectory
of ciphertexts whosedecryption x is \meaningfully related" to x, meaning that R(x; x) holds for
somerelation R. There are seweral approacesto formalizing security. One approad is that of [6],
which asksthat for every adversary there exists an appropriate \sim ulator" that doesjust aswell as
the adversary but without being giveny. Another, somewhatsimpler approad is that of [2], where
there is no simulator: security is de ned by comparing the successprobability of the adversary
giveny to the successf the sameadversary given the encryption of a messageaunrelated to x. We
begin by preseriing belowv a formal de nition corresponding to ead of thesetwo approades.

3.1 De nition of SNM

In this subsectionwe describe a de nition of non-malleableencryption basedon the approac of [6].
We call it SNM for \simulation basednon-malleability."

Our SNM formulation “xes a polynomial time computable relation R, which is viewed astaking
four argumens, x; x; M ;s1, with x being a vector with an arbitrary number of componerts, eadh
componert drawn from f0; 1g° [ f?g . The relation returns true or false . Given any sud input,
the relation returns either true or false.

The adversary A = (A1;A>2) runs in two stages. The rst stage of the adversary, namely A1,
is given the public key pk and computes (the encading of) a distribution M on messagegstrings)
and also somestate information: a string s; to passto the relation R, and a string s, to passon
to A,. (At A1's discretion, either of thesemight include M and pk.) We call M the messagespace.
It must be valid, which meansthat all strings having non-zeroprobability under M are of the same
length.

The secondstage of the adversary, namely A,, receives s, and the encryption y of a random
messagex drawn from M. Algorithm A» then outputs a vector of ciphertexts y. We say that A is
successfuif R(x; x; M ;s;) holds, and require that y 62y.



The requiremert for security is that for any polynomial time adversary A and any polynomial
time relation R there exists a polynomial time S = (S;;S,), the simulator, that, without being
giveny, has about the samesuccesgprobability as A. The experiment hereis that S; is rst run
on pk to produce M s1; Sy, then x is selectedfrom M, then Sy is run on s, (but no encryption of
X) to producey. Successmeansx = Dg(y) satis es R(x; x;M;s31). Again, M is required to be
valid.

For CCA2 both A; and A, get the decryption oracle, but A, is not allowed to call it on the
challenge ciphertext y; for CCA1 just A; getsthe decryption oracle; and for CPA neither A1 nor
A, getit. Howewer, a key feature of the SNM de nition is that no matter what the attack, the
simulator does not get a decryption oracle, eventhoughthe adversary may get one.

We now provide a formal de nition for simulation-based non-malleability. When we say O; = ",
wherei 2 f1;2g, we mean Q;j is the function which, on any input, returns the empty string, ". We
let the string atk be instantiated by any of the formal symbols cpa; ccal cca2, while ATK is then
the corresponding formal symbol from CPA; CCA1; CCA2.

De nition 3.1 [SNM-CPA, SNM-CCA1, SNM-CCA2] Let| = (K;E;D) beanencryption scheme,
let R be a relation, let A = (A1;A») be an adversary consisting of a pair of algorithms, and let
S = (S1;S2) be a pair of algorithms that we call the simulator. For atk 2 fcpa; ccal, ccay and
k 2 N de ne

AdVRIZK (k) € PIEXPRITE%(K)) 110 PrLEXpEME™ (k) 11

where
ExpRI"3% (K) Exp"E™ (k)
(pk;sk) B K(1¥) (pk;sk) B K(1¥)
(M:s:sp) A A (pk) (M;s1;s2) R Sy(pk)
x,&M;yR Eok (X) x B M
y fi AZ?(s23Y) yff Sa(s2)
x A Dg(y) x A Dgk(y)
If R(x;Xx;M;s;p) then return 1 If R(x;Xx;M;s;p) then return 1
Elsereturn O Elsereturn O
and
If atk = cpa then O(§ =" and Oy(9 ="
If atk = ccal then O1(§ = Dgy(® and Oy(h ="
If atk = cca2 then O1(§ = Dy(® and O2(9 = Dg(9

We only consider adversaries A that are legitimate in the sensethat with probability one the
following are true in the rst experiment: messagespaceM is valid, y 62y, and, in the caseof
CCA2, adversary A, doesnot query its decryption oracle with the challengeciphertext y. We only
considersimulators that are legitimate in the sensethat messagespaceM in the secondexperiment
is valid. We say that | is securein the senseof SNM-ATK if for every polynomial p(k), every R
computable in time p(k), every (legitimate) A that runs in time p(k) and outputs a messagespace
M sampleablein time p(k), there exists a (legitimate) polynomial-time simulator S = (S1; Sy) suc
that Adva'22% (9 is negligible. |

The condition that y 62y is made in order to not give the adversary credit for the trivial and
unavoidable action of copying the challenge ciphertext. The requiremert that M is valid stems
from the fact that encryption is not intended to concealthe length of the plaintext.



3.2 De nition of CNM

In this subsectionwe describe a de nition of non-malleable encryption basedon the approac of
[2]. We call it CNM for \comparison basednon-malleability."

The adversary C = (Cy; Cy) runs in two stages. The rst stageof the adversary, namely C,, is
giventhe public key pk, and outputs a description of a valid messagespace,described by a sampling
algorithm M, aswell as state information s to passonto C,. The secondstage of the adversary,
namely C,, receivess and an encryption y of a random messagex drawn from M . It then outputs a
(description of a) relation R together with a vector y, whereR is viewed astaking two argumerts,
X; X, with x being a vector with an arbitrary number of componerts, eady componert drawn from
f0;1g"[ f?g . The relation returns true or false . We considerthe probability that R(x; x) holds,
wherex = Dg(y) andit isrequired that y 62. Alongside, we considerthe probability that R(x; x)
holds, again requiring y 62y, if C, had beengiven as input not an encryption of x but rather an
encryption of somex also chosenuniformly from M, independerily of x. The advantage of the
adversary is the di®erencebetweenthesetwo probabilities.

We now provide the formal de nition. Below we let the string atk be instantiated by any
of the formal symbols cpa; ccal, cca2 while ATK is then the corresponding formal symbol from
CPA; CCA1;CCA2.

De nition 3.2 [CNM-CPA, CNM-CCA1, CNM-CCAZ?] Let| = (K;E;D) beanencryption scheme
and let C = (Cq; C,) be an adversary consisting of a pair of algorithms. For atk 2 f cpa; ccal; ccady
and k 2 N de ne

AdVEMak (k) €' priExp@Ma%l(k)) 1]i Pr[Exp@ % 0k)) 1];

where
ExpIIT %71 () EXpE] (k)

(pk:sk) B K(1¥) (pk:sk) B K(1¥)
(M;s) & CP*(pk) (M;s) R CP*(pk)
x,& M X/&B M ;)(-ACB M
y R Ex(x) =
(Ryy) R c*(siy) (R;y) & c*(siy)
X A Dg(y) x A Dsk(y)
If R(x;x) then return 1 elsereturn O If R(x; %) then return 1 elsereturn O

and

If atk = cpa then O(@=" and Oy(9 ="

If atk = ccal then O3(® = Dx(® and Oz(@ ="
If atk = cca2 then O1(§ = Dgy(® and O2(9 = Dg(9

We only consider adversariesC that are legitimate in the sensethat with probability one the
following are true in both experiments: messagespaceM is valid, y 62y, and, in the caseof CCA2,
adversary C, doesnot query its decryption oraclewith the challengeciphertext y. We say that | is
securein the senseof CNM-ATK if for every polynomial p(k), every (legitimate) C that runsin time
p(k), outputs a messagespaceM sampleablein time p(k), and outputs a relation R computable in
time p(k), it is the casethat Advccr}:m'atk(d) is negligible. 1

The major di®erencebetweenSNM and CNM is that the former asksfor a simulator and the latter
doesnot, but somemore minor di®erencesexist too. For examplein SNM the relation R is xed
beforehand,while in CNM it is generateddynamically by the adversary in its secondstage.



4 Indistinguishabilit y under parallel chosen-ciphertext attac k

We presert a new notion of security for a public key encryption scheme that we call indistin-
guishability under a parallel chosen-ciphertext attack. It is in the style of the classicalde nition
of indistinguishabilit y of encryptions from [9, 14]. Here, malleability is not evidert in any explicit
way; there is no relation R, and the adversary does not output ciphertexts, but rather tries to
predict information about the plaintext. Nonethelesswe will show that this notion is equivalent to
both forms of non-malleability given above.

In the attack, the adversary is allowed to query the decryption oracle a polynomial number
of times, but the di®erert queriesmade are not allowed to depend on ead other. A simple way
to visualize this is to imagine the adversary making the queries\in parallel," as a vector ¢ where

the vector of the corresponding plaintexts. Only one of these parallel queriesis allowed, and it is
always in the secondstage, meaning can be a function of the challenge ciphertext.

It is conveniert to make the parallel query quite explicit in the formalization. The adversary
I = (I1;12;13) runsin three stages.The rst stageof the adversary, namely | 1, is given the public
key pk and computesa pair Xg; X1 of messagegstrings), required to be of the samelength, and
also somestate information s; to passon to the secondstage. A random one of Xg and x; is now
selected,say xp. A \challenge"y is determined by encrypting x;, under pk. The secondstage of the
adversary, namely | ,, receivess; and y, and outputs a parallel query ¢ and state information s.
We require that y 62c. The reply p = Dsk(c) to this query, a vector with ertries in f0; 1g°[ f?g , is
now computed. The third stageof the adversary, namely | 3, receivesp and s,, and outputs a bit g
that is its \guess" asto the value of the challengebit b. The adversarywins if g = b. Its advantage
is the excessover one-half of the probability that it wins, scaledup to be a number between zero
and one.

We can add this parallel attack to any of the previous attacks CPA; CCAL; CCA2, yielding
respectively the attacks PCAQ; PCAL; PCA2. Note that sincein CCA2, the secondstage of the
adversary can already do adaptive chosen ciphertext attacks, giving it the ability to perform a
parallel attack yields no additional power, soin fact CCA2 = PCA2. For concision and clarity
we simultaneously de ne indistinguishability with respect to PCAO; PCAL; and PCA2. The only
di®erencelies in whether or not 11 and |, are given decryption oracles. We let the string atk be
instantiated by any of the formal symbols pcag, pcal; pca2, while ATK is then the corresponding
formal symbol from PCAQ; PCAL; PCA2.

De nition 4.1 [IND-PAO, IND-PA1, IND-PA2] Let | = (K;E;D) be an encryption scheme and
let I = (I1;12;13) be an adversary consisting of a triple of algorithms. For atk 2 f pcaQ pcal; pcay
and k 2 N, let
AdvK (k) € 2 ¢Pr[Expti % (k) ) b 1
where the probability is over a random choice of b from f 0; 1g and over the coins of the following
experiment de ned for eah b2 f0; 1g:
Expt P (k)

(pk;sk) B K(1¥)

(xo;x1;51) R 191(pk) ; y B By (Xp)

(c;s2) R 192(x;x1i81y) ; p A Dsk(c)

g R 192(p; )
Return g

10



and

If atk = pca0 then O(§=" and Oy(¢§="
If atk = pcal then O3(@ = Dg(® and Oy(§ ="
If atk = pca2 then O1(® = Dg(® and Oz() = Dsk(9

We only consider adversaries| that are legitimate in the sensethat for ead b 2 f0;1g, with

probability one the following is true in the above experiment: jXoj = jx1j, ¥ 62c and, in the case
of CCA2, adversary |, doesnot query its decryption oracle with the challenge ciphertext y. We
say that | is securein the senseof IND-ATK if Adv’{ "% (¢ is negligible for every (legitimate)

polynomial-time adversary|. 1

Note that IND-PCA2 is equivalert to IND-CCA2. Indeed, in the CCA2 case,the parallel query is
redundart sincethe adversary already has a decryption oracle in the secondstage.

It is convenient for some of our proofs to exploit the following alternativ e formulation of the
advantage:

Lemma 4.2 Let | be an encryption schemeand let | = (I1;12;13) be an adversary. Then for
atk 2 fpcaQ pcal; pcazg and all k 2 N we have:

Ad 2% (k) = PrlExptgd @ (k) ) 1]i Pr{Exptd*Ok)) 1]: 1

The proof is a standard conditioning argumert, but we would like to give the details for complete-
ness.

Pro of of Lemma 4.2: Taking the probability over a random choice of b 2 f0; 1g and the coins
of the experiments involved, we have

} } ind -atk
5+ 5 CAA (k)

= PrIEXp ™0 (k)) bl A _
, I _ I
Pr Expf®®(k)) bj b=1 ¢Pr[b= 1]+ Pr Expt{®*®(k)) bj b= 0 ¢Pr[b= 0]

PHEXPY 1K) 1] 65+ PrLEXpY (k) 0]¢

. .
Pr{Expt (k) ) 1]¢%+ 1i Pr{Expt"2%0k)) 1] ¢%
Pr[Expt"!"a%1(k) ) 1]¢%; Pr] Expt!"a%0(k) ) 1]¢%+%:

Rearranging terms completesthe proof of the lemma. 1

Some Intuition.  One reasonthe indistinguishabilit y-basedformulation of privacy is so-namedis
that it is equivalent to saying that the output of an adversary when given an encryption of mg is
computationally indistinguishable from the output of the adversary when given an encryption of
mj, wheremg; m; are messages itself previously produced. Our new notion of indistinguishabilit y
under parallel chosen-ciphertextattack extendsthis in the following way. After an adversarychooses
mo; M1, allow it to output two things, namely an arbitrary string, and a set of ciphertexts that we
shall call the adversarial ciphertexts Our de nition requiresthat the adversary's output, together
with the decryptions of the adversarial ciphertexts be computationally indistinguishable in the two
cases. (Namely, when it got an encryption of mg as input and when it got an encryption of m;
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asinput.) In other words, when an encryption of mg given to the adversary is replacedwith an
encryption of mq, even the contents of encrypted messagedhat the adversary sendscan't change
in any computationally noticeable way. This might make the relation to non-malleability that we
establish more intuitiv e.

5 Results

We show that the three notions de ned above are equivalert.

5.1 Result statemen ts

The following sequenceof theoremsestablishesthe equivalenceof all three notions discussedabove.

Theorem 5.1 [CNM-ATK ! SNM-ATK] For any ATK 2 fCPA;CCAL; CCAZ2g, if encryption
scheme; is securein the senseof CNM-ATK then | is securein the senseof SNM-ATK. |

The proof of the above is in Section5.2.

Theorem 5.2 [SNM-ATK ! IND-PCAX] For any ATK 2 fCPA;CCA1;CCA2g, if encryption
scheme| is securein the senseof SNM-ATK then | is securein the senseof IND-PCAX, where
If ATK = CPA  then PCAX = PCAO
If ATK = CCA1 then PCAX = PCAl
If ATK = CCA2 then PCAX = PCA2 |

The proof of the above is in Section5.3.

Theorem 5.3 [IND-PCAX | CNM-ATK] For any PCAX 2 fPCAO; PCA1; PCA2g, if encryption
scheme| is securein the senseof IND-PCAX then | is securein the senseof CNM-ATK , where
If PCAX = PCAO then ATK = CPA
If PCAX = PCA1 then ATK = CCAl
If PCAX = PCA2 then ATK = CCA2 1

The proof of the above is in Section 5.4.

5.2 Proof of Theorem 5.1: CNM ! SNM

Let us rst consider the casethat ATK = CPA. Namely we claim that CNM-CPA implies
SNM-CPA. Intuitiv ely, the CNM-CPA de nition can be viewed as requiring that for every ad-
versary A there exist a speci ¢ type of simulator, which we can call a \canonical simulator,"
A% = (A1;A9). The Trst stage, as the notation indicates, is identical to that of A. The second
simulator stage A9 simply choosesa random messagefrom the messagespaceM that was output
by A1, and runs the adversary's secondstage A, on the encryption of that message.Since A does
not have a decryption oracle, A® can indeed do this. With someadditional appropriate tailoring
we can construct a simulator that meetsthe conditions of the de nition of SNM-CPA.

Let ustry to extend this line of thought to CCA1 and CCA2. If we wish to continue to think
in terms of the canonical simulator, the ditcult y is that this \simulator" would, in running A, now
needaccessto a decryption oracle, which is not allowed under SNM. Thus, it might appear that
CNM-ATK is actually weaker than SNM-ATK for ATK 6 CPA, corresponding to the ability to
simulate by simulators which are also given the decryption oracle.

12



Howewer, this appearanceis false. In fact, CNM-ATK is not wealker; rather, CNM-ATK implies
SNM-ATK for all three types of attacks ATK, including CCAl1 and CCA2. (In other words, if
a scheme meets the CNM-ATK de nition, it is possibleto designa simulator according to the
SNM-ATK de nition.)

Pro of of Theorem 5.1: Let| = (K;E;D) be the given encryption scheme. Let relation R and
adversary A = (A1;A) begiven. To shov the schemeis securein the senseof SNM-ATK we need
to construct a simulator S = (S;1;S). The ideais that S will run A on a newly chosenpublic key
whosecorrespnding decryption key it knows:

Algorithm  S;(pk) Algorithm  Sy(sy) wheres, = (M ; sy; pk; pk® sk9
(pk® sk9 & K (1¥) xR M ; yR Eyo(x)
(M;s1:52) B AL (k9 y R AT (s2:9): x A Dgoly) ¥ R B ()
s; A (M sy; pk: pk® sk9 Return y
Return (M ;s;1;sp)

where

If atk = cpa then O (¢ =" and Oz(9 ="
If atk = ccal then O1(9 = Dgo(® and Ox(§ ="
If atk = cca2 then O1(9 = Dgo(® and Oz() = Do(9

A key point is that the simulator, being in possessiorof sk’ can indeed run A with the stated
oracles. (That's how it avoids needingaccessto the \real” oraclesO1; O, that are provided to A
and might depend on sk.) Now we want to show that Adv,i?g“;]a},'g(cg is negligible. We will do this
using the assumption that | is securein the senseof CNM-ATK. To that end, we considerthe
following adversary C = (Cq; Cy) attacking | in the senseof CNM-ATK:

Algorithm  C91(pk) Algorithm  C22((M; s1;52);y)
(M;si;s2) & A% (pk) Dene R°by RYa;b) = 1i®R(a;b;M;s;) = 1
Return (M; (M s1;sp)) y B A9 (syy)
Return (R%y)

It is clear from the de nition of C that
PrIExp@"% (k) ) 1] = PrIExpf3*(k)) 1]

for all k 2 N. Now, let us expand the de nition of Expt%r;‘:m;}?‘k(k), substituting in the de nition of
S given above. We get the code on the left below:
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o1. (pk:sk) & K(1¥)

02. (pk®sk) B K (1K) (pk®sk9 & K (1¥)

03. (M;s;s2) & A% (pk9 (M;sy;s2) & AQ1(pk9
04. s3A (M;sy; pk;pk®skd

05. XABM;X'ABM X;&M;X—EM

06. ¥R Eyo(x) ¥R Eyeo(®)

o7. ¥R A (s2:¥) y R AZ%(s21)

08. x A Dgc(y) x A Dgyo(y)

0. y R Ex(x)

10. X A Ds(y)

11, If R(x;x;M:sq) then return 1 | If R(X;x;M;s;) then return 1
12. Elsereturn 0 Elsereturn 0

Examining the code on the left we notice that x = x. This meansthat we can substitute x for x
in line 11. This meansx;y are not usedin determining what the code returns, and thus lines 09,
10 can be dropped. Line 04 can also be dropped, becauses$ is never referred to. Sincethis means
that pk;sk are no longer referred to, line 01 can be dropped as well. The resulting code is on the
right above. We seethat this code is equivalert to that of Expt‘c";[“'atk'o(k), sothat

PrIExp@"%(k)) 1] = PrIExp"g*(k)) 1]
for all k 2 N. Thus for all k 2 N we have
ADREIR(K) = AdVET (k) :
But | is assumedsecurein the senseof CNM-ATK , soAdv?;”;?"atk(d) is negligible. The above implies
that Ade?g";ga}g 9 is negligible too. So! is securein the senseof SNM-ATK. |

5.3 Proof of Theorem 5.2: SNM-ATK ! IND-PCAX

The casethat ATK = CCAZ2 is easysince, as we have already noted, IND-PCA2 = IND-CCA2,
and thus our claim is simply that SNM-CCA2 ! IND-CCA2, which can be shown just asin [6].
Let us discussthe interesting case,namely when ATK 2 f CPA; CCAlg.

We are assumingthat encryption scheme| is securein the SNM-ATK sense.We will show it
is also securein the IND-PCAX sense.Let | = (I1;12;13) be an IND-PCAX adversary attacking
. Wewant to show that Adv{’{ (¢ is negligible. To this end, we describe a relation R and an
SNM-ATK adversary A = (A1;Az) attacking | using R. We wish to show that A will have the
sameadvantage attacking | using R as| hasasan IND-PCAX adversary using a parallel attack.
What allows us to do this is to pick the relation R to capture the successcondition of | 's parallel
attack.

To get someintuition it is best to think of ATK = CPA, meaning A is allowed only a chosen-
plaintext attack. However, | has (limited) accessto a decryption oracle; it is allowed the parallel
qguery. How then can A \simulate" |1 ? The key obsenation is that the non-malleability goalinvolves
an \implicit" ciphertext attack on the part of the adversary, even under CPA. This arisesfrom the
ciphertext vector y that such an adversary outputs. It gets decrypted, and the results are fed into
the relation R. Thus, the idea of our proof is to make A output, asits nal response,the parallel
query that | will make. Now, | would expect to get badk the responseand compute with it, which
A can't do; onceit has output its nal ciphertext, it stops, and the relation R gets evaluated on
the corresponding plaintext. So we de ne R in such a way that it \completes" |'s computation.
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A useful way to think about this is asif A were trying to \communicate" with R, passingit the
information that R needsto executel .

Notice that for this to work it is crucial that |'s query is a parallel one. If | were making the
usual adaptive queries, A could not output a single ciphertext vector, becauseit would have to
know the decryption of the rst ciphertext query beforeit would even know the ciphertext which
is the secondquery. Yet, for the non-malleability game, A must output a single vector.

This is the rough idea. There are a couple of subtleties. R needsto know seweral piecesof
information that depend on the computation of some stagesof |, sudh as coin tosses. A must
communicate them to R. The only medanism that A has to communicate with R is via the
ciphertext vector y that A outputs, whosedecryption is fedto R. Soany information that A wants
to passalong, it encrypts and puts in this vector.

Now let us provide a more complete description.

Pro of of Theorem 5.2: Supposewe are given IND-PCAX adversary!l = (I1;12;13). We assume
that the two messagesng; m; output by |1 are always distinct. This is wlog becausewe can always
modify | to make this true without decreasingits advantage, as follows: any time | ; outputs equal
messageswe have it instead output someunequal ones,say 0 and 1, and have | 3 return a random
bit asits guess.

The rst casein the proof is that ATK 2 fCPA;CCAlg. We de ne SNM-ATK adversary A =
(A1; A) asfollows:

Algorithm  A9*(pk) Algorithm = Ax(sz;y) wheres; = (mo; my;ta; pk)
(mo;mast) B 190pk) | (6it2) R Ta(moimaitaiy)
M A fmg;mig Chooserandom coins ¥for |3
Slé (Mo; M1) el;‘\B Eok (t2) ; € R Eox (%)
S2 A (mo; my;ty; pk) y A (er;exc[l] i clici])
Return (M;s1;s)) Return y

Above, by M A fmg; mig we meanthat M is (a canonical encading of) the messagespacethat
puts a uniform distribution on the set f mg; m1g. Notice above that A, picks coins ¥ for 13. We
can think of ead stageof | as picking its own coins afresh, since any information needingto be
communicated from stageto stageis passedalong in the state information.

Before making any claims about security, we needto addressa technical point. We need A to
be legitimate, which means we require that y 62fe;;e;g. To ensure this, we can modify | if
necessaryto ensurethat t, 62 mg; m;g and %624 mp; m1g |and hencethat y 6X e;;exg| without
a®ectingits advantage. We could do this, for example, by ensuringthat jtoj > | and j% > | where
| = jmgj = jm4j. In the rst case,just append someextra bits to t, and ask the algorithm 13 that
usest; to ignore thesebits. In the secondcase,increasethe length of the random tape of I 3. (The
algorithm can usethe appropriate pre x.)

Now, let us specify the relation R:

Relation R(x;x;M;s;1)
If s1 is not a pair of distinct strings then return false
Let mg; m1 be such that s; = (mg; m1)
If jxj < 2 then return false
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If M 6 fmg; myig then return false

If x = mgthen bA OelsebA 1

gA ls(p;t2; %)

If g= bthen return true elsereturn false

The 5th line above tests that M is a canonical encading of the messagespacethat puts a uniform
distribution on f mg; m1g, where mg; m; are the distinct messagespeci ed by s;. Notice that R is
polynomial time computable. Also notice we usethe assumptionthat ATK 6 CCA2, for otherwise
I 3 needsa decryption oracle and R could not executeit.

We claim that
PILExpt ™% P(k)) b] = PrIExpRIE%(K)) 1] (1)

for all k 2 N, where the probability is over a random choice of b from f0; 1g and the coins of the
experiments. This can be seenby examining the experimernts in question and using the de nitions
of R and A above. Notice that we use here the fact that the messagesng; m; are always distinct,
which tells us that the bit b computed by the relation identi es the challenge message.

The assumptionthat | is securein the senseof SNM-ATK tell usthat there is a polynomial-time
simulator S = (Sy;'S;) sudh that Adv,i’;‘g“;':"";t,'_fe ¢ is negligible. We claim that

PHEXPEIE () 1]+ 5 @
for all k 2 N. This isjusti ed asfollows. By construction, in order to satisfy R, the rst stageS; of
S must setits output state s; to be a pair of distinct strings which we now denote (mg; m;). Also,
it must set M to the uniform distribution on f mg; m1g, and, to be valid, must make the lengths
of mg and m; the same. Let p be the probability with which all this happens. Let x = m¢ be the
random messagechosenin Exptss’;‘:m;}é’“k(k). So ¢ is a random bit. Then the bit b computed by R
equalsc. On the other hand, S; gets no information about x, and thus b. Sothe ciphertext vector
y that S; outputs, and hencethe inputs p;t, and coins ¥20n which R runs | 3, are independert of
b, and hencesois the bit g output by I3. Thus the probability that b= gis p=2- 1=2.

Now, for any k 2 N we have the following, where the probability is over a random choice of b from
f0; 1g and the coins of the experimernts:
Adv{ % (k) = 2¢Pr{ Expt™! (k) ) b]i 1
= 2¢PrExpty"g (k) 1]i 1
2P Expl™a% (k) ) 1] 2¢Pr[ Exp"E™ (k) ) 1]
= 2C¢AdVRE R (K) :
The rst equation above is by De nition 4.1. The secondusesEquation (1). In the next step we

used Equation (2), and lastly De nition 3.1. Finally, sinceAder;‘g“;':a;“F‘a(tg is negligible, the proof is
complete for the casethat ATK 2 f CPA; CCAlg.

We now consider the casethat ATK = CCA2. With | = (l1;12;13) as above, we construct
A = (A1;A») asfollows:
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Algorithm A?l(pk) Algorithm Ag’z(sz;y) wheres; = (mg; mq;ty; pk)
(mo; my;ty) & 197 (pk) (c;t2) R 192(mo;my;ty;y)
M A fmg;mig p A Ds(c)
st A (mo;my) g R 192(p;ty)
S2 A (Mo; My;t1; pk) If g= Othen y[1] R By (Omo) elsey[1] A Ey (Omy)
Return (M ;s;;sp) Return y

The secondline of I, is implemented via calls to the decryption oracle O,. We are denoting
by Oa the string obtained by pre-pending a 0 bit to a string a. Since jmgj = jmj;j we have
fmg; mig\ fOmp;0m1g = ;, which implies that A is legitimate. Now the relation R is

Relation R(x; x;M;s;1)
If s1 is not a pair of distinct strings then return false
Let mg; m1 be sud that s; = (mg; m1)
If M 6 fmg; myg then return false
If jxj 6 1 then return false
If x[1] = Ox then return true elsereturn false

Notice that R is polynomial time computable. The assumption that | is securein the senseof
SNM-ATK tell us that there is a polynomial-time simulator S = (S1;S,) sud that AdeA’;‘g‘;':a},';(d)
is negligible. Equations (1) and (2) are true just as above, and hencethe proof is concludedin the
sameway. |

5.4 Proof of Theorem 5.3: IND-PCAX ! CNM-ATK

We are assumingthat | is securein the IND-PCAX sense.We will show it is also securein the
CNM-ATK sense.

Let C = (Cq;Cy) be an CNM-ATK adversary attacking |. We will presert an IND-PCAX
adversary | = (l1;12;13) attacking | whose advantage is at least that of C. The intuition is
simple: sincel has accessto a parallel decryption oracle in the secondstage, she can decrypt the
ciphertexts that C outputs, and ched herselfto seeif C's relation holds. The construction and
analysis follow.

Pro of of Theorem 5.3: Giventhe CNM-ATK adversaryC = (Cy; Cy), we de ne the IND-PCAX
adversary | = (l1;12;13) asfollows:

Algorithm 1 9(pk) Algorithm 1 92(mo; m1;t;y) | Algorithm 192(p; (R; my))
(M;t) B CP*(pk) (Ric) R c92(ty) If R(my;p) then gA 1
mo,& M ; ml,& M Return (c; (R;mj)) ElsegA O
Return (mg; mq;t) Return g

By examination of the experiments involved one can ched that
Pr Expf ™" (k) ) 1] Pr{ Exp@" (k) ) 1] 3)
PrLExpt %)) 1] = P Exp™ k) 1] @)

for all k 2 N. Subtracting, and using Lemma 4.2, we get

Adv K (k) = AdvEm (k)
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for all k 2 N. But Adv"{ (9 is negligible by assumption, hencesois Adv&™ 2k (¢. I

6 Discussion, Relations and Extensions

We discussthe relations of our de nitions to other ones. Let us begin with somede nitions.

The SNM-ATK® and CNM-ATK® notions. In our SNM-ATK and CNM-ATK de nitions, we
assumeR(x; x; M; s;) and R(x; x), respectively, are de ned alsowhen? 2 x, sothat the adversary
may be successfuleven when ? 2 Dg(y). In cortrast, in the corresponding original de nitions
of [6] and [2], the situation is di®eren. In [2], the adversary is consideredunsuccessfulf it outputs
y such that ? 2 Dg(y), and in [6], there is someambiguity about this case. To better discuss
these variants, let us provide some formal denitions. Let SNM-ATK ® be de ned by replacing
\R(X; X;M;s1)" by \R(X; X;M;s1) and ? 62x" in the next-to-last lines of both experiments in
De nition 3.1. Similarly, let CNM-ATK ° be de ned by replacing\ R(x; x)" by \R(x; x) and ? 6"
in the last lines of both experiments in De nition 3.2.

The intuition behind the SNM-ATK %; CNM-ATK ° de nitions is that the receiver will not take
any action on an invalid ciphertext. The SNM-ATK ; CNM-ATK de nitions, howeer, re°ect the
view that a receiver might take someaction even on invalid ciphertexts, or that a sendermay learn
that it sert an invalid ciphertext due to the receiver's inaction. Thusit is bestleft to the relation
to determine whether the adversary wins or loseseven when? 2 vy.

Rela tion to original notions. CNM-ATK ® is exactly the notion of [2]. Regarding whether
SNM-ATK “ is the notion of [6], there is some ambiguity. Lindell [13] has pointed out that one
could interpret [6] as simply not allowing the adversary to output y suc that ? 2 Dg(y). In our
language, consider the notion of a legitimate adversary being further constrained to require that
it never output y with ? 2 Dg(y). Then this exclusive version of the de nition quanti es only
over adversariesthat are legitimate in this sense.Lindell [13] shows that the DDN-Lite encryption
scheme[7] is secureunder the (CPA caseof the) exclusive de nition. He also provides an attack
shawing this schemeis not securein the senseof SNM-CPA, thereby separatingthesenotions. It is
however not known whether or not this schemeis securein the senseof SNM-CPA*™ or CNM-CPA".

To us, the merit of the exclusive formalization is questionable. The legitimacy conditions we
ourselves have imposed on the adversary are for convenienceand simplicity only. It would be
equivalent to have the experiments return O if they are not met, becausegiven an illegitimate
adversary, it is possibleto construct a legitimate adversary with about the samerunning time
and the sameor greater advantage. This does not appear to be true for the exclusive de nition.
Intuitiv ely, our view is that an adversary should itself be able to ched whether or not it is behaving
legitimately. This is true under our notions of legitimacy but doesnot seemtrue under that of the
exclusive de nition.

We would like to add that we werenot able to fully understandthe intent of [6] at seweral points.
In fact we believe that one of the cortributions of our paper is to pin down formal and unambiguous
de nitions of simulation-based non-malleable encryption. But SNM-ATK ® and SNM-ATK repre-
sert our best guessesasto what [6] meart in somedetails and thus might di®er from the intent of
[6] in more ways than we have discussed.

In any case,sincewe believe that the SNM-ATK and SNM-ATK “ notions appropriately capture
the issue of whether or not the adversary is successfulwhen ? 2 Dg(y) in the simulation-based
setting, and sincethis issueis interesting, we proposenow to further considerthe SNM-ATK * and
CNM-ATK ® notions, the merits of our notions relative to these,and how all these notions relate.

Non-malleability for multiple cipher texts. Lindell [13] points to an advantage of the
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SNM-CPA SNM-CCAl SNM-CCA2
CNM-CPA CNM-CCA1 —~#—— CNM-CCA2
IND-PCAO IND-PCA1 IND-PCA2
IND-CPA IND-CCAl IND-CCA2

Figure 1. Relations between notions of encryption. An arrow A ! B is an implication, meaning
every scheme meeting notion A also meetsnotion B, while a barred arrow A 6! B is a separation,
meaning that (under the assumption that there is a scheme meeting notion A) there is a stcheme
meeting notion A but not notion B. Only a minimal set of arrows and barred arrows is shawn;
others can be inferred. The picture is completein the sensethat it implies either an implication or
a separation betweenany pair of notions.

stronger SNM-ATK ; CNM-ATK notions we have intro duced, namely that they imply non-malleability
of the encryption of multiple ciphertexts. The notion being consideredhere is an extension of the
usual non-malleability framework in which the message-spach! returns a vector of messagesather
than a single one. A corresponding vector of challenge ciphertexts is then generatedfor the adver-
sary, basedon which it computesy asbefore. Interestingly, the easyway to seethat the new notions
imply non-malleability of the encryption of multiple ciphertexts is to useour characterization. One
obsenesthat our results extend to the multiple encryption setting, and then obsenesthat security
of the extended IND-ATK notion is implied by security of the original one. This again points to
the value of indistinguishabilit y-based characterizations in reasoningabout non-malleability.

We do not know whether SNM-ATK © or CNM-ATK ® imply corresponding non-malleability for
multiple ciphertexts. Howewer, Lindell [13] shows that the exclusive version of the (CPA caseof
the) de nition of [6] does not imply (the corresponding version of) non-malleability for multiple
ciphertexts. He obtains this result by observingthat the DDN-Lite is not non-malleable (in this
sense)for multiple ciphertexts. (But, as we already noted, he has shavn it meetsthe exclusive
version of the [6] de nition.)

Rela tions among notions of encr yption. Bellare, Desai, Pointcheval and Rogaway [2] con-
sider six notions of encryption, namely CNM-ATK ®; IND-ATK for ATK 2 fCPA;CCA1; CCA2g,
and relate them, showing either an implication or a separation betweenead pair. Dolev, Dwork
and Naor [6] do the samefor their three notions of non-malleability and the notions IND -ATK for
ATK 2 fCPA;CCA1;CCA2g. (And the relation pictures are the samein both cases,meaning up
to the interchangeof CNM-ATK ® with the corresponding notion of [6].) Giventhat our notions of
non-malleability are di®erent from the onesusedin either of these papers, we revisit this question.
As indicated in Figure 1, howewer, we shav that the same relations continue to hold, meaning
the picture is the sameas before modulo the substitution of the new notions of non-malleability.
Howewer, we can use our characterization in terms of indistinguishabilit y under parallel attack to
give proofs that are somewhatsimpler than those of [2, 6]. Let us now provide somedetails.

By our results, we can work with the IND-PCAX notions, avoiding the need to reason di-
rectly about non-malleability. This meanswe are considering relations between v e notions of
indistinguishabilit y, namely indistinguishabilit y under the attacks CPA; PCAO; CCAl; PCAl and
CCA2 = PCA2. This makesall the implications in Figure 1 obvious, for ead implication A! B
is simply of IND with the attack for A being at least as strong asthat for B.
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SNM-CPA SNM-CCA1 «—— SNM-CCA2

CNM-CPA CNM-CCA1 —7#—— CNM-CCA2
CNM-CPA* CNM-CCA1" <—— CNM-CCA2"
SNM-CPA*® SNM-CCAL1"® SNM-CCA2"

Figure 2. Relations betweennotions of non-malleable encryption. An arrow A! B is an implica-
tion, meaning every schememeeting notion A also meetsnotion B, while a barred arrow A 6! B is
a separation, meaning that (under the assumptionthat there is a schememeeting notion A) there
is a scheme meeting notion A but not notion B. Not all possiblerelations are resolwed; seweral
remain open questions.

Now weturn to the separations. We know that IND-CCA1 6! CNM-CPA” [2] and IND-PCAQ =
CNM-CPA ! CNM-CPA" (Figure 2), whenceIND-CCA1 6! IND-PCAQ. The other separations
needto be revisited.

To establish a separation A 6! B we needto take a stheme| = (K;E;D) securein the sense
of A and modify it to a new scheme! °= (K®E® DY securein the senseof A but not B. To
shav IND-PCAOQ 6! IND-CCAL, the construction given in [2] to shav CNM-CPA"® 6! IND-CCA1
cortinuesto work but the proof is a little easierwith IND-PCAOQ. Similarly, to shov IND-PCA1 6!
IND-PCA2 = IND-CCA, the construction givenin [2] to shav CNM-CCAL 6! IND-CCA continues
to work but the proof is a little easierwith IND-PCAL.

Rela tions between non-malleability notions. The next questionwe askis how the variants
of non-malleability we have just de ned relate to our de nitions and to ead other. In partic-
ular, is SNM-ATK ® equivalent to SNM-ATK? Is CNM-ATK ® equivalent to CNM-ATK? Are
SNM-ATK %; CNM-ATK ° equivalent? Figure 2 summarizeswhatever we know about this, and we
now discussit.

Figure 2 resolwes all relations betweenthe rst and secondrow notions, and also all relations
between the rst and third row notions. This can be seenby following arrows. For example,
CNM-CPA 6! CNM-CCA1" becauseotherwise we would get CNM-CPA ! SNM-CCA1", con-
tradicting a shown separation. What is left open is relations between some secondand third
row notions. For example, are SNM-ATK® and CNM-ATK ° equivalent? This comesdown to
asking whether or not SNM-CPA® implies CNM-CPA® and whether or not SNM-CCAL® implies
CNM-CCAL1". Now let us discusshow the shawn relations are obtained.

The proof of Theorem 5.1 extends to shov that CNM-ATK® |  SNM-ATK " for all ATK 2
f CPA; CCAL; CCA2q, justifying the corresponding implications in Figure 2. The other implications
are either trivial, results in this paper, or from [6, 2]. The CNM-CCA1 6! CNM-CCAZ2 separation
is inherited from Figure 1.

Herranz, Hofheinz and Kiltz shoved that CNM-CPA® 6! CNM-CPA. Very roughly, the idea
is to modify a CNM-CPA® scheme so that it remains CNM-CPA" but there are certain special
ciphertexts suc that the decryption of somerandom half of them XOR to the secretkey, while the
other half decrypt to ? . Their constructed schemeis however not CNM-CCA1 sothis doesnot shov
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that CNM-CCA1" 6! CNM-CCA1. An extension by Bellare showvs not only this but something
stronger, namely that CNM-CCAL1 does not even imply CNM-CPA, and this is the separation
shown in Figure 2 sinceit implies the two others we have just discussed. The extension usesthe
samesecretsharing idea except that the XOR of the decryptions of certain related ciphertexts is
the messageunderlying the \main" ciphertext rather than the secretkey. To make this work, the
coinsfor the secretsharing are obtained by applying a PRF to a part of the ciphertext. Both the
original result and the extensionappear in [11]. Note that DDN-Lite doesnot serwe to shav that
CNM-CPA® 6! CNM-CPA or SNM-CPA" 6! SNM-CPA, because,although it is not CNM-CPA
[13], it is not known to be SNM-CPA".

There remains only to justify the CNM-CPA 6! SNM-CCA1" separation shown in Figure 2.
From Figure 1 we know that CNM-CPA 6! IND-CCA1. But SNM-CCA1" ! IND-CCA1, soit
must be that CNM-CPA 6! SNM-CCA1".

Attempting to extend our resul ts. There are sometempting ways to attempt to extend our
proofsto shav that SNM-ATK ® and CNM-ATK ° are equivalent for all ATK. It is worth discussing
theseto seewherethey fail. In the following, ATK 2 f CPA; CCAlg.

The proof of Theorem 5.2, showing that SNM-ATK ! IND-PCAX, doesnot directly extend to
show that SNM-ATK ® ! IND-PCAX. The reasonis that an IND-PCAX adversary can submit a
parallel decryption query ¢ such that ? 2 ¢ and utilize the responsein its third stage. We need
the relation R to executethis third stage,and would not be able to do this if we have to give up
when c contains ?. There is an obvious way to attempt to x this, however. Namely, modify the
de nition of IND-PCAX to IND-PCAX °, where the latter replacesthe last line in De nition 4.1
with: \If ? 62 then return g elsereturn 1j b" In other words, heretoo, if the adversary makesa
parallel decryption query cortaining an invalid ciphertext, it automatically loses. Now, our proof
showvsthat SNM-ATK®! IND-PCAX °. Sothe nal questionis whether our proof of Theorem 5.3,
shawing that IND-PCAX ! CNM-ATK, extendsto show that IND-PCAX®! CNM-ATK®. The
obvious modication to make is that, in the de nition of I3, replace\lf R(my;p) then gA 1" with
\If R(m¢;p) and ? 620 then g A 1". But now, although Equation (3) remainstrue, Equation (4)
may not be true.
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