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ABSTRACT

To evadeblacklisting, the vast majorit y of spamemail is sert
from exploited MT As (i.e., botnets) and with forged \F rom"

addresses.In response,the anti-spam community has devel-
oped a number of domain-based authentication systems {

such as SPF and DKIM { to validate the binding betweenin-
dividual domain namesand legitimate mail sourcesfor those
domains. In this paper, we explore an alternativ e solution in

which the mail recipient requestsa real-time armation for
ead e-mail from the declared sender's MX of record. The
Occam protocol is trivial to implement, o ers authenticating

power equivalent to SPF and DKIM and, most imp ortantly,
forces spammersto deploy and expose blacklistable servers
for each domain they use during a campaign. We discuss
the details of the protocol, compare its strengths and weak-
nesseswith existing solutions and describe implementation

strategies.

1. INTRODUCTION

By almost any metric, spam email has becomea pervasive
blight on e-mail usersand service providers alike. The low
marginal costs of spam delivery combined with the e ec-
tivenessof early content-based Itering and domain-based
blacklisting have led spammers to develop large-scale re-
mailing infrastructures in response. Thus, a modern spam
campaign can comprise hundreds of millions of messagesad-
dressedfrom tens of thousands of domain names, and deliv-
eredvia thousands of distinct Mail Transfer Agents (MT As).
Indeed, with somereports indicating hundreds of millions of
compromised \b ot" hosts on the Internet [5], the ability to
produce 100 million spam messages day hasbecomea triv-
ial task.

In response, the anti-spam community has focused con-
siderable attention on limiting domain addressspoo ng and,
through it, the ability to create an e ectiv e large-scalespam
mailing infrastructure. For example, the SenderPolicy Frame-
work (SPF) [3] and DKIM [2] systemsallow receiversto val-
idate if an email's \F rom" domain addressis consistert with
the source of the message(authenticated via digital signa-
ture or the IP address(s)of the sending MT A). While eact
of these approaches has its bene ts, neither is in pervasive
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usetoday and at least some of the early adopters have been
spammers themselves.

In this paper we presern a real-time challenge-basedau-
thentication proto col called Occam basedon an exceedingly
simple algorithm: when an email arriv es, the receiving MT A
sends a validation query back to the server who \should"
have sert the message(the MT A responsible for the domain
claimed as the source). If this MTA responds that it has
indeed sert the message,then all is well; if not, then the
domain has beenspoofed and the contents are likely a spam
or phish. In areal sensethis is mail authentication stripp ed
to its barest essenials.

We believe the Occam protocol o ers two contributions
over previous approaches. First, Occam is extremely simple
to deploy. For all small to medium-sized domains, Occam
can simply be enabled { with no site-speci ¢ con guration
at all { and yet deliver equivalent authenticating power to
SPF or DKIM. In Section 4, we discuss how large domains
can use Occam. Second, because Occam is a challenge-
based authentication system, it shifts the burden of malil
authentication to the senderon a per-domain basis. Thus,
to participate in the protocol a spammer must provide on-
line server resourcesand these servers must be capable of
answering queries about any e-mail sert from that domain.
This requirement increasesthe infrastructure demand on the
spammer and, moreover, the addressesof these servers must
be exposed during a spam campaign, thus becoming prime
targets for blacklisting.

The remainder of this paper is structured as follows. In
Section 2 we describe our proposedOccam protocol. In Sec-
tion 3 we analyze how spammers might try to sidestep Oc-
cam and highlight the strengths and limitations revealed by
this evaluation. We describe how large and small domains
can implement Occam in Section 4 and discussperformance
overheadsin Section 5. We conclude with a summary of our
ndings in Section 6.

2. OCCAM'S RAZOR

Occam is a new protocol for combating the growth of
spam email. Occam is motivated by the obsenation that
most spam email contains forged addressestypically sert by
botnets [7]. The strength of the protocol lies in its simplic-
ity. Using Occam, receivers simply ask the sending domains
identied in a messagewhether they actually sert the mes-
sage. With legitimate email, the domains will acknowledge
sending the message. Spam email that forges the domain,
however, will not be acknowledged and receivers can classify
the email asillegitimate. As a result, Occam requires spam-



Figure 1: Outline of the Occam proto col for a valid
email exchange.

mers to provide available resourcesfor acknowledging the
spam they send, and induces spammersto control their own
domains and identify those domains in their spam email.
These requirements increase the resource burden on spam-
mers and further exposespammersto e ectiv e blacklisting.
In this section we focus on the operation and implementa-
tion of the protocol, and further discussthe implications of
Occam in Section 3.

Figure 1 illustrates the operation of the Occam proto-
col. When a receiving server receives a message,it parses
the Occam-Header to determine the sending domain. The
Occam-Header looks like an email address, with a user and
a domain, but the domain speci es the server to contact for
con rmation:

Occam-Header: bob@serverB.org

In most situations, the Occam-Headerwill be identical to
the envelope-sender, also known as the Return-P ath. The
receiver should only usethe DNS MX records when resolv-
ing the domain. This requirement helps prevent using bot-
nets as valid domain servers, since many botnets are desk-
top computers and generally do not have MX records (even
though they may have A records). As a concrete exam-
ple, assumethat server A receives a legitimate messagefor
the user alice@serverA.og that contains the Occam-Header
bob@serverB.og. The Message-ldlisted in the email mes-
sageis 1d-1234.

The receiver then sendsa query messageto the server for
that domain. In this case,server B is the server that resolves
to the MX record for serverB.org. The query includes the
email \F rom" addresstogether with the Message-Id:

From: bob@serverB.org
Message-ld: 1d-1234

The domain server usesthese elds to identify the mes-
sagethat was sert in a log of recerily sert messages.As a
result, Occam requires eacdh domain server to maintain a log
of sert messages.Each log entry only needsto include the
\T 0" address,the \F rom" addressand the Message-Id. The
\F rom" addressis not always necessary but provides infor-
mation for a domain server to identify potentially abusive
clients that try to guessMessage-ldsand subvert Occam.

The domain server can expire the log entries when the re-
ceiver acknowledges the response from the server. These
elds can be compressedto about 30 bytes per record; even
an outstanding log of 100 million entries would only require
300 MB, small by any standards for contemporary servers.
If the domain server nds the messagen the log, it returns
the \T 0" addressof the corresponding messageback to the
receiver as acknowledgemert. The acknowledgmernt allows
the sending server to remove the entry from its log. In our
example, server B responds with:
To: alice@serverA.org
Note that sincethe domain server synchronously sendsthe
responseto the receiver using the samesocket binding asthe
query request, it does not needto specify the Message-Id;
the receiver knows which request the response matches.
The receiver validates that the \T 0" addressfrom the do-
main server matchesthe \T 0" addressin the original email
message;requiring the \T 0" addressin responsesprevents
malicious domain servers from simply acknowledging all Oc-
cam queries. If the \T 0" addressesmatch, then the receiver
nally delivers the messageto the user's mailbox and ac-
knowledgesthe match to the domain server:
Status:  Received
Message-ld: 1d-1234
The domain server can now remove the corresponding en-
try from its log of messagesert. Note that, in this exchange,
the receiver asyndironously acknowledgesthe match to the
domain server and must explicitly specify the Message-Id.
These exchangescorrespond to the casewhen the domain
sender has sert legitimate email. There are three cases
where the protocol detects illegitimate email. First, if the
domain server does not nd the messagein its log when
queried, it responds to the receiver accordingly:
Status:  Unknown
Or, if the domain server doesnot nd the messageogged
and it wants to know who the messagewas sert to, it can
respond to the receiver asking for the \T 0" address:
Status:  UnknownTo
The receiver canthen respond with the \T 0" eld from the
messageand remove the email asit seest. In our example,
server A would return:
To: alice@serverA.org
Second, if the receiver nds that the \T 0" address does
not match what was in the email, then the receiving server
concludesthat the sending server did not actually sendthe
message.In both casesthe receiver can then take appropri-
ate action against the illegitimate email.
Third, if the receiving server doesnot immediately receive
a response from the domain server, it can limit the rate of
querying, much like SMTP doeswhen repeatedly trying to
deliver messagedo bad addresses.After each attempt that
does not succeed,the receiving server doubles the amount
of time to wait before retrying. After a timeout, the mes-
sagescan be marked as illegitimate if no responsewas ever
received.

3. SLICING SPAM

Having described the operation of the Occam proto col, we
now discuss how spammers might respond to Occam, and
what constraints and burdens Occam places on spammers
for them to continue to deliver spam successfully We then
discuss the advantages Occam o ers compared to current
methods, as well as its limitations.



3.1 How might spammersrespond?

The goal of Occam is to impose a substantially higher
resource burden on spammers, and to further exposespam-
mers to e ectiv e blacklisting. Naturally , spammerswill re-
spond to Occam and change how they deliver spam.

Put the botsto work. Occam requires sendersto validate
and acknowledge the email they send. Spammers could try
to distribute this load acrossthe bots they already use to
send out their spam and use the existing domain name for
the bots in the Occam-Header. Occam, however, identi es
sendersusing only the MX recordsto resolve domain names
for servers. As a result, Occam makes it challenging for
spammersto use generic bots for this purp ose. Since many
bots are hosts that will not have MX records that resolve
to them, such bots would not be able to validate spam that
they send. The implication is that bots cannot be used for
the crucial step of validating messagewith Occam, although
they can, of course, contin ue to send messages.

In response,spammerscould compromise or purchasebots
that do have appropriate MX records, but harvesting spe-
cialized bots increasestheir cost and diminishes spammer
prots. Alternativ ely, spammerscould establish a DNS do-
main structure where ead bot is assigneda separate sub-
domain or entirely new domain. Spammerscould create MX
records to have the domains usedin the Occam-Header re-
solve to the bots spending the spam. Such an elaborate DNS
domain structure, though, makes spammers more vulnera-
ble to blacklisting and increasescost. If spammersuse many
sub-domains, one per bot, the sub-domain structure would
create a telling signature that the entire domain is being
used as a source of spam. Given this signature, all of the
sub-domains could then be easily blacklisted by blacklist-
ing the entire domain. Spammers could use many domains
instead of sub-domains, but doing so greatly increasesthe
cost and burden of managing the bots for sending spam.
Further, the list of domains directly exposethe identity of
the bots and exposethem to blacklisting. Finally, allowing
bots to respond to Occam queries assumesthey can accept
incoming connectionson low numbered ports, a policy which
many ISPs do not allow.

Centralization. Rather than distributing the load across
many bots, spammerscould instead use a certralized server
to handle the requestload for validating the spam messages
they send. In this scenario, spam would have an Occam-
Header that resolvesto this server. This server would then
acknowledge requestsfrom receivers sothat spam could suc-
cessfully be delivered. Spammerscould still successfullyde-
liver spam, but Occam forces this server to stay online as
spamis sert. It increasesthe complexity and cost of manag-
ing and operating a spam campaign, and the server becomes
an obvious target for blacklisting.

With Occam, spammers have to keep track of the email
targets that they distribute to ead of their bots. Because
Occam requires the validating server to respond with the
\T 0" addressusedin the original email, the validating server
cannot blindly adknowledge all requests from receivers. In-
stead, spammers must precompute and distribute Message-
Ids with \T 0" and \From" addressesto the bots being used
for spam relay. The validation server must keep this list
so that it can successfully reply to receiver requests. And

spammers must provision the server so that it can handle
a validation request load that grows in proportion to the
number of spam messagessert. A spammer can use a bot-
net to send out millions of spam emails, but for them to be
successfully delivered the spammer will need a server that

has the resourcesto handle responding to millions of val-
idation requests. As a result, Occam shifts the resource
burden from the receiver to the spam sender. In other ap-
proaches,such asDKIM, the burden remains on the receiver,
which must download keys and cryptographically validate
each message. Furthermore, Occam requires spam senders
to keeptheir validating server available and responsive dur-

ing a spam campaign. Concertrating validation on a cen-
tralized server exposesthat server to blacklisting. Once the
server is assciated with spam, adding the server to a black-
list will prevent spam validation and thereby delivery. Since
spam campaigns can persist for days [1], early blacklisting

can substantially impede spam delivery.

DDoSRe ector Finally, spammerscould usethe proto col
asare ector DDoS attack. A spammer could send millions
of message<laiming to be from a targeted domain identi ed

in the Occam-Header. As a result, receivers will then direct
millions of validation requeststo that domain. If a site has
multiple MX entries in DNS, this con guration could re-
sult in a multiplicativ e increase in the number of queries.
Larger sites could likely handle this load, but smaller sites
could be overwhelmed (we show in Section 4 how larger sites
can avoid the ampli cation problem). However, when over-
loaded, a site could just aseasily start dropping requestsand
rely on Occam's backo and retry mechanism to distribute

the load over time. More generally, though, if attackerswant
to use Occam to launch DDoS attacks, it would be easierfor
them to launch the attacks directly rather than use Occam.
If an attacker can send out millions of messagesthey are
capable of a straightforward DDoS attack on the domain
rather than performing an indirect attack through Occam.
Indeed, they could simply sendmillions of messagedirectly
to that domain, independert of whether Occam is used.

3.2 Advantages

The Occam protocol o ers a number of distinct advan-
tages over other methods that are currently in use.

Easeof administation. Occam doesnot require e ort by
administrators to make the system work, an important con-
sideration for the thousands of small domains that may not
have the technical expertise for more complex approaches.
TouseDKIM, for instance, domain administrators must cre-
ate and insert a public key into a special DNS record. They
then must con gure the outgoing MT A to append signatures
to all messagesusing a private key on each message. Pre-
sumably, they would also want to set up the MT A to handle
incoming mail using DKIM as well. This processrequires a
certain degree of pro ciency that may not be available for
many small domains. The Occam protocol, however, can
be implemented directly in MT A software packages,such as
Sendmail, gmail or Microsoft Exchange Server. It can then
berolled out into a software upgrade, a processthat is more
familiar to users. We note that Occam is straightforward
to deploy for a small domain. Larger domains will need a
more involved processto implement Occam than with SPF,
which only requires a DNS entry to be inserted. We argue



that adoption of a protocol depends equally on its accep-
tance by small and large domains, and Occam makes this
processeasy for the small ones.

Enhancedtulpability. The Occam proto col enhanceswhat
approaches like SPF and DKIM can accomplish. Both sys-
tems validate that a messagecame from a speci ¢ domain
or that a senderis authorized, but the burden of proof rests
with the receiver; again, with DKIM, the receiver must per-
form a cryptographic operation on eadh message.Moreover,
the approach is still opento abuse. For instance, a spammer
can just as easily set up a domain that has a perfectly valid
SPF rule that species any IP address can send mail for
the domain. A botnet can then send an unlimited number
of messageghat all look legitimate from the standpoint of
SPF. They could alternativ ely nd \op en SPF relays" that
allow any senderto send messages. This workaround un-
dermines the values of blacklisting domains based on SPF
abuse. Occam, however, shifts more of this burden to the
spammer. It forcesthe actual senderof a messageto be in-
volved in its authentication in an online manner. Legitimate
hosts stay online and available as a matter of course. Spam-
mers have goneto extreme lengths to avoid being detected
and pinned down to a valid online presence. Thus Occam
makes spamming more dicult to accomplish without cre-
ating an exposedand more expensive certralized infrastruc-
ture. Occam, in e ect, undermines the value that botnets
provide to spammers.

Real-timevalidation. Occam requires that the \w ork", in
our caseresponding to a validation query, be performed on-
line by the sender of the message. This requirement con-
trasts with protocols like Hashcash, where the \w ork" can
be precomputed during idle time acrossthousands of botnets
before any spam campaign begins. With Occam, the spam-
mer must be able to respond successfullyto all the queries
that arrivein real-time. The e ect of responding in atimely
fashion is that the spammer must have a valid domain name
that resolvesto a serverin their employ. This server must be
available to accept querieson the Occam port and be provi-
sioned well enoughto respond to many queries. The Occam
proto col forcesthe spammerto exposethis higher value tar-
get, presumably more expensive to obtain, and makes the
domain and IP used an easy target for blacklisting. If the
spammer attempts to switch to a dierent IP address, the
domain still remains blacklisted. Since the spammer must
own that domain, blacklisting a domain can no longer a ect
the credibilit y of domains that are normally \hijac ked," as
is done currently .

Inputfor reputatiorsystemsAs mentioned above, a spam-
mer could register many domains and keep changing DNS

records so that they point to new servers able to answer
queries. However, these rapid DNS changes would create
a telling signature in their short TTL and IP churn. Ac-

cording to [9], webmail servicesare establishing reputations

for domains that allow them to lter spam more e ectiv ely.

These two characteristics, IP churn and short TTL, would

be clear indications that the domain wasinvolvedin sending
spam, evidencethat reputation systemscould useto reliably

identify spamming domains.

Anti-Phishing capability An unexpected benet of us-
ing Occam is that domains will immediately becomeaware
of when they are being phished (or, more generally, being
spoofed). Since receivers will begin querying a spoofed do-
main for non-existent messagesOccam enablesdomains to
discover immediately when they are being spoofed. More-
over, Occam provides a mechanism for a receiver to deter-
mine the \T 0" addressto which a phishing email was sert.
Sudh information would be useful to companies that must
often deal with phishing attacks, as it allows them to ag
accourts to watch for suspicious activity or to take other
measuresto corntact the usersthat they know have been
exposed. The ability to be notied immediately of phish-
ing and spoo ng would consequetly be available not only
to large and well-funded companies, but any organization,
thereby reducing the e ectiv enessof more elaborate attacks
lik e spear-phishing.

Phishers could try to avoid having the original domain
know about the phishing attempt by specifying one of their
domains in the Occam-Header. However, aside from the
di culties spammerswould have in using their own senvers,
the discrepancy provides a strong indication that a message
isillegitimate if the domain in the Occam-Headerlies outside
of the top level domain for an organization.

Low overhead.The Occam protocol is simple to imple-
ment and straightforward to deploy. It also imposeslow
overhead to operate. The overhead is proportional to the
number of messagegeceived and sert, imposing little addi-
tional burden on both small and large sites.

3.3 Disadvantages

As with any approach, Occam has disadvantages as well,
which we discussbelow. For the large majority of domains,
though, we believe the benets of Occam outweigh these
disadvantages.

Mobile mailers. There are some legitimate reasons that
a sending server might not be able to respond to an Oc-
cam query. One is to retain the ability to send mail from a
host intermitten tly connectedto the Internet, while allowing
another server to handle incoming mail and SMTP related
functions, like error messages.We believe this exibilit y in
SMTP is abusedby spammersand that it is in the bestin-
terest of most servers to exert greater control over who is
allowed to send mail claiming to be from their domains.

Denyingservice The Occam proto col also opensup a po-
tential denial-of-service attack against email receipt. An ad-
versary could potentially try to query for and acknowledge
email requestsfrom a sending server in an attempt to make
them remove their logs prematurely, thereby preventing de-
livery of the email by the receiver to the original recipient.
As an example, if server A sendsa messageto server B, a
malicious server C could try to guessthe Message-ldand the
From addressand reply more quickly to server A than server
B does. Server A would acknowledge sending the message
and remove its log information about the messagecausinga
subsequen validation by the real receiver, server B, to fail.
However, precisely sincethe Message-ldand the From ad-
dress are required information for querying a server, there
is a reduced chance such an attack would succeed since
an attacker has to guessthese elds. Correspondingly, it



would benet all MT A software to add more entropy to the
Message-Id elds. Further, most queries by the legitimate
receiver would happen in a relativ ely short amount of time,
limiting the window of opportunit y of an attacker. Finally, a
sending server could keepthe necessaryinformation around
for someperiod of time after it has beensuccessfullyqueried
before removing it.

4. IMPLEMENT ATION

We have developed a protot ypeimplementation that works
with the Sendmail MTA [8]. Given its easeof implementa-
tion, it should be straightforward to extend any MTA with
an implementation of the Occam protocol. For the sake of
brevity, we focus here on the more interesting discussion of
implementation in large domains.

For sites that handle much larger volumes of email, scal-
ing could add complexity to the implementation, but need
not. Moreover, these sites likely have support to address
scaling issuesalready. The Occam proto col requires only ba-
sic logging and querying functionalit y, operations that can
be streamlined with database servers if necessary Over-
head due to the Occam proto col would not then be signi -
cant for domains already sending large quantities of email.
More signi cantly, Occam imposesthe same requirements
on spammers: large-volume spammers would have to sim-
ilarly scale their logging and querying ability, often under
the constraints of using bots. This operation is another re-
quirement that reducestheir return on investmert, making
spamming lesspro table.

Our prototype implementation is unsuited for domains
that have dozens or hundreds of mail server. These do-
mains can approach Occam in a di eren t manner, however.
One option would be to certralize their logging and query
operations, although doing so may be awkward for large
sites. Instead, large domains can load balance logging and
querying in a straightforward fashion. A mail server send-
ing mail can add an Occam-Headerthat points back to that
speci ¢ sener, instead of the entire domain. Doing so dis-
tributes load naturally and assaiates, on the same server,
the processof sending mail and answering queries, requiring
no coordination among large, distributed mail server farms.
This solution also eliminates the ampli cation DDoS attack.
Each of these mail servers do not needto have multiple MX
values. On the other hand, receiving mail servers who do
not respond to Occam can refuse incoming Occam queries,
and these packets can be dropped at border gateways.

5. ESTIMATED IMPACT

An important consideration for any new protocol is the
impact it would have on the current Internet infrastructure
and the senvers responsible for deploying it. The Occam
proto col does have the potential to raise bandwidth costs
and server utilization. We argue that these costs, however,
have minimal impact.

We examined the time overhead for our Occam prototype
implementation compared to similar approaches, DKIM [2]
and SPF [4]. We sert 1,000 messagesfrom one server to
the other v etimes. Without any additions, Sendmail took
100.4sto transfer the messages.With SPF enabled, it took
100.03s. With DKIM, the total time was251.2s,a signi cant
additional overhead. Finally, with Occam, it took 102.4s,
showing that the overhead is not burdensome.

The communication overhead of Occam is proportional to
the amount of email, particularly spam email, sert on the
Internet. Given the amount of spam sert on a daily basis,
this overhead might be substantial. To estimate the overall
communication overhead on the Internet, we can perform a
back-of-the-envelope calculation to indicate the added data
costs that the protocol would impose. If we take an upper
estimate on the number of email messagessert [6], there
were 171 billion messagedelivered daily in the rst quarter
of 2006, of which 71% were spam. If every one of those
email messagesrequired three UDP packets to determine
their status, plus one MX record lookup, where we assume
the packet sizeis a generous200 bytes, then 800 bytes would
be neededby Occam per email. This overhead would add
136 TB of total data into the Internet per day. Spread out
over an ertire day, the load averages1.58 GB/s, avery small
rate at Internet scales.

6. CONCLUSION

The Occam proto col provides a simple light-weight mech-
anism for authenticating e-mail messages. Its simplicity
makes it easy to understand and, as well, easyto admin-
ister. Moreover, spammers who would chooseto adhere to
the proto col are forced to support and exposededicated in-
frastructure for the duration of their campaign. Finally, asa
side-e ect, the Occam proto col noti es domain owners when
their addressesare being spoofed, a useful feature for com-
bating phishing attacks. Occam is not a silver bullet for
solving the spam problem and, like most anti-spam technol-
ogy, is most e ectiv e in tandem with existing approaches
including spam ltering and blacklisting services. However,
we believe Occam's advantages make it a valuable addition
to the repertoire of weapons in the ght against spam.
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