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Abstract

Remotelyexecutingmobile codeintroducesa plethoraof securityproblems.This paperexaminesthe “external
agentreplay” attack,identi es the notion of one-way programstatetransitions describeghe useof monotonicvari-
ablesasa practicalmethodfor detectingheseattacks gxaminesthemoregenerabroblemstatemodi cation attacks,

andintroducegheuseof “resultsveri cation vectors”to protectagentdrom attack.

1 Intr oduction and Motivation

While the remoteexecutionof codeeliminatesmostof the communicationgateng dueto multiple messageound-
trips neededor repeatedpossiblylong distance/higHateng RPCs,its attractionis greatly diminishedby critical
securityneeds: without knowing whethermaliciousseners have subvertedthe remotecomputationor have spied
on the agent,how canuserstrust the obtainedresults? Thoughrecenttheoreticaladvanceq2, 8] shav thatremote
executioncanbe ef ciently veri ed in principle, the needfor reductionsvia Cook's theoremmakes their practical
infeasibility obvious.

Mobile agents—dorm of mobilecode—arersulnerableto attackfrom thesenersuponwhichthey run. A dishon-
estsener cansubverta mobileagents executionin mary ways. Justasa sener canlie to clientprogramsn response
to anRPCrequestagentsenersuponwhich mobileagentsun canlie to agentsn responséo servicerequestsAgent
senerscando muchmorethansimply lie to agentshowever, andthis makesthe mobileagentsecurityproblemmuch
moreinterestinganddif cult. 1 An agentseneris a powerful adversary:it canexaminethe internalstateof a mobile

agent,t canalterthatstate,it canevensubvertthe agents executionon aninstruction-by-instructiorbasis.(Note, of

*This researchwas fundedin part by the National ScienceFoundation, CAREER Award CCR-9734243andthe Of ce of Naval Research,
AwardN00014-01-1-0981.

TUniversity of California, SanDiego. bsy@cs.ucsd.edu

1if theagentmerelymigratedto anagentsener locatednearerthe RPCserviceto lower lateny costs the RPCsener might be honestut have
its messagesubvertedby theagentsener.



coursethatthe statemaybeencryptedr otherwiseprotectedsothe sener maynot “understand'theinternalstateor
know how to modify it pro tably.) Indeedthe senercanchooseo notruntheagentatall, but insteadmalke changes
to the agents statein a mannemot prescribedy the agents code,or createa new stateout of thin air andpassit to
thenext senerasif it werelegitimately computed.

Whenan agentmigratesamongthe hostsin its itinerary, it may carry data—resultglerived while executingon
earlier seners—intoa dishonestsener wherethat datais maliciously modi ed prior to being carriedout to other
normal,honestseners. Of course,in generalwe do not know which of the senerswereactuallydishonestandone
armof amulti-prongedmobile agentsecuritydefenses to enablethe detectionof suchmodi cations.

In this paper we examine the state modi cation de-
tection problemintroducedand addressedn earlier works

[12, 32, 17, 33, 24], de ne two classef agentreplay at- @@

tacks and describehow suchreplay attackscan invalidate

cryptographigrotocolsdesignedor protectingtheresultsof
partialcomputationsexaminethe generahotion of one-way (a) RPCsrequiremary roundtrips

statetransitionsand focus on how it canbe usedto protect

autonomousnulti-hopagentsjn particular againstagentre- @ @

play attacks. (We do not, however, addresghe questionof
senerslying to agents.)

The next sectiondescribeghe statemodi cation attack. I .
(b) Migration hasonly oneroundtrip

Next, Section3 explains the one-way state transition ap-

proachfor protectingmulti-hopagentsandanalyzests secu- Figurel: RPCversusmigration.

. . . . When an agent migrates to a server, the RPCs become
rity properties.We discussthe useof forward securesigna- 9 '9 v

. . . . local requests and do not experience large network la-
turesto protectpartialresultsin Sectiond, andthenexamine q P 9

an alternatve meansof protectingpartial results—aresults tencies.

veri cation vector—which provides security even when there are multiple colluding hostsin an agents itinerary.
Section6 explainsthe earlierapproacheso detectingstatemodi cations, discussesheir dravbackswhenmultiple
malicioussenersareinvolved,andexaminesothersecuritytechniqueshat t into the one-way statetransitionframe-

work. Section7 concludesith asummaryandsomefuturedirections.



2 Agent Model and State Modi caton Attacks

Mobile agentsautonomouslynigrateto remotesenersandperformsomecomputationst eachsener. In our model,
theprimaryreasorfor migrationis to improvecommunicatioref ciency by co-locatingthe computatiorwith somere-
sourcehatis availableateachof thetargetseners. Withoutmigration,repeatedemoteaccessew thatresourceavould
have resultedin multiple RPCsandmultiple request/responseundtrips—insteadf payingfor the communications
latengy mary times, agentmigration enablesef cient, low lateng accessest the costof a single communications
roundtripdelay Figurel shavs thelong-distanceoundtripreductionof usingmigrationover RPCs.

We assumehat distributed computationexhibit remote

resourceaccesdocality—eachof mary remoteresourceis

accessedepeatediyandin differentphasesf the computa-

tion. This motivatesthe useof agentshathave a migration @ @

itinerary, a list of senersthatit visitsin turn. Figure2 illus-
tratesanagentthatvisits six seners. @ %
Whenan autonomousgentmigratesto a sener, it car @

ries with it the resultsof computationperformedat earlier

seners,andperformsquerieso someresourcecontrolledby . . )
Figure2: Migratingagentsvisit severalsenersin turn.

thesenerwhile it is there.We modelthis asfollows. Letyi g

bethestatethatis inputto senerS. Basednthatstate theagentcodegenerateaqueryq;(yi,o) to thesenerresource

Ri. Thesener'sresponsés x; 1 = Ri(di(yi,0)). Theagentcodecomputeghenext statey; 1 = fi(x,1,¥i,0). If additional

resourcequeriesare desired,the agentgeneratesyi(yi 1), obtainsresponses > = Ri(gi(yi,1)), andcomputesa next

statey; » = fi(Xi2,Yi,1), andsoon. After k; queriesthe agentcodedecideghatno furtherqueriesareneededq; (Vi k)

returnsa specialstopsymbol“¢”) and f; is appliedonelasttime, andthe resultingstatey; =y +1 = fi(¢,Yik) is

sentto the next sener aspartof theagentmigration? (Notethatk; = 0 is possiblejn which casethe agentis simply

usingcomputecycleson thesener) We denoteby yo = y1 o theagentS initial state. Figure3 shows this processn

a schematidashion.We think of y; asthe agents stateaftervisiting sener §; it containsthe (partial) resultsderived

therewhich maybeusedasinputsto latercomputationgloneatthe next or subsequergeners.If theseneris hostile,

it may reador write the agents memaoryarbitrarily—modifyy;, or the functionsg;, or f;. Of course the sener may

not understandvhatit readsor writes, e.g.,if the memorycontainsencryptedvalues,andits modi cations might be

detectedater. This would be the caseif the memoryvaluesare cryptographicallyauthenticatedisingdigital signa-

2We cancollapsethe multiple roundsof queriesto oneif the queriescaninclude functionalvalues(or Turing machineencodings)as query
parametersthis would simplify the notationby usingaform of mobile code(!), but obscuresheprocess.



turesor partialresultsauthenticatiorodeg PRACS)[32, 6, 25] associateavith them.In Sectionst and5, we will see

severalproposecdtryptographidechniqueshataimto protectthesepartialresults.

Figure3: Multi-hop AgentComputatiorModel
In addition to being multi-hop, the agent makes multiple rounds of queries to the server-side resources on each server.
Here each row of computation is performed on a different server.

Notethatin this model,an agentsener doesnot have to compromisethe resource(R(-)) in orderto subvert the
agents computation. Indeed,the agentsener and the resourcemay be embodiedin machinesthat are physically
locatedneareachother(andsolow latenyy RPCsarepossiblebetweerthem)but in differentadministratve domains
andtheRPCservicemayverywell behonest.To obtaintheeffectof theRPCservicelying to theagenttheagenisener
cansulvertthequeryinput,i.e., subvertingq(-) sothattheobtainedansweiis to adifferentquery:x; ; = Ri(q; (i,j-1)),
or subvertthecomputatiorof thenext statey; ; = /(X j,i,j—1) fromthecorrectresourceesponse; j = R (0 (Vi,j—1))-

Generallywewill assumehattheimplementationsf g; and f; areimmutablecodethatis cryptographicallysigned
by the agents authoror owner, sowhile their executionmay be subvertedon a dishonessener, ary codesubrersion
cannotpersistto honestseners—hut the mutablestatey; is subjectto attack.In the Sanctuarysecuritymodel[14], an
agents codeandtheinitial con gurationyg arecryptographicallysignedby the agents owner, andchangego either
would be detectedvhenthe agentarrivesat an honestsener. The signedcon gurationis typically carriedwith the
agentto later seners,wherethe agentcodewill usethe con guration to guide—andimit—its actions. We arenot
concernedvith the con gurationin this paper sowe will leave it embeddedn y; alongwith whatever authenticators

areused.



2.1 Agent Replay Attacks
2.1.1 AgentMigration Models

Mobile agentsystemsnayimplement‘strong migration” or “weak migration”. In essencestrongmigrationsystems
allow agentsto migrate mid-computation—théplace” of the computation(seeSection3.1) is changedas a side-
effect of somesystenrequestandthe entireagentinternalstate(possiblyexcluding externalreferencesjs movedto
the new machine.In weakmigrationsystemsthe agentsarerestartedrom scratchon the new sener with different
initialization messageghe agentprogrammersnusttake careto createthe appropriatenitialization messagesothe
next incarnationof theagentwill continuefrom wherethe previousincarnationeft off.

With eitherform of migration,the agentsystemimplementamigrationby transmittingthe agents'executionstate.
In strongmigrationsystemghis stateis automaticallyextractedby the systemjn weakmigrationsystemshe explicit
stateextractionis the duty of the agentprogrammer The extractedstateis then sentto the destinationhostasa

parametepf the migrationrequest.

2.1.2 Agent Migration and Replay

Senersreceve the stateof the migratingagent—abstractla closurein the strongmigrationmodel—performsome
computationandthat computationgenerateshe “next state”—anotherclosure—tobe passedo the next sener in

the agents itinerary. The messageontainingthe agentstate,whethera closureor a hand-craftedepresentatioof

the agents state,exists in somel/O buffer. Senersarefreeto copy its value,in essenceheckpointingthe agent.
Becausehe ability to checkpointandrestoreagentstateis inherentin mobile agentsystemsmalicioussenershave

the ability to rerunanagentan arbitrarynumberof times. While we would like to be ableto provide agentswith “at

mostonce” executionsemanticdor executingon senersoccuringonly oncein the agents'itinerary, the easewith

which checkpointareusedwould seemto make thisimpossible.

Thererunningof agentds analogouso messageeplayattackshatoccurin thecommunicationsecuritycontext.
Replaycanoccurevenif themalicioussener performsno codeanalysisjust asanattaclerin thenetwork canreplay
interceptednessagesvenif the messageareencrypted.In networking, “time to live” elds, sequenc&umberspor
noncesareusedto detectandeliminateduplicatemessage3ie will seebelov (Section3) a secureagentduplication
detectiormechanisnthatexpandson theseconcepts.

We divide agentreplayattacksinto two classesinternalagentreplayattacksandexternalagentreplayattacks.

2.1.3 Internal Agent Replay Attack



We de ne aninternal agentreplayattad to occurwhenadis- Replay!

honestkener S repeatedlyunsanagentwith differentquery '.
requestsy(yi,j—1),0 < j < ki to obtainfavorableresponses '

x1”j = Ri(g{(yi,j—1) or with modi cationsto the agents next- @
statecomputationy; j = f/(x; j,¥i j—1) until the outputstate @
variabley; j,0 < j < ki satis es somedesirability predicate @ H

d(yi,j), i.e.,thesenercanevolveits attackuntil asatishctory
outputstatey; i, is obtained.Runsof the agentwith unsatis- @
factoryoutputstatesaresimplydiscardedFigure4 illustrates

this attack. Note that only onedishonessener is involved, Figure4: InteralAgentReplayAtack
andthereareno externally observablesventsthatoccurwhich would make internalreplaysobsenable.

Agentscannot‘remember”having ran beforeon the dishonessener: in resettingthe agentto its earlierarrival
statethe sener alsowipesout all memoryof previousruns. Whatezer memoryis usedto hold this stateinformation
mustthereforebe externalto the agent,andindeedexternalto the dishonessener. Onemightimaginethatanagent
canprevent—ordetect—internahgentreplayattacksby storingin somesecureexternalmemorythat executionhas
commence@ndabortingif thisis notthe rst andonly timethatthis hasoccurred Withoutobfuscatedode however,
the dishonessener canalter the executionof agent—e.g.by temporarilymodifying the agents code—sathat the
checksof the externalmemoryvaluesarebypassed.

Notethat S doesnot needto “understand’q;(-) or fi(-); it merelyneedsto be ableto computethe desirability
predicated(-) to mountthis attack. Generally codeobfuscationis impossible[4], thoughperhapsobfuscatingvery
restrictedyet usefulclasse®f functionsis still possible.Currentlyonly very limited classe®f functionsareknown to
work [27].

Internalagentreplay attacksonly makessensedor the dishonessener if the sener cancomputeits desirability
predicate.This meanghatif theresultof the computations encryptedsomehev (e.g.,[8]), senerswould be unable
to computed(-) on the agentstateto gain (probabilistic)advantageover honestlyrunningthe agent. The encrypted
function schemegproposedhusfar, however, imposeheary performanceenaltiesand areimpractical. Practically

speakingthen,internalreplayattacksseemimpossibleto preventor detect.

2.1.4 External Agent Replay Attack

We de ne an external agent replay attad to occurwhentwo or more dishonessenersrepeatedlyrun an agent—

throughoneor morehonestenersbetweerthem—untilthe outputstatevariablesatis essomedesirabilityproperty



Figure5 illustratesthis processNotethatthe caseof two or moreadjacentolludingdishonesseners—e.g.with no
honestsenersbetweerthemin the agentstinerary—maybe analyzedby essentiallycollapsingthe dishonessener
nodesinto one,i.e., treatingtherun of dishonessenersasa singledishonessener. Thiskind of attackis essentially
aninternalreplayattackandis thusimpossibleto detect.

For externalreplaysthatinvolveoneor moreintermediate
honestsener, the situationis not asbleak. We will seein
Section3 solutionswherethe bracletedhonestsener helps

in detectingexternalagentreplayattacks.

2.2 StateModi cation

Supposeheattaclerunderstandtheagentscodeor datalay-
out. Suchanattacler may; in principle,be merelyintercept-
ing andmodifying messagem the network, or shemaybea Figure5: ExternalAgentReplayAttack
malicioussener thatis in anagentsitinerary. Here,know-

ing the agents codeor datalayoutis analogougo knowing

partialinformationaboutthe plaintext thatcorrespondo encryptednessagesndtheability to changehatstatecorre-
spondgo the “malleability” of theencryptednessag¢ll]. Securemobile agentsystemdransferthe agentstateover
encryptecandauthenticate@hannelg426, 32], soanattacler with only network accesshouldbe unableto modify a
migratingagents state.

The remainingthreatis compromisedr dishonestaigentseners. Sincecodeobfuscationis, in generalijmpossi-
ble [4] andsecureremotecomputatiorby reductionto circuits[8] appeardo betoo expensve, we would liketo nd
alternatve practicalmethodsfor protectinga multi-hop agents execution. First, let us describea simple prototypical
attackscenario Figure6 sketcheghe codeof anagentwhich obtainsa commandvhile on onesenerfor it to perform
oneof two actionswhenata latersener.

While the agentis runningon Senery, it obtainsadditionalcon guration instructions perhapsnteractvely from
its user on whatto do laterwhenon Sener,. Thedecision(or the datarequiredto make the decision)is embedded
in the statey1, y2, ... etccarriedto later seners,but to highlight it we separatét out asan extra booleanvariable
searchOrDeleteThe threat,of course,is that anintermediatesener betweenSener; and Senery is untrustworthy,
andcanalterthebooleanag searchOrDeleteNote that sanitycheckson datastructuresuchasstateappraisa[12]
cannotpossiblydetectif datavalues—e.g.the searchOrDeleteag—has beenchanged.Furthermorethosepartial

resultsauthenticatiortodeswhich requireencryptingtheresults[25] would make searchOrDeletanavailablefor use



Agent(Statey;,,)
migrate(Senern);
x = R(query (y;n); I/ Sener is trusted
searchOrDelete predicate  (x);
Y1 =f(XYin);
migrate(Sener);
... [* booleansearchOrDeletenodi ed? */
migrate(Sener);

if (searchOrDelede

result=findAllFilesContainin a(@yin));
else

result= deleteAllFilesContain ing (O(Yin));

Figure6: Agent ag: Place-Of-SeversusPlace-Of-Usevulnerability
Space of possible future execution should be constrained when the ag searchOrDelete is set. Since the ag is set at
a different server from when the ag is used, intermediate dishonest servers have the opportunity to change its value
inappropriately. Declaring variable final  does not help.

atalatersener. We will revisit this scenariovhenwe discussour proposedsolutions.

3 One-Way State Transitions and Monotonicity

Oneway to look at the agentreplay attacksis that we wish to enforcestatetransition—andime—monotonicity
This is a diametricallyoppositegoal to that usuallyencounteredn distributed systemswvherethe ability to rollback
computatioris oftendesirablg16]. With externalagentreplayattackswe detectwhena dishonessener rolls back
anagentandgenerate@nappropriateerror.

Thekey obsenationin preventingthereplayof mobileagentvertheiritineraryby malicioussenersis thatagents
cannotdependnstatethatthey carry. Agentstateis subjecto thecontrolof maliciousseners:thereplayingmalicious
sener canobviously resetthe agentstateto anearlierobsenedone,evenif overt statetamperings impossibledueto
carefulsanitychecking stateappraisalpr having the agentcomputewith encryptedvalues.

If anagentcannotrely onits own recordof whathasoccurredwhatcanit rely on? Someexternally maintained
stateis needed.We canrely on an outsideparty accessedia the network (whenthe agentis runningon an honest
sener, at least;seeSection6.1.2),or we canrely on the honestsenerson the replayeditinerary to maintainstate.
The former caseusesa modelsimilar to thatin the cooperatingagentsidea[22, 23], but usesit to solve a slightly
differentproblem: we detectinconsistentagentinternal statetransitions,ratherthan just deviationsfrom the agent
itinerary or inconsistentnal resultsafter computingin disjoint setsof possiblydishonesthost. Furthermoreijt is

immaterialwhetherwe use a trustedsener ratherthan anotheragent. In a distributed systemwhere high speed



systemsnake communicationgosta dominantfactorin thejob's time to completion,schemesuchasthe latterone
avoids additionalcommunicationstepsandthusis moredesirable Beforewe discusshesetwo approaches more

detail,we rst de ne whatwe meanby a one-way statetransition.

3.1 Notation

In orderto analyzewhat happensn mobile programssuchasthatin Figure6, we mustusea slightly moreconcrete
abstractiorof anagentprograms execution.Insteadof consistingof monolithic next statefunctionsf;(-,-), we must
usea modelthat canincorporatenotionsof registers,programcountersandmemorycontentsnrappedtogetherin a
statevariable.While we only informally describehe agents computatiorbelow, how to describét in formal models
suchasTuring machineor theRAM modelshouldbecleat

The agent—eaecutingmobile program—consistef aninternalstateanda placeor locationwhereit is running.
We assumehatthe migrationprocesanerelychangeghe place;theinternalstateis presered. We think of the place
asrepresentingropertiesof wherethe agentis running,includingthe namespaceis which externalresourcenames
areresohed. Theinternalstateconsistsof values—memorygontents—saill externalresourcesre manipulatedoy
name.

The statetransitionghatwe areconcernedvith arethosethatinvolve changedo the mobileagentsinternalstate.

First,we de ne the statetransitiongraph.

De nition 1 AstatetransitiongraphisagraphG = (V,E) whereV = {s: sis a programstate: and(s,t) e ECV xV,

andthereis a transitionfromstatestot in someexecutionof the program.

A statetransition(s,t) € E occurswheneer thereis a statechangee.g.,control o w transfer an ALU operation,
or memorymodi cation, that occursfrom s to t dueto the executionof a singleinstructionin someexecutionof
the mobile agents code. At a ne enoughgranularity even a noop causesa statetransition, since the program
countervaluechangesWe aredeliberatelyimpreciseaboutthe granularityof the statesn this model,sinceit will be

corvenientto usethis notationat differentlevels of abstractiorof the mobile agentexecution.

De nition 2 A pathexistsfromstot, denoteds — t, whenthere existsj = 0,...,nwhee sp = s, 5 =t, andVi =

0,...,n—1:(s,s+1) €E.

Whens — t, we alsosaythatt is reacdhablefrom s. Whenno pathexists (or s /4 t), we saythatt is unreadablefrom

S.

De nition 3 A one-way statetransitionexistsfromstot if (s;t) € E andt 4 s. We denotethisby s~ t.



One-vay statetransitionsare interestingto us becauseheir occurencemplies an irreversablestatechangein the
(mobile) program—theagententersa portion of the statespacerom whichit shouldnever escapeln the exampleof
Figure6, oncesearchOrDeletés setby evaluatingpredicatéx), its valuedoesnot changeandwhatthe agentwill do

on Senel; shouldbe x ed.
De nition 4 A statex is inconsistentvith a one-waystatetransitions~- t if t 4 x.
De nition 5 A one-waystatetransitions ~ t’ is inconsistentvith a secondone-waystatetransitions~ t if t /4 t'.

De nition 6 Two one-waystatetransitionss~~ t ands' ~ t' are mutuallyinconsistentf t 4 t' andt’ /4 t.

3.2 External State Transition Veri cation

By using a programrunning on an external machineor a securecoprocessof31] to monitor the executionstate
transitionswe candetectexternalagentreplayandsomestatemodi cation attacks.This externalprogrammay be a
standardserviceavailableat mary (or all) senersor another{cooperating/monitoringagent.

The ideahereis thatthe remoteserviceimplementsa statetransitioninconsisteng detection(STID) algorithm,
which recordsand monitorsone-way statetransitionsthat occur during the executionof the agent. As the agent
programmakesstatetransitionsmessagearesentto the monitor, whichthencanraiseanalarmif ary inconsistencies
aredetected.

For eachagentinstance(id), the detectormaintainsa monotonichit bs..; € {0, 1} associatedvith every one-way

statetransitions~» t in theagents code:
¢ Whentheagentstarts all thebits arecreatecandcleared.
e Whentheagentreportsthats ~+ t hasoccurredwe look for statetransitioninconsistencies:

— Examinebs..;. If it is alreadysetthenanagentreplayattackhasbeendetected.
— Examineall bits by._,v wheres ~ t is inconsistenwith s ~ t’. If any areset,thena statemodi cation
attackhasbeendetected.

o |f noattackis detectedsetbs..t.

The salientpropertyis thattheseone-way statetransitionmonitoringbits aremonotonic:onceset,they cannever be
cleared.The monotonicityof their valuemirror the one-way natureof the statetransition.
In orderfor STID to correctlydetectinconsistenciegsheagentmustbe properlyauthenticatedSinceagentannot

ef ciently usecryptographideysonasenerwithoutthatseneralsogainingunfetteredaccesso thosekeys, notethat

10



adishonessener caneasilycausesTID to raisealarmswhenthe agentlater executesat anhonestsener, effectively
creatinga denialof service“time-bomh” We arenotlargely concernedvith the potentialof denialof serviceattacks
by dishonestenersthatagentshave ontheir itinerary, sincethosesenerscandery serviceusingsimplermeans.

In practice the statespaces oftentoo largeto be explicitly representedanda coarsergrainedstatespacerepre-
sentationis usedinstead,.e., a statetransitionmay representhe executionof basicblocksof the agentprogramor
evencontainentirecontrol- ow structuressuchaslooping constructs.In programssuchasFigure6, we do not care
whathappensn the agentcodebetweerthe migrate to Sener, andthe arrival to Sener,. All thatmattersis thatthe
statetransitionthe passof controlto theelse block:

result= deleteAllFilesContai nin g(ain));
is inconsistenwith theone-way statetransitioncorrespondingo settingsearchOrDelet® zero.OncesearchOrDelete
hasbeensetto zero,thatfalsebranchshouldnever betaken. A similar situationexistsfor the statetransitionscorre-
spondingo settingsearchOrDeleté oneandtheentryto thetruebranch:
result=findAllFilesContain ing (9(yin));

Similarly, in the caseof the externalagentreplay attack (Figure 5), the one-way statetransitionof arriving at
Sener; mustoccuronly once—tryingto setthe correspondindpit whenit is alreadysetmeanghatarrival to Senery
had occurredoncealready and that the currentagentis a replayedcopy. This checkenforcesan “at mostonce”
semanticdor visiting hostswhich occuronly oncein theagentsitinerary.

While it may seenthata one-way statetransitionmonitor might work for internalagentreplayattacksthisis not
strictly true. This approactonly worksif the malicioushostcannot‘understand’the executionof the agentunderits
control—otherwisg¢he hostcansimulatethe I/O with the externalmonitorandfake thetransferof ary statetransition
noti cations; suchasimulationwill notbedetectedintil thehostis forcedto actuallysendsuchanoti cation, typically
prior to lettingtheagentmigrateto anotheisenernotundertheadwersaryscontrol. Whenthereis arunin theitinerary
of senersunderthe adwersarys control, noneof the statetransitionnoti cations needever be sentto the monitoring

agentuntil theagenteavesthelastsenerin thatrun.

3.3 Local State Transition Veri cation

Not all of thecheckamplementedy STID algorithmhaveto beperformedata centralsener. Indeedthecheckamay
bedistributedamongthe hoststhatthe agentvisits, eliminatingextramessageoundtripsat the expenseof areduction
in coverage Let usexaminethis alternatvein alittle moredetail.

Insteadof maintainingall the one-way statetransitionbits bs..; at a separatecentralsener, we would like to

maintainsomeof their valueson the agentsenerson which the correspondingne-way statetransitionsoccur This

11



is not possiblefor all suchbits, but is feasiblefor mary. For example,all the bits correspondingo one-way state
transitionsof migration arrival may be kept on the agentsener, sincethe arrival event must necessarilyoccur at
the target host of the migrate request. (If the eventoccurselsavhere,it is an obvious error or attack.) Similarly,
wheneerall memberof a setof mutuallyinconsistenbne-way statetransitionswill take placeonthe samehost,the
correspondingne-way statetransitionbits may be maintainedon thathost. For sucha setS= {s; ~ t;} of mutually
inconsistentransitionswe cancompresghe presentatiorirom a vectorof statetransitionbits to a set-oncevariable
Vs € {undef,1,2,...,|9}, wherethe valueundef correspondso the all-bits-clearedstateand1 < i < |§ corresponds
to whenonly bit by ..y is set.

Locally maintainedone-way statetransition monitoring monotonicvariablessufces for detectingall external
agentreplayattacks.Furthermoreit hasnegligible performancempact—theoverheadf migrationvastlydominates
the costof looking up, checking,andsettinga singlebit. Sinceatleastonehonesthostexistsin thereplayloop, the
honeshost(s)will correctlyrunits portionof thedistributedSTID algorithm,andthereplaywill bedetectedtthe rst
honestsener of thereplayedportion of theitinerary. For agentsener hoststhatoccurmorethanoncein the agents
itinerary, the agentcan maintaina monotonicvisit-countvariable (perhapswith additionalcontext information)to

detectreplays.Sucha securevisit-countvariablesene ananalogousole to thetime-to-live eld in IP paclets.

4 Forward Secue Signaturesand Monotonicity

Somestatetransitionssuchasthe settingof nal variables[13] areintendedto be one-way operations:oncea nal
variableis set,it may never be changed.Contactinga centralSTID monitorwheneer sucha variableis setandused
would detectinappropriatenodi cations to its value, but would incur a network traf ¢ (N.B., we neednot wait for
aresponsdrom the STID monitorif we canexecuteforward optimistically). In this section,we review andanalyze
the notion of Partial ResultsAuthenticationCodes(PRACs) and considerthe useof new forward-secureublic key
signatureschemesisanalternatve way to securethe valuesof suchvariables.

The notion of partial resultsauthenticatiorcodesis to have the agentattachan authenticatotagto partial results
computedat a sener. In our notation,in additionto computingy; on sener Sener;, the agentalso computesthe
tagt; = PRAC(Y;), wherePRAC is a possiblystatefulpartial resultsauthenticatioralgorithm. (In practiceonly a
projectionof y; is used sincenotall dataencodedn y; aresecurityrelevant.) Thetagmaybegeneratedisinganumber
of cryptographicschemessuchasforwardsecuremessagauthenticatiorodes(FS-MACS)[6, 7], or forwardsecure
digital signature(FS-Sig)schemeg3, 5, 1, 20, 15]. The useof FS-MAC schemedor protectingagentcomputation

hasbeenexploredelsavhere;herewe will concentrat®n the useof forwardsecuresignatures.
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How forward securesignaturecanbe usedis simple: the generatedagt; is simply the signatureof y; usingthe
forward securesignaturescheme;when checkingthe signature the veri er candeterminewhenthe signaturewas
generatedi.e., how mary “time periods”hadoccurredfrom whenthe cryptographickeys materialwere generated.
Prior to migratingto the next sener, the agentperformsthe “key update”operationand destrgs all copiesof the
originalkey. This advancegheschemedo thenext time period. Thereaftetheagents only ableto generatesignatures
for the next time period—whichcorrespondso the next agentsener—andthe agentmigratesto the next senerwith
this updateckey.

As notedby Hohlfeld et al., [14], thereare subtlenuancesn the applicationof forward securecryptographyto
mobile agentsecurity In particulat the protocolsneededor transferringkeys aspart of the agentmigrationprocess
mustprovideforwardcon dentiality, sinceotherwisdong-termkeys heldby thesenersendangetheforwardsecurity
propertyof theforwardsecurecryptographicschemeThisis aconcerrfor FS-Sigschemesswell asforwardsecure
MACs.

Forwardsecuresignatureschemesreattractve for generatind®RACs. Unlike FS-MACs, theauthenticatedalues
maybeveri ed by ary latersenernodein theagentsitinerary. Beingpublic key signaturesthe partialresultscanbe
veri ed to befreefrom maliciousstatemodi cations anywhere without having to migrate*home”. For example this
enablesnobileagentdo performpossiblyirreversibleactionswithout having to migratehomefor veri cation, saving
extranetwork roundtrips.

Forward securecryptographyfor protectingmobile agentsworks well whenthereis only onedishoneshostin
the agents itinerary, but providesfew guaranteed thereare multiple maliciousagentsenersthat could colludeto
compromisethe agents execution. The importantproperty provided by the “key update”operationof all forward
securecryptographicschemess that the userlosesthe ability to performcertain cryptagraphic opemations e.g.,to
generatgagsthatwould verify asif they weregeneratediuringanearliertime periodor while runningon anearlier
agentsener. Thisis a one-way operation—generallthe analysisprovesthatit would be computationallyinfeasible
to recover thevalueof the keys beforethe updatefrom the output.

Unfortunately while one-way operationsareinvolvedin the key update the cryptographicschemesely on cor
rectly erasingall earlierversionsof the keys. A dishonestgentsener, of course,doesnot have to allow anagent
to properlyrun a key updatealgorithm, and canretain copiesof old keys. Sincekey updatealgorithmsare deter
ministic, sucha malicioussener cangenerateall the keys usedin on later seners. Whenthereare morethanone
dishoneskenerson theagentsitinerary that collude,all partial resultsgeneratedt honestsenerssituatedbetween

thedishonessenersaresubjectto attack.
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5 Protecting Partial Results

The moregeneralproblemof protectingthe internal stateof mobile agentsncludesprotectingall relevant state,not
just nal variables.Partial results(encodedn y;) computedat seneri, needto besecuredn suchaway thatboththe
agents ownerandlatersenerswhich needto usethosepartialresults.

Theinability of forwardsecurecryptographicschemeso provide strongprotectionwhentherearerepeatedodes
or colludingnodesin the agentitinerary hasmotivatedusto explore alternatve partial resultsauthenticatiorschemes
thatrequirea slightly differentsetof assumptions.

The designof somepartial resultsauthenticatiorschemeg32] avoidedthe useof ary long-termcryptographic
keys held by the agentseners;this removesthe incentive for anattacler to try to compromisean honestsener after
theagenthadmigratedaway from it in orderto gaintheuseof long-termkeysthatwould enabletheattaclerto subvert
theagentcurrentlyrunningon his or hersener. This minimizesthemotivationtime window for mountingattacks We
wouldlik e to preserethis property

Below, we assumdahat agentsenerspossesgryptographickeys—they would have to in orderto useSSL/TLS
to protectthe agentmigrationprocessn ary case—andomeof thesekeys areusedby a forward secureencryption

schemd3, 9,19.

5.1 Notation

In our expositionbelow, h(-) denotesa cryptographichashfunction, FSEx(m) denoteshe forward-securencryption
of messagen usingkey k, and FSE,1(c) denotesthe forward-securedecryptionof ciphertext c. We are largely
unconcernedavith key updatesandwhile the key updateperiodmustbe globally known, we will omit thekey update
operationgn our description.“Normal” public-key encryptionof messagen with public key k is denoted{m}, and
decryptionof cipertet ¢ with the corresondingorivate key k=* is denoted{c},-1. We will alusenotationslightly
anddenotepublic key signature—witrmessageecorery—as{m},-1—andtheveri cation operationas{s }x which
returnseithertheveri ed messagenwheres = {m},1, or L if veri cation fails. (For example,for RSA signatures,
the signature{m},—1 denoteg'm,h(m)4 modn), whereh denoteghe hash/encodeperationsd the secretexponent,
andnthemodulus.)If athesignatureschemeutputsa“baresignature’{fromwhichmessageecoveryis notpossible),
we usek~1(m) to denoteit. (In the example this would be h(m)® modn.)

We will besomavhatliberal aboutthe securityof thefunctions,i.e., his collision resistantFSE is non-malleable,

etc.
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5.2 Protecting Partial Results

An agents identity id is a securelycompressedersionof its natural name nn = {code,con g}, wherecode is the
codeandcon g is theread-onlydata,includingall initial con gurationinformationanda ownersuppliednoncefor

theagent.The naturalnameis long andunwieldly, sowe typically useid = h(nn).

5.2.1 SetUp

Agentowner O useshis or hersignaturekey kal to attachto theagentaresultsveri cation vector:
v = {id, ki, FSEs, (id, k; 1), k2, FSEs, (id, k5 1), . ., kn, FSEs, (id, k;l)}k61 1)

Notethateventhoughv is read-onlyit cannotbepartof theagentsread-onlycon gurationcon g—thevalueof con g
is input to the one-way hashfunctionthatoutputsid, andit shouldbeimpossibleto solve this recurrenceBecausef
this, con g shouldcontainthe owner'sidentity O or the owner's signatureveri cation key ko; otherwiseit would be

easyfor anattaclerto “take over” arunningagentandbecomsets nexv owner.

5.2.2 BeforeLeaving a Server

After anagenthascompletedts partial computatiorat the it sener in the agents itinerary, it needsto authenticate
thepartialresultsgenerateat this sener. Lety; denotethe partialresult.

To performthe authenticationthe agentmustaskthe senerto decodev anduseits privatekey 3‘1 to decryptthe
signaturegeneratiorkey from ¢; = FSEg (id,ki_l). Note thatwhenx; is decryptedandparsedtheid is checled by
the sener to preventa cut-n-pastettack. Becauseof this, FSE mustprovide non-malleability—malleabilityof the

ciphertext ¢; may enablethe adversaryto createc] = FSEg (id’, k; 1) to enablethe decryptionkey ki_1 to beusedwith
abogusagentid’.

The correspondingsignatureveri cation key, ki, is not encryptedandis certi ed by O sincev is signed. Note
that sincethis key is usedonly once,a one-timesignatureschemeg.g.,basedon chainsof one-way hashfunction
applicationg[10], may be used. Next, the agentsimply computeéq‘l(yi) asthe partial resultssignature,andthen
migratesto the next sener.

Agentsener hostsdestrq its copy of ki~ ! whenthe agentmigratesto the next sener. However, an attacler that

obtainsv andbreaksin to seneri to gainaccesso S canstill decryptk;” L fromv. We requirethatS~ lisactuallyakey

usedfor a forward-securencryptionschemeandthe key updateperiodlimits thetime periodduringwhich a sener
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compromisas still useful,i.e., S‘l = S‘l(t), andafterthe key is updatedt is computationallyinfeasibleto recover

theearlierdecryptionkey.

5.2.3 Verifying Earlier Results

Becauséhesignatureveri cation keysaresignedby theagentowner O andappeaunencryptedn v, verifying partial
resultsgeneratec@ndsignedat anearlier(i™) hostin anagentsitineraryis easy:we usev asthelastlink in a public

key certi cation hierarchyto verify theauthenticityof ki. Givena partialresulty; andits signatures, we justcompute

{s}« afterverifying k;.

5.2.4 Security Analysis

By usingFSE, we provide atime boundon the desirabilityof breakinginto a sener afteranagenthasleft. While the
motivationtime window is muchlargerthanthatfor forward securecryptographicschemesvherekey updatesoccur
astheagentleaves,thisis areasonablérade-of for robustnes@gainsimultiple malicioushosts.

Anotherdravbackfor the useof the resultsveri cation vectoris thatin orderto properlycalculatev, the agent
owner mustcorrectly estimatethe worsecaseagentarrival time for eachof the senerson theitinerary. The agent
owner mustbalancetherisk of late arrival—which makesv uselessandthereforewould causethe agentto abort—
againstthe risk of having a large time window during which a later malicioussener would wish to attackearlier
senersin theitinerary.

Theconstructions relatively straightforvardto analyze andwe omit a concretesecuritystyle computatiorof the
attacler succesgprobabilities.

The useof STID togethemwith resultsveri cation vectorsdefendsagainstitinerary attacks.We notedearlier[32]
thatby askingthe currentsener hostits identity andthe identity of the hostfrom which the agentarrived,agentscan
ensurethat deviationsfrom the itinerary muststartandstopat a dishoneshost. By checkingthatthe partial results
generate@tseneri areproperlysignedwith ki_l, we ensurghatall hostsin theitineraryarevisitedatleastonce.By
the useof the STID monitoringbit for the arrival event, we have ensuredhat eachhostin the itinerary is visited at
mostonce.Thus,all honestostsin theitinerarymustbevisited, thoughwithout additionalchecksthe orderin which

maximalall-honest-hostsegmentsarevisited maybe swapped.
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6 RelatedWork

Therearethreebroadareasof relatedwork. First, we describeechniquesisedto monitoror checkagentsor signsof
tampering.Next, we describeothersystemssecuritytechniqueshatbearsomesimilarity to the monotonicvariables
usedin the one-way statetransitionframework. Finally, we discusstechniquedor protectingthe resultsof remote

execution.

6.1 Techniquesfor Monitoring/Checking Agents
6.1.1 StateAppraisal

Because hostilesener canfreely modify anagents memoryandcreateinconsisteng in theagents datastructures,
Farmeret. al. suggestedhe ideaof “state appraisalfunctions”[12], whereuponarrival to a newv sener, an agent
performsa self-checkto verify thatthe appropriatanvariantsare presered. While the effect of trying to do sucha
self-checkwhile on a malicioussener caneasilybe nulli ed, thekey obsenationis thatwhenthe agent(eventually)
arrivesatanhonestsener, earliertamperingmay be detected.

The kinds of veri cations dependson the datastructuresinvolved, but generallyare inexpensve. In addition
to structuralinvarianceshowever, thereare datavalue sanity checksthat are necessarilyapplicationspeci c. For
example,verifying thata singly linked list of unsortedntegershasnot beenmodi ed to containa cycle (e.g.,using
therho method)will notdetectif all of thevalueshave beenchanged.

Generalizingthe approachof stateappraisalwe canimaginevarioussortsof sanity checkingto be doneupon

arrival to anew, hopefullyhonestsener.

6.1.2 Cooperating Agents

Roth suggestedhe useof multiple cooperatingagentswhich canverify eachother's execution[22, 23]. A critical
assumptiornis that senersare placedinto disjoint setswheresetmembersmay collude only with othermembersof
thatset. This stratayy is effective only if this requirementanberealisticallymet. In orderfor accuratepartitioning
to work, reliable dataaboutthe collusiongroup membershigs needed.Suchinformationis likely to be inherently
unreliable andrequirea trustedoutsidesourceof securityinformation.

Earlier Schneideproposed voting-basedchemg?28], whereseveral copiesof anagentindependentlcompute
and comparetheir resultsat intermediatestages. Here the securityassumptionis that only a fraction of the agent

senersmay be compromised.This approacheliminatesthe needfor a priori knowledgeaboutthe trustworthiness

17



of the seners,but theindependencassumptiormeanshatit cannotdealwith common-modesecurityfailures,e.g.,

whenall senerswith a certaintypeof resourcearedishonest.

6.1.3 Privilege Separation

Provos' privilege separatiorf21] ideagivesprotectionagainstprivilege escalatiorattacksby separatingut codethat
requiresprivilegesinto a separatgrocess. This ideawas appliedto OpenSSHo defendthe sshd sener process
againstunforeseemrivilegeescalatiorattacks.

Themainideais thatthe original large privilegedprocesss now separatedhto two: a privilegedprocessandan
unprivilegedone. The unprivilegedprocesss still large andpotentiallysubjectto attack,andthe privilegedprocess
monitorsthe executionof the unprivileged process. The monitor incorporatesa hand-craftednite-state machine
(FSM) modelof the unprivilegedprocesss execution,andrequestgrom the untrustedprogramfor privilegedactions
are rst checledfor consisteng with theFSM model.If arequesthatis inconsistentvith the FSM modelis detected,
theunprivilegedprocessmusthave beencompromised.

In STID, the one-way statetransitionmonitor bits bs...; sene to detectinconsistencies the agents execution,in
muchthe sameway thatthe FSMis usedto detectinconsistenciem privilegeseparationUnlike privilegeseparation,
STID is agenerakerviceusedby mobileagentdo performselfexamination:agentonly needto detectdatatampering
performedat earlier dishonestseners, sincewe can safely assumehat the agentcode and con guration dataare

unmodi ed.

6.2 Giving Up Abilities

The following techniquesharethe commonthemeof “giving up the ability to performoperations”.The monotonic
variablesusedwith STID have similar propertiesby settingabit correspondingo a one-way statetransition theagent

effectively givesup the ability to make thattransitionagain.

6.2.1 Forward Secur Cryptographic Schemes

All forwardsecurecryptographicschemesnvolve someform of “k ey updateoperationwheretheability to decrypt,
sign,or MAC datais reducedn someway. Generally this reductionin ability dividestime into distinct periodsand
protectshe userof theseschemessincea laterkey compromisecannotinvalidateoperationgperformedearlier In the
caseof FS-Sig,for example,signaturesnown to have beencreatedprior to the compromiseremainvalid, sincethe

compromisedkey cannotbe usecdto forgesignaturegrom earliertime periods.
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6.2.2 Physically ProtectedMemory

InthelBM 4758securecoprocessgaccesso battery-backdsecureRAM is carefullycontrolled[29]. Notonly would
the 4758self destructby erasingall secureRAM contentdf arny attemptat physicalpenetratiormand measuremeris
detectedthe secureRAM is logically protectedby carefully controlling accesgo its contents. Typically the secure
RAM containscryptographickeys. An importantgoal of the 4758 designis to not only prevent a badly behaing
applicationfrom divulging secureRAM contentsput to alsooffer protectionagainstkernel-lezel compromisesrom
disclosingthe secureRAM contents.

The stratgy employed in the 4758 designis simple and elegant. A hardware “ratchet” is includedwithin the
tamperdetectionervelopewhich controlsaccesgo the secureRAM. After a completereset,all of the secureRAM
is accessibleHowever, asthe bootstagegprogressedhe accessatchetis advancedandaccesgo the moresensitve
portionsof thesecureRAM is withdrawvn. The hardwareaccessatchetis designedo advancemonotonicallyandthe

only way its valuemayberesetis througha power-on reset.

6.3 Protecting Results
6.3.1 Ajanta

Our resultsveri cation vectorprovide a similar serviceto that of Ajanta's TargetedStatenechanisnj18], delivering
con dential datato be usedat a particularsener. The Ajantadesignleavesthe dataandits useunspeci ed,anddid
not take advantageof this for resultsveri cation. Furthermorethe TargetedStat@ncryptedobjectsare subjectto a
cut-and-pastattack,wherethe encryptecbjectscanbe copiedinto a TargetedStatebjectfor a completelydifferent
(malicious)agentthe solepurposeof whichis to returnthe decryptedbjectoncethe Ajantasener hasdecryptedt.
In additionto binding the encryptedsignaturekeys to the agent,our resultsveri cation vectorplaysdoubleduty

asalink in acerti cation chain,enablingpartialresultsto beveri ed atary time.

6.3.2 Proofsof Correctness

Remotelyevaluatedresultscantheoreticallybe veri ed [2, 8]. While thesetechniquesareefcient in the sensehat

they involve polynomialtime algorithms they arenotef cient in practicalterms.
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7 Conclusion

Theideasof monitoringone-way statetransitionsandof resultsveri cation vectorsimprovesthe chanceshatattacks
by dishonestagentsenerswill be detected. Thesetechniqueshow that greaterdetectionsensitvity is possiblein
practice,without unacceptabl@erformancdosses.For externalagentreplayattacks,a simpledistributed variantof
theSTID algorithmsufces to detectall suchreplayswith negligible overheadTo protectpartialresults acombination
of usingSTID andresultsveri cation vectorscanprovide protectionat varyinglevelsof granularity:STID permitsvery
ne-grainedtamperingdetectionjncursagreatdealof network overheadbut adddlittle lateng if thecomputatiorcan
run forward opportunistically;resultsveri cation vectors,on the otherhand,provide inexpensve but coarsegrained
resultstamperingdetection.NeitherSTID nor veri cation vectorsprovide ary privacy of remotecomputation.

To make STID moregenerallypractical,algorithmsandtoolsmustbe developedto nd appropriateone-way state
transitionsthat are securityrelevant. Therehasbeenrelatively little work on forward securepublic key encryption
schemesandimprovementsvould bedesirable.

The performancegapbetweertheoreticalresults[2, 8] andpracticalprotectionschemess quite large,andaddi-

tionalwork to developimprovedpracticalschemess still needed.
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