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Abstract

Remotelyexecutingmobilecodeintroducesa plethoraof securityproblems.This paperexaminesthe“external

agentreplay” attack,identi�es thenotionof one-way programstatetransitions,describestheuseof monotonicvari-

ablesasapracticalmethodfor detectingtheseattacks,examinesthemoregeneralproblemstatemodi�cation attacks,

andintroducestheuseof “resultsveri�cation vectors”to protectagentsfrom attack.

1 Intr oduction and Moti vation

While theremoteexecutionof codeeliminatesmostof thecommunicationslatency dueto multiple messageround-

trips neededfor repeated,possiblylong distance/highlatency RPCs,its attractionis greatlydiminishedby critical

securityneeds:without knowing whethermaliciousservershave subvertedthe remotecomputationor have spied

on the agent,how canuserstrust the obtainedresults?Thoughrecenttheoreticaladvances[2, 8] show that remote

executioncanbe ef�ciently veri�ed in principle, the needfor reductionsvia Cook's theoremmakestheir practical

infeasibilityobvious.

Mobile agents—aform of mobilecode—arevulnerableto attackfrom theserversuponwhichthey run. A dishon-

estservercansubvertamobileagent'sexecutionin many ways.Justasaservercanlie to clientprogramsin response

to anRPCrequest,agentserversuponwhichmobileagentsruncanlie to agentsin responseto servicerequests.Agent

serverscandomuchmorethansimply lie to agents,however, andthismakesthemobileagentsecurityproblemmuch

moreinterestinganddif�cult. 1 An agentserver is a powerful adversary:it canexaminetheinternalstateof a mobile

agent,it canalter thatstate,it canevensubvert theagent'sexecutionon aninstruction-by-instructionbasis.(Note,of
�
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1If theagentmerelymigratedto anagentserver locatednearertheRPCserviceto lower latency costs,theRPCservermight behonestbut have

its messagessubvertedby theagentserver.

1



course,thatthestatemaybeencryptedor otherwiseprotected,sotheservermaynot “understand”theinternalstateor

know how to modify it pro�tably.) Indeed,theservercanchooseto not run theagentat all, but insteadmake changes

to theagent's statein a mannernot prescribedby theagent's code,or createa new stateout of thin air andpassit to

thenext serverasif it werelegitimatelycomputed.

Whenan agentmigratesamongthe hostsin its itinerary, it may carry data—resultsderived while executingon

earlier servers—intoa dishonestserver wherethat datais maliciouslymodi�ed prior to beingcarriedout to other

normal,honestservers. Of course,in generalwe do not know which of theserverswereactuallydishonest,andone

armof amulti-prongedmobileagentsecuritydefenseis to enablethedetectionof suchmodi�cations.
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(a) RPCsrequiremany roundtrips
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(b) Migrationhasonly oneroundtrip

Figure1: RPCversusmigration.

When an agent migrates to a server, the RPCs become

local requests and do not experience large network la-

tencies.

In this paper, we examine the state modi�cation de-

tection problemintroducedand addressedin earlier works

[12, 32, 17, 33, 24], de�ne two classesof agentreplay at-

tacks and describehow such replay attackscan invalidate

cryptographicprotocolsdesignedfor protectingtheresultsof

partialcomputations,examinethegeneralnotionof one-way

statetransitionsandfocuson how it canbe usedto protect

autonomousmulti-hopagents,in particular, againstagentre-

play attacks. (We do not, however, addressthe questionof

serverslying to agents.)

The next sectiondescribesthe statemodi�cation attack.

Next, Section3 explains the one-way state transition ap-

proachfor protectingmulti-hopagentsandanalyzesits secu-

rity properties.We discusstheuseof forwardsecuresigna-

turesto protectpartialresultsin Section4, andthenexamine

an alternative meansof protectingpartial results—aresults

veri�cation vector—which provides securityeven when thereare multiple colluding hostsin an agent's itinerary.

Section6 explainsthe earlierapproachesto detectingstatemodi�cations, discussestheir drawbackswhenmultiple

maliciousserversareinvolved,andexaminesothersecuritytechniquesthat�t into theone-waystatetransitionframe-

work. Section7 concludeswith a summaryandsomefuturedirections.
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2 Agent Model and StateModi�caton Attacks

Mobile agentsautonomouslymigrateto remoteserversandperformsomecomputationsat eachserver. In our model,

theprimaryreasonfor migrationis to improvecommunicationef�ciency by co-locatingthecomputationwith somere-

sourcethatisavailableateachof thetargetservers.Withoutmigration,repeatedremoteaccessesto thatresourcewould

have resultedin multiple RPCsandmultiple request/responseroundtrips—insteadof payingfor thecommunications

latency many times,agentmigrationenablesef�cient, low latency accessesat the costof a singlecommunications

roundtripdelay. Figure1 shows thelong-distanceroundtripreductionof usingmigrationoverRPCs.

Home

Server 1

Server 2 Server 3

Server 4

Server 5Server 6

Figure2: Migratingagentsvisit severalserversin turn.

We assumethat distributed computationexhibit remote

resourceaccesslocality—eachof many remoteresourceis

accessedrepeatedlyandin differentphasesof thecomputa-

tion. This motivatestheuseof agentsthathave a migration

itinerary, a list of serversthat it visits in turn. Figure2 illus-

tratesanagentthatvisits six servers.

Whenan autonomousagentmigratesto a server, it car-

ries with it the resultsof computationperformedat earlier

servers,andperformsqueriesto someresourcecontrolledby

theserverwhile it is there.Wemodelthisasfollows. Let yi � 0
bethestatethatis input to serverSi . Basedonthatstate,theagentcodegeneratesaqueryqi

�
yi � 0 � to theserverresource

Ri . Theserver'sresponseis xi � 1 � Ri
�
qi

�
yi � 0 ��� . Theagentcodecomputesthenext state,yi � 1 � fi

�
xi � 1 � yi � 0 � . If additional

resourcequeriesaredesired,the agentgeneratesqi
�
yi � 1 � , obtainsresponsexi � 2 � Ri

�
qi

�
yi � 1 ��� , andcomputesa next

stateyi � 2 � fi
�
xi � 2 � yi � 1 � , andsoon. After ki queries,theagentcodedecidesthatno furtherqueriesareneeded(qi

�
yi � ki �

returnsa specialstopsymbol“ � ”) and fi is appliedonelast time, andthe resultingstateyi � yi � ki � 1 � fi
� � � yi � ki � is

sentto thenext serveraspartof theagentmigration.2 (Notethatki � 0 is possible,in which casetheagentis simply

usingcomputecycleson theserver.) We denoteby y0 � y1 � 0 theagent's initial state.Figure3 shows this processin

a schematicfashion.We think of yi astheagent's stateaftervisiting server Si ; it containsthe(partial) resultsderived

therewhichmaybeusedasinputsto latercomputationsdoneat thenext or subsequentservers.If theserver is hostile,

it may reador write theagent's memoryarbitrarily—modifyyi , or the functionsqi , or fi . Of course,theserver may

not understandwhat it readsor writes,e.g.,if thememorycontainsencryptedvalues,andits modi�cationsmight be

detectedlater. This would be thecaseif thememoryvaluesarecryptographicallyauthenticatedusingdigital signa-

2We cancollapsethe multiple roundsof queriesto one if the queriescanincludefunctionalvalues(or Turing machineencodings)asquery
parameters;this would simplify thenotationby usinga form of mobilecode(!), but obscurestheprocess.
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turesor partialresultsauthenticationcodes(PRACs)[32, 6, 25] associatedwith them.In Sections4 and5, wewill see

severalproposedcryptographictechniquesthataim to protectthesepartialresults.
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Figure3: Multi-hop AgentComputationModel
In addition to being multi-hop, the agent makes multiple rounds of queries to the server-side resources on each server.
Here each row of computation is performed on a different server.

Note that in this model,anagentserver doesnot have to compromisetheresource(R
��� � ) in orderto subvert the

agent's computation. Indeed,the agentserver and the resourcemay be embodiedin machinesthat arephysically

locatedneareachother(andsolow latency RPCsarepossiblebetweenthem)but in differentadministrativedomains

andtheRPCservicemayverywell behonest.Toobtaintheeffectof theRPCservicelying to theagent,theagentserver

cansubvertthequeryinput,i.e.,subvertingq
��� � sothattheobtainedansweris to adifferentquery:x

�

i � j � Ri
�
q
�

i
�
yi � j � 1 ��� ,

or subvertthecomputationof thenext stateyi � j � f
�

i
�
xi � j � yi � j � 1 � from thecorrectresourceresponsexi � j � Ri

�
qi

�
yi � j � 1 ��� .

Generallywewill assumethattheimplementationsof qi andfi areimmutablecodethatis cryptographicallysigned

by theagent's authoror owner, sowhile their executionmaybesubvertedon a dishonestserver, any codesubversion

cannotpersistto honestservers—but themutablestateyi is subjectto attack.In theSanctuarysecuritymodel[14], an

agent's codeandtheinitial con�gurationy0 arecryptographicallysignedby theagent's owner, andchangesto either

would be detectedwhentheagentarrivesat an honestserver. The signedcon�guration is typically carriedwith the

agentto later servers,wherethe agentcodewill usethe con�guration to guide—andlimit—its actions.We arenot

concernedwith thecon�guration in this paper, sowe will leave it embeddedin yi alongwith whateverauthenticators

areused.
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2.1 Agent ReplayAttacks

2.1.1 Agent Migration Models

Mobile agentsystemsmayimplement“strongmigration” or “weak migration”. In essence,strongmigrationsystems

allow agentsto migratemid-computation—the“place” of the computation(seeSection3.1) is changedas a side-

effect of somesystemrequest,andtheentireagentinternalstate(possiblyexcludingexternalreferences)is movedto

thenew machine.In weakmigrationsystems,theagentsarerestartedfrom scratchon thenew server with different

initialization messages;theagentprogrammersmusttake careto createtheappropriateinitialization messagessothe

next incarnationof theagentwill continuefrom wherethepreviousincarnationleft off.

With eitherform of migration,theagentsystemimplementsmigrationby transmittingtheagents'executionstate.

In strongmigrationsystemsthisstateis automaticallyextractedby thesystem;in weakmigrationsystemstheexplicit

stateextraction is the duty of the agentprogrammer. The extractedstateis then sentto the destinationhost as a

parameterof themigrationrequest.

2.1.2 Agent Migration and Replay

Serversreceive thestateof themigratingagent—abstractlya closurein thestrongmigrationmodel—performsome

computation,and that computationgeneratesthe “next state”—anotherclosure—tobe passedto the next server in

the agent's itinerary. The messagecontainingthe agentstate,whethera closureor a hand-craftedrepresentationof

the agent's state,exists in someI/O buffer. Serversare free to copy its value, in essencecheckpointingthe agent.

Becausetheability to checkpointandrestoreagentstateis inherent in mobileagentsystems,maliciousservershave

theability to rerunanagentanarbitrarynumberof times.While we would like to beableto provideagentswith “at

mostonce” executionsemanticsfor executingon serversoccuringonly oncein the agents'itinerary, the easewith

whichcheckpointsareusedwould seemto make this impossible.

Thererunningof agentsis analogousto messagereplayattacksthatoccurin thecommunicationssecuritycontext.

Replaycanoccurevenif themaliciousserverperformsnocodeanalysis,just asanattacker in thenetwork canreplay

interceptedmessagesevenif themessagesareencrypted.In networking, “time to live” �elds, sequencenumbers,or

noncesareusedto detectandeliminateduplicatemessages.We will seebelow (Section3) a secureagentduplication

detectionmechanismthatexpandson theseconcepts.

We divideagentreplayattacksinto two classes:internalagentreplayattacksandexternalagentreplayattacks.

2.1.3 Inter nal Agent ReplayAttack
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Figure4: InternalAgentReplayAttack

Wede�ne aninternalagentreplayattack tooccurwhenadis-

honestserverSi repeatedlyrunsanagentwith differentquery

requestsq
�

i
�
yi � j � 1 � � 0 � j � ki to obtain favorableresponses

x
�

i � j � Ri
�
q
�

i
�
yi � j � 1 � or with modi�cations to theagent's next-

statecomputationyi � j � f
�

i
�
xi � j � yi � j � 1 � until the outputstate

variableyi � j � 0 � j � ki satis�es somedesirabilitypredicate

d
�
yi � j � , i.e.,theservercanevolveits attackuntil asatisfactory

outputstateyi � ki is obtained.Runsof theagentwith unsatis-

factoryoutputstatesaresimplydiscarded.Figure4 illustrates

this attack. Note thatonly onedishonestserver is involved,

andtherearenoexternallyobservableeventsthatoccurwhichwould make internalreplaysobservable.

Agentscannot“remember”having ranbeforeon thedishonestserver: in resettingtheagentto its earlierarrival

statetheserver alsowipesout all memoryof previousruns. Whatever memoryis usedto hold this stateinformation

mustthereforebeexternalto theagent,andindeedexternalto thedishonestserver. Onemight imaginethatanagent

canprevent—ordetect—internalagentreplayattacksby storingin somesecureexternalmemorythatexecutionhas

commencedandabortingif this is not the�rst andonly timethatthishasoccurred.Withoutobfuscatedcode,however,

the dishonestserver canalter the executionof agent—e.g.,by temporarilymodifying the agent's code—sothat the

checksof theexternalmemoryvaluesarebypassed.

Note that Si doesnot needto “understand”qi
��� � or fi

��� � ; it merelyneedsto be ableto computethe desirability

predicated
��� � to mountthis attack. Generally, codeobfuscationis impossible[4], thoughperhapsobfuscatingvery

restrictedyetusefulclassesof functionsis still possible.Currentlyonly very limited classesof functionsareknown to

work [27].

Internalagentreplayattacksonly makessensefor the dishonestserver if the server cancomputeits desirability

predicate.This meansthat if theresultof thecomputationis encryptedsomehow (e.g.,[8]), serverswould beunable

to computed
��� � on theagentstateto gain (probabilistic)advantageover honestlyrunningtheagent.The encrypted

function schemesproposedthusfar, however, imposeheavy performancepenaltiesandareimpractical. Practically

speaking,then,internalreplayattacksseemimpossibleto preventor detect.

2.1.4 External Agent ReplayAttack

We de�ne an external agent replayattack to occurwhentwo or moredishonestserversrepeatedlyrun an agent—

throughoneor morehonestserversbetweenthem—untiltheoutputstatevariablesatis�essomedesirabilityproperty.
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Figure5 illustratesthisprocess.Notethatthecaseof two or moreadjacentcolludingdishonestservers—e.g.,with no

honestserversbetweenthemin theagentsitinerary—maybeanalyzedby essentiallycollapsingthedishonestserver

nodesinto one,i.e., treatingtherun of dishonestserversasa singledishonestserver. This kind of attackis essentially

aninternalreplayattackandis thusimpossibleto detect.

Home

Server 1

Server 2 Server 3

Server 4

Server 5Server 6

Replay!

Figure5: ExternalAgentReplayAttack

Forexternalreplaysthatinvolveoneormoreintermediate

honestserver, the situationis not asbleak. We will seein

Section3 solutionswherethebracketedhonestserver helps

in detectingexternalagentreplayattacks.

2.2 StateModi�cation

Supposetheattackerunderstandstheagent'scodeordatalay-

out. Suchanattacker may, in principle,bemerelyintercept-

ing andmodifyingmessagesin thenetwork, or shemaybea

maliciousserver that is in an agent's itinerary. Here,know-

ing theagent's codeor datalayout is analogousto knowing

partialinformationabouttheplaintext thatcorrespondto encryptedmessages,andtheability to changethatstatecorre-

spondsto the“malleability” of theencryptedmessage[11]. Securemobileagentsystemstransfertheagentstateover

encryptedandauthenticatedchannels[26, 32], soanattacker with only network accessshouldbeunableto modify a

migratingagent'sstate.

Theremainingthreatis compromisedor dishonestagentservers. Sincecodeobfuscationis, in general,impossi-

ble [4] andsecureremotecomputationby reductionto circuits[8] appearsto betoo expensive,we would like to �nd

alternative practicalmethodsfor protectinga multi-hopagent's execution.First, let usdescribea simpleprototypical

attackscenario.Figure6 sketchesthecodeof anagentwhichobtainsacommandwhile ononeserverfor it to perform

oneof two actionswhenata laterserver.

While theagentis runningon Server1, it obtainsadditionalcon�guration instructions,perhapsinteractively from

its user, on what to do laterwhenon Serverk. Thedecision(or thedatarequiredto make thedecision)is embedded

in the statey1, y2, ... etc carriedto later servers,but to highlight it we separateit out asan extra booleanvariable

searchOrDelete. The threat,of course,is that an intermediateserver betweenServer1 andServerk is untrustworthy,

andcanalter theboolean�ag searchOrDelete. Notethatsanitycheckson datastructuressuchasstateappraisal[12]

cannotpossiblydetectif datavalues—e.g.,thesearchOrDelete�ag—has beenchanged.Furthermore,thosepartial

resultsauthenticationcodeswhich requireencryptingtheresults[25] wouldmakesearchOrDeleteunavailablefor use
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Agent(Stateyin)
migrate(Server1);
x = R(query (yin)); // Server1 is trusted
searchOrDelete= predicate (x);
y1 = f (x,yin);
migrate(Server2);
... /* booleansearchOrDeletemodi�ed? */
migrate(Serverk);
if (searchOrDelete)

result= findAllFilesContainin g(g(y in));
else

result= deleteAllFilesContain ing (g(y in));

Figure6: Agent�ag: Place-Of-SetversusPlace-Of-Usevulnerability
Space of possible future execution should be constrained when the �ag searchOrDelete is set. Since the �ag is set at
a different server from when the �ag is used, intermediate dishonest servers have the opportunity to change its value
inappropriately. Declaring variable final does not help.

at a laterserver. We will revisit thisscenariowhenwe discussour proposedsolutions.

3 One-Way StateTransitions and Monotonicity

One way to look at the agentreplay attacksis that we wish to enforcestatetransition—andtime—monotonicity.

This is a diametricallyoppositegoal to thatusuallyencounteredin distributedsystemswheretheability to rollback

computationis oftendesirable[16]. With externalagentreplayattacks,we detectwhena dishonestserver rolls back

anagentandgenerateanappropriateerror.

Thekey observationin preventingthereplayof mobileagentsovertheiritineraryby maliciousserversis thatagents

cannotdependonstatethatthey carry. Agentstateissubjectto thecontrolof maliciousservers:thereplayingmalicious

servercanobviously resettheagentstateto anearlierobservedone,evenif overtstatetamperingis impossibledueto

carefulsanitychecking,stateappraisal,or having theagentcomputewith encryptedvalues.

If anagentcannotrely on its own recordof whathasoccurred,whatcanit rely on? Someexternallymaintained

stateis needed.We canrely on an outsidepartyaccessedvia thenetwork (whentheagentis runningon an honest

server, at least;seeSection6.1.2),or we canrely on the honestserverson the replayeditinerary to maintainstate.

The former caseusesa modelsimilar to that in the cooperatingagentsidea[22, 23], but usesit to solve a slightly

differentproblem: we detectinconsistentagentinternalstatetransitions,ratherthanjust deviationsfrom the agent

itinerary or inconsistent�nal resultsafter computingin disjoint setsof possiblydishonesthost. Furthermore,it is

immaterialwhetherwe usea trustedserver rather than anotheragent. In a distributed systemwherehigh speed
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systemsmake communicationscosta dominantfactorin thejob's time to completion,schemessuchasthelatterone

avoidsadditionalcommunicationsstepsandthusis moredesirable.Beforewe discussthesetwo approachesin more

detail,we �rst de�ne whatwe meanby a one-waystatetransition.

3.1 Notation

In orderto analyzewhathappensin mobileprogramssuchasthat in Figure6, we mustusea slightly moreconcrete

abstractionof anagentprogram'sexecution.Insteadof consistingof monolithicnext statefunctions f i
��� � � � , we must

usea modelthatcanincorporatenotionsof registers,programcounters,andmemorycontentswrappedtogetherin a

statevariable.While we only informally describetheagent'scomputationbelow, how to describeit in formalmodels

suchasTuringmachinesor theRAM modelshouldbeclear.

Theagent—executingmobileprogram—consistsof an internalstateanda placeor locationwhereit is running.

We assumethatthemigrationprocessmerelychangestheplace;theinternalstateis preserved.We think of theplace

asrepresentingpropertiesof wheretheagentis running,includingthenamespacesin which externalresourcenames

areresolved. The internalstateconsistsof values—memorycontents—soall externalresourcesaremanipulatedby

name.

Thestatetransitionsthatweareconcernedwith arethosethatinvolvechangesto themobileagent's internalstate.

First,wede�ne thestatetransitiongraph.

De�nition 1 A statetransitiongraphis a graphG � �
V � E � whereV ��� s: s is a programstate� and

�
s� t ��� E � V � V,

andthere is a transitionfromstates to t in someexecutionof theprogram.

A statetransition
�
s� t ��� E occurswhenever thereis a statechange,e.g.,control �o w transfer, an ALU operation,

or memorymodi�cation, that occursfrom s to t due to the executionof a single instructionin someexecutionof

the mobile agent's code. At a �ne enoughgranularity, even a noop causesa statetransition,since the program

countervaluechanges.We aredeliberatelyimpreciseaboutthegranularityof thestatesin this model,sinceit will be

convenientto usethis notationat differentlevelsof abstractionof themobileagentexecution.

De�nition 2 A pathexists from s to t, denoteds � t, whenthere exists j � 0 �
	
	�	�� n where s0 � s, sn � t, and � i �
0 ��	
	�	�� n 
 1 :

�
si � si � 1 ��� E.

Whens � t, we alsosaythatt is reachablefrom s. Whennopathexists(or s �� t), we saythatt is unreachablefrom

s.

De�nition 3 A one-waystatetransitionexistsfroms to t if
�
s� t ��� E andt �� s. We denotethis bys � t.
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One-way statetransitionsare interestingto us becausetheir occurenceimplies an irreversablestatechangein the

(mobile)program—theagententersa portionof thestatespacefrom which it shouldneverescape.In theexampleof

Figure6, oncesearchOrDeleteis setby evaluatingpredicate
�
x� , its valuedoesnot changeandwhattheagentwill do

onServerk shouldbe�x ed.

De�nition 4 A statex is inconsistentwith a one-waystatetransitions � t if t �� x.

De�nition 5 A one-waystatetransitions
� � t

�
is inconsistentwith a secondone-waystatetransitions � t if t �� t

�
.

De�nition 6 Two one-waystatetransitionss � t ands
� � t

�
aremutuallyinconsistentif t �� t

�
andt

� �� t.

3.2 External StateTransition Veri�cation

By using a programrunning on an external machineor a securecoprocessor[31] to monitor the executionstate

transitions,we candetectexternalagentreplayandsomestatemodi�cation attacks.This externalprogrammaybea

standardserviceavailableatmany (or all) serversor another(cooperating/monitoring) agent.

The ideahereis that the remoteserviceimplementsa statetransitioninconsistency detection(STID) algorithm,

which recordsand monitorsone-way statetransitionsthat occur during the executionof the agent. As the agent

programmakesstatetransitions,messagesaresentto themonitor, whichthencanraiseanalarmif any inconsistencies

aredetected.

For eachagentinstance(id), thedetectormaintainsa monotonicbit bs� t � � 0 � 1� associatedwith every one-way

statetransitions � t in theagent'scode:

� Whentheagentstarts,all thebits arecreatedandcleared.

� Whentheagentreportsthats � t hasoccurred,we look for statetransitioninconsistencies:

– Examinebs� t . If it is alreadysetthenanagentreplayattackhasbeendetected.

– Examineall bits bs
�

� t
� wheres � t is inconsistentwith s

� � t
�
. If any areset,thena statemodi�cation

attackhasbeendetected.

� If noattackis detected,setbs� t .

Thesalientpropertyis that theseone-way statetransitionmonitoringbits aremonotonic:onceset,they cannever be

cleared.Themonotonicityof theirvaluemirror theone-waynatureof thestatetransition.

In orderfor STID to correctlydetectinconsistencies,theagentmustbeproperlyauthenticated.Sinceagentscannot

ef�ciently usecryptographickeysonaserverwithout thatserveralsogainingunfetteredaccessto thosekeys,notethat
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a dishonestserver caneasilycauseSTID to raisealarmswhentheagentlaterexecutesat anhonestserver, effectively

creatinga denialof service“time-bomb.” We arenot largelyconcernedwith thepotentialof denialof serviceattacks

by dishonestserversthatagentshaveon their itinerary, sincethoseserverscandeny serviceusingsimplermeans.

In practice,thestatespaceis oftentoo largeto beexplicitly represented,anda coarser-grainedstatespacerepre-

sentationis usedinstead,i.e., a statetransitionmayrepresenttheexecutionof basicblocksof theagentprogramor

evencontainentirecontrol-�ow structuressuchasloopingconstructs.In programssuchasFigure6, we do not care

whathappensin theagentcodebetweenthemigrate to Server2 andthearrival to Serverk. All thatmattersis that the

statetransitionthepassof controlto theelse block:

result= deleteAllFilesContai nin g(g(y in));

is inconsistentwith theone-waystatetransitioncorrespondingto settingsearchOrDeleteto zero.OncesearchOrDelete

hasbeensetto zero,that falsebranchshouldneverbetaken. A similar situationexists for thestatetransitionscorre-

spondingto settingsearchOrDeleteto oneandtheentryto thetruebranch:

result= findAllFilesContain ing (g(y in));

Similarly, in the caseof the externalagentreplay attack(Figure5), the one-way statetransitionof arriving at

Server4 mustoccuronly once—tryingto setthecorrespondingbit whenit is alreadysetmeansthatarrival to Server4

hadoccurredoncealready, and that the currentagentis a replayedcopy. This checkenforcesan “at most once”

semanticsfor visiting hostswhichoccuronly oncein theagent's itinerary.

While it mayseemthata one-waystatetransitionmonitormight work for internalagentreplayattacks,this is not

strictly true. This approachonly worksif themalicioushostcannot“understand”theexecutionof theagentunderits

control—otherwisethehostcansimulatetheI/O with theexternalmonitorandfake thetransferof any statetransition

noti�cations;suchasimulationwill notbedetecteduntil thehostis forcedto actuallysendsuchanoti�cation, typically

prior to lettingtheagentmigrateto anotherservernotundertheadversary'scontrol.Whenthereis arunin theitinerary

of serversundertheadversary's control,noneof thestatetransitionnoti�cations needever besentto themonitoring

agentuntil theagentleavesthelastserver in thatrun.

3.3 Local StateTransition Veri�cation

Not all of thechecksimplementedby STID algorithmhaveto beperformedatacentralserver. Indeed,thechecksmay

bedistributedamongthehoststhattheagentvisits,eliminatingextramessageroundtripsat theexpenseof areduction

in coverage.Let usexaminethisalternative in a little moredetail.

Insteadof maintainingall the one-way statetransitionbits bs� t at a separate,centralserver, we would like to

maintainsomeof their valueson theagentserverson which thecorrespondingone-way statetransitionsoccur. This
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is not possiblefor all suchbits, but is feasiblefor many. For example,all the bits correspondingto one-way state

transitionsof migration arrival may be kept on the agentserver, sincethe arrival event must necessarilyoccur at

the target host of the migrate request. (If the event occurselsewhere,it is an obvious error or attack.) Similarly,

wheneverall membersof asetof mutuallyinconsistentone-waystatetransitionswill take placeon thesamehost,the

correspondingone-waystatetransitionbits maybemaintainedon thathost.For sucha setS � � si � ti � of mutually

inconsistenttransitions,we cancompressthepresentationfrom a vectorof statetransitionbits to a set-oncevariable

VS � � undef � 1 � 2 �
	
	�	�� �
S

� � , wherethevalueundef correspondsto theall-bits-clearedstateand1 � i �
�
S

�
corresponds

to whenonly bit bsi � ti is set.

Locally maintainedone-way statetransitionmonitoring monotonicvariablessuf�ces for detectingall external

agentreplayattacks.Furthermore,it hasnegligible performanceimpact—theoverheadof migrationvastlydominates

thecostof looking up, checking,andsettinga singlebit. Sinceat leastonehonesthostexists in thereplayloop, the

honesthost(s)will correctlyrunits portionof thedistributedSTID algorithm,andthereplaywill bedetectedat the�rst

honestserver of thereplayedportionof the itinerary. For agentserver hoststhatoccurmorethanoncein theagent's

itinerary, the agentcanmaintaina monotonicvisit-countvariable(perhapswith additionalcontext information) to

detectreplays.Sucha securevisit-countvariableserveananalogousrole to thetime-to-live �eld in IP packets.

4 Forward Secure Signaturesand Monotonicity

Somestatetransitionssuchasthe settingof �nal variables[13] areintendedto be one-way operations:oncea �nal

variableis set,it maynever bechanged.Contactinga centralSTID monitorwheneversucha variableis setandused

would detectinappropriatemodi�cations to its value,but would incur a network traf�c (N.B., we neednot wait for

a responsefrom theSTID monitor if we canexecuteforwardoptimistically). In this section,we review andanalyze

thenotion of Partial ResultsAuthenticationCodes(PRACs) andconsidertheuseof new forward-securepublic key

signatureschemesasanalternativeway to securethevaluesof suchvariables.

Thenotionof partial resultsauthenticationcodesis to have theagentattachanauthenticatortagto partial results

computedat a server. In our notation,in addition to computingyi on server Serveri , the agentalso computesthe

tag t i � PRAC
�
yi � , wherePRAC is a possiblystatefulpartial resultsauthenticationalgorithm. (In practiceonly a

projectionof yi is used,sincenotall dataencodedin yi aresecurityrelevant.)Thetagmaybegeneratedusinganumber

of cryptographicschemes,suchasforwardsecuremessageauthenticationcodes(FS-MACs)[6, 7], or forwardsecure

digital signature(FS-Sig)schemes[3, 5, 1, 20, 15]. Theuseof FS-MAC schemesfor protectingagentcomputation

hasbeenexploredelsewhere;herewe will concentrateon theuseof forwardsecuresignatures.
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How forwardsecuresignaturescanbeusedis simple: thegeneratedtagt i is simply thesignatureof yi usingthe

forward securesignaturescheme;whencheckingthe signature,the veri�er candeterminewhenthe signaturewas

generated,i.e., how many “time periods”hadoccurredfrom whenthe cryptographickeys materialweregenerated.

Prior to migrating to the next server, the agentperformsthe “key update”operationanddestroys all copiesof the

originalkey. Thisadvancestheschemeto thenext timeperiod.Thereaftertheagentis only ableto generatesignatures

for thenext time period—whichcorrespondsto thenext agentserver—andtheagentmigratesto thenext serverwith

this updatedkey.

As notedby Hohlfeld et al., [14], therearesubtlenuancesin the applicationof forward securecryptographyto

mobileagentsecurity. In particular, theprotocolsneededfor transferringkeys aspartof theagentmigrationprocess

mustprovideforwardcon�dentiality, sinceotherwiselong-termkeysheldby theserversendangertheforwardsecurity

propertyof theforwardsecurecryptographicscheme.This is aconcernfor FS-Sigschemesaswell asforwardsecure

MACs.

Forwardsecuresignatureschemesareattractivefor generatingPRACs.UnlikeFS-MACs,theauthenticatedvalues

maybeveri�ed by any laterservernodein theagent's itinerary. Beingpublickey signatures,thepartialresultscanbe

veri�ed to befreefrom maliciousstatemodi�cationsanywhere,withouthaving to migrate“home”. For example,this

enablesmobileagentsto performpossiblyirreversibleactionswithouthaving to migratehomefor veri�cation, saving

extranetwork roundtrips.

Forward securecryptographyfor protectingmobile agentsworks well whenthereis only onedishonesthost in

the agent's itinerary, but providesfew guaranteesif therearemultiple maliciousagentserversthat could colludeto

compromisethe agent's execution. The importantpropertyprovided by the “key update”operationof all forward

securecryptographicschemesis that the userlosesthe ability to performcertain cryptographicoperations, e.g.,to

generatetagsthatwould verify asif they weregeneratedduringanearliertime periodor while runningon anearlier

agentserver. This is a one-way operation—generallytheanalysisprovesthat it would becomputationallyinfeasible

to recover thevalueof thekeysbeforetheupdatefrom theoutput.

Unfortunately, while one-way operationsareinvolved in thekey update,thecryptographicschemesrely on cor-

rectly erasingall earlierversionsof the keys. A dishonestagentserver, of course,doesnot have to allow an agent

to properly run a key updatealgorithm,andcanretaincopiesof old keys. Sincekey updatealgorithmsaredeter-

ministic, sucha maliciousserver cangenerateall the keys usedin on later servers. Whentherearemorethanone

dishonestserverson theagent's itinerary thatcollude,all partial resultsgeneratedat honestserverssituatedbetween

thedishonestserversaresubjectto attack.
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5 ProtectingPartial Results

Themoregeneralproblemof protectingthe internalstateof mobileagentsincludesprotectingall relevantstate,not

just �nal variables.Partial results(encodedin yi) computedat server i, needto besecuredin sucha way thatboththe

agent'sownerandlaterserverswhichneedto usethosepartialresults.

Theinability of forwardsecurecryptographicschemesto providestrongprotectionwhentherearerepeatednodes

or colludingnodesin theagentitineraryhasmotivatedusto explorealternativepartialresultsauthenticationschemes

thatrequirea slightly differentsetof assumptions.

The designof somepartial resultsauthenticationschemes[32] avoidedthe useof any long-termcryptographic

keys heldby theagentservers;this removesthe incentive for anattacker to try to compromiseanhonestserver after

theagenthadmigratedawayfrom it in orderto gaintheuseof long-termkeysthatwouldenabletheattackerto subvert

theagentcurrentlyrunningonhisor herserver. Thisminimizesthemotivationtimewindow for mountingattacks.We

would like to preservethis property.

Below, we assumethat agentserverspossesscryptographickeys—they would have to in orderto useSSL/TLS

to protecttheagentmigrationprocessin any case—andsomeof thesekeys areusedby a forwardsecureencryption

scheme[3, 9, 19].

5.1 Notation

In our expositionbelow, h
��� � denotesa cryptographichashfunction,FSEk

�
m� denotestheforward-secureencryption

of messagem using key k, and FSEk � 1
�
c� denotesthe forward-securedecryptionof ciphertext c. We are largely

unconcernedwith key updates,andwhile thekey updateperiodmustbegloballyknown, we will omit thekey update

operationsin our description.“Normal” public-key encryptionof messagem with public key k is denoted� m� k, and

decryptionof cipertext c with the corresondingprivatekey k � 1 is denoted� c� k � 1. We will abusenotationslightly

anddenotepublic key signature—withmessagerecovery—as� m� k � 1—andtheveri�cation operationas � s � k which

returnseithertheveri�ed messagem wheres � � m� k � 1, or
�

if veri�cation fails. (For example,for RSA signatures,

thesignature� m� k � 1 denotes
�
m� h �

m� d modn� , whereh denotesthehash/encodeoperations,d thesecretexponent,

andn themodulus.)If athesignatureschemeoutputsa“baresignature”(fromwhichmessagerecoveryisnotpossible),

we usek � 1 � m� to denoteit. (In theexample,this would beh
�
m� d modn 	 )

Wewill besomewhatliberal aboutthesecurityof thefunctions,i.e.,h is collision resistant,FSE is non-malleable,

etc.
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5.2 ProtectingPartial Results

An agent's identity id is a securelycompressedversionof its natural name, nn � � code � con�g � , wherecode is the

codeandcon�g is the read-onlydata,includingall initial con�guration informationanda owner-suppliednoncefor

theagent.Thenaturalnameis long andunwieldly, sowe typically useid � h
�
nn � .

5.2.1 SetUp

AgentownerO useshisor hersignaturekey k � 1
O to attachto theagenta resultsveri�cation vector:

v � � id � k1 � FSES1

�
id � k � 1

1 � � k2 � FSES2

�
id � k � 1

2 � �
	�	
	 � kn � FSESn

�
id � k � 1

n � � k � 1
O

(1)

Notethateventhoughv is read-only, it cannotbepartof theagent'sread-onlycon�gurationcon�g—thevalueof con�g

is input to theone-wayhashfunctionthatoutputsid, andit shouldbeimpossibleto solve this recurrence.Becauseof

this, con�g shouldcontaintheowner's identity O or theowner's signatureveri�cation key kO; otherwiseit would be

easyfor anattacker to “takeover” a runningagentandbecomeits new owner.

5.2.2 BeforeLeaving a Server

After anagenthascompletedits partialcomputationat the i th server in theagent's itinerary, it needsto authenticate

thepartialresultsgeneratedat thisserver. Let yi denotethepartialresult.

To performtheauthentication,theagentmustasktheserver to decodev anduseits privatekey S� 1
i to decryptthe

signaturegenerationkey from ci � FSESi

�
id � k � 1

i � . Note that whenxi is decryptedandparsed,the id is checked by

the server to preventa cut-n-pasteattack. Becauseof this, FSE mustprovide non-malleability—malleabilityof the

ciphertext ci mayenabletheadversaryto createc
�

i � FSESi

�
id
� � k � 1

i � to enablethedecryptionkey k � 1
i to beusedwith

a bogusagentid
�
.

The correspondingsignatureveri�cation key, ki , is not encryptedand is certi�ed by O sincev is signed. Note

that sincethis key is usedonly once,a one-timesignaturescheme,e.g.,basedon chainsof one-way hashfunction

applications[10], may be used. Next, the agentsimply computesk � 1
i

�
yi � as the partial resultssignature,andthen

migratesto thenext server.

Agentserver hostsdestroy its copy of k � 1
i whentheagentmigratesto thenext server. However, anattacker that

obtainsv andbreaksin to server i to gainaccessto Si canstill decryptk � 1
i from v. WerequirethatS� 1

i is actuallyakey

usedfor a forward-secureencryptionscheme,andthekey updateperiodlimits thetime periodduringwhich a server
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compromiseis still useful,i.e., S� 1
i � S� 1

i
�
t � , andafter thekey is updatedit is computationallyinfeasibleto recover

theearlierdecryptionkey.

5.2.3 Verifying Earlier Results

Becausethesignatureveri�cation keysaresignedby theagentownerO andappearunencryptedin v, verifying partial

resultsgeneratedandsignedat anearlier(i th) hostin anagent's itinerary is easy:we usev asthelast link in a public

key certi�cation hierarchyto verify theauthenticityof ki . Givenapartialresultyi andits signatures, we justcompute

� s � ki afterverifying ki .

5.2.4 Security Analysis

By usingFSE, we providea timeboundon thedesirabilityof breakinginto a serverafteranagenthasleft. While the

motivationtime window is muchlargerthanthatfor forwardsecurecryptographicschemeswherekey updatesoccur

astheagentleaves,this is a reasonabletrade-off for robustnessagainstmultiplemalicioushosts.

Anotherdrawbackfor the useof the resultsveri�cation vectoris that in orderto properlycalculatev, the agent

owner mustcorrectlyestimatethe worsecaseagentarrival time for eachof the serverson the itinerary. The agent

owner mustbalancethe risk of late arrival—whichmakesv uselessandthereforewould causetheagentto abort—

againstthe risk of having a large time window during which a later maliciousserver would wish to attackearlier

serversin theitinerary.

Theconstructionis relatively straightforwardto analyze,andweomit aconcretesecuritystylecomputationof the

attackersuccessprobabilities.

Theuseof STID togetherwith resultsveri�cation vectorsdefendsagainstitineraryattacks.We notedearlier[32]

thatby askingthecurrentserverhostits identity andtheidentity of thehostfrom which theagentarrived,agentscan

ensurethatdeviationsfrom the itinerarymuststartandstopat a dishonesthost. By checkingthat thepartial results

generatedat server i areproperlysignedwith k � 1
i , we ensurethatall hostsin theitineraryarevisitedat leastonce.By

the useof the STID monitoringbit for thearrival event,we have ensuredthateachhost in the itinerary is visitedat

mostonce.Thus,all honesthostsin theitinerarymustbevisited,thoughwithoutadditionalcheckstheorderin which

maximalall-honest-hostssegmentsarevisitedmaybeswapped.
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6 RelatedWork

Therearethreebroadareasof relatedwork. First,wedescribetechniquesusedto monitoror checkagentsfor signsof

tampering.Next, we describeothersystemssecuritytechniquesthatbearsomesimilarity to themonotonicvariables

usedin the one-way statetransitionframework. Finally, we discusstechniquesfor protectingthe resultsof remote

execution.

6.1 Techniquesfor Monitoring/Checking Agents

6.1.1 StateAppraisal

Becausea hostileservercanfreely modify anagent'smemoryandcreateinconsistency in theagent'sdatastructures,

Farmeret. al. suggestedthe ideaof “stateappraisalfunctions” [12], whereuponarrival to a new server, an agent

performsa self-checkto verify that theappropriateinvariantsarepreserved. While theeffect of trying to do sucha

self-checkwhile on a maliciousserver caneasilybenulli�ed, thekey observationis thatwhentheagent(eventually)

arrivesat anhonestserver, earliertamperingmaybedetected.

The kinds of veri�cations dependson the datastructuresinvolved, but generallyare inexpensive. In addition

to structuralinvariances,however, therearedatavaluesanitychecksthat arenecessarilyapplicationspeci�c. For

example,verifying thata singly linked list of unsortedintegershasnot beenmodi�ed to containa cycle (e.g.,using

therho method)will notdetectif all of thevalueshavebeenchanged.

Generalizingthe approachof stateappraisal,we canimaginevarioussortsof sanitycheckingto be doneupon

arrival to anew, hopefullyhonestserver.

6.1.2 CooperatingAgents

Roth suggestedthe useof multiple cooperatingagentswhich canverify eachother's execution[22, 23]. A critical

assumptionis that serversareplacedinto disjoint setswheresetmembersmaycolludeonly with othermembersof

thatset. This strategy is effective only if this requirementcanberealisticallymet. In orderfor accuratepartitioning

to work, reliabledataaboutthe collusiongroupmembershipis needed.Suchinformationis likely to be inherently

unreliable,andrequirea trustedoutsidesourceof securityinformation.

EarlierSchneiderproposeda voting-basedscheme[28], whereseveralcopiesof anagentindependentlycompute

andcomparetheir resultsat intermediatestages.Here the securityassumptionis that only a fraction of the agent

serversmay be compromised.This approacheliminatesthe needfor a priori knowledgeaboutthe trustworthiness
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of theservers,but the independenceassumptionmeansthat it cannotdealwith common-modesecurityfailures,e.g.,

whenall serverswith a certaintypeof resourcearedishonest.

6.1.3 PrivilegeSeparation

Provos' privilegeseparation[21] ideagivesprotectionagainstprivilegeescalationattacksby separatingout codethat

requiresprivilegesinto a separateprocess.This idea wasappliedto OpenSSHto defendthe sshd server process

againstunforeseenprivilegeescalationattacks.

Themain ideais that theoriginal largeprivilegedprocessis now separatedinto two: a privilegedprocessandan

unprivilegedone. Theunprivilegedprocessis still largeandpotentiallysubjectto attack,andtheprivilegedprocess

monitorsthe executionof the unprivilegedprocess. The monitor incorporatesa hand-crafted�nite-state machine

(FSM) modelof theunprivilegedprocess'sexecution,andrequestsfrom theuntrustedprogramfor privilegedactions

are�rst checkedfor consistency with theFSMmodel.If a requestthatis inconsistentwith theFSMmodelis detected,

theunprivilegedprocessmusthavebeencompromised.

In STID, theone-waystatetransitionmonitorbits bs� t serve to detectinconsistenciesin theagent's execution,in

muchthesameway thattheFSMis usedto detectinconsistenciesin privilegeseparation.Unlikeprivilegeseparation,

STID is ageneralserviceusedby mobileagentsto performselfexamination:agentsonly needto detectdatatampering

performedat earlier dishonestservers, sincewe cansafely assumethat the agentcodeandcon�guration dataare

unmodi�ed.

6.2 Giving Up Abilities

Thefollowing techniquessharethecommonthemeof “giving up theability to performoperations”.Themonotonic

variablesusedwith STID havesimilarproperties:by settingabit correspondingto aone-waystatetransition,theagent

effectively givesup theability to make thattransitionagain.

6.2.1 Forward SecureCryptographic Schemes

All forwardsecurecryptographicschemesinvolvesomeform of “key update”operation,wheretheability to decrypt,

sign,or MAC datais reducedin someway. Generally, this reductionin ability dividestime into distinctperiodsand

protectstheuserof theseschemes,sincea laterkey compromisecannotinvalidateoperationsperformedearlier. In the

caseof FS-Sig,for example,signaturesknown to have beencreatedprior to thecompromiseremainvalid, sincethe

compromisedkey cannotbeusedto forgesignaturesfrom earliertimeperiods.
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6.2.2 Physically ProtectedMemory

In theIBM 4758securecoprocessor, accessto battery-backedsecureRAM is carefullycontrolled[29]. Notonlywould

the4758self destructby erasingall secureRAM contentsif any attemptat physicalpenetrationandmeasurementis

detected,thesecureRAM is logically protectedby carefullycontrollingaccessto its contents.Typically thesecure

RAM containscryptographickeys. An importantgoal of the 4758designis to not only prevent a badly behaving

applicationfrom divulging secureRAM contents,but to alsooffer protectionagainstkernel-level compromisesfrom

disclosingthesecureRAM contents.

The strategy employed in the 4758designis simpleandelegant. A hardware“ratchet” is includedwithin the

tamper-detectionenvelopewhich controlsaccessto thesecureRAM. After a completereset,all of thesecureRAM

is accessible.However, asthebootstagesprogressed,theaccessratchetis advancedandaccessto themoresensitive

portionsof thesecureRAM is withdrawn. Thehardwareaccessratchetis designedto advancemonotonically, andthe

only way its valuemayberesetis throughapower-on reset.

6.3 ProtectingResults

6.3.1 Ajanta

Our resultsveri�cation vectorprovide a similar serviceto thatof Ajanta's TargetedStatemechanism[18], delivering

con�dential datato beusedat a particularserver. TheAjantadesignleavesthedataandits useunspeci�ed,anddid

not take advantageof this for resultsveri�cation. Furthermore,theTargetedStateencryptedobjectsaresubjectto a

cut-and-pasteattack,wheretheencryptedobjectscanbecopiedinto a TargetedStateobjectfor a completelydifferent

(malicious)agent,thesolepurposeof which is to returnthedecryptedobjectoncetheAjantaserverhasdecryptedit.

In additionto binding theencryptedsignaturekeys to theagent,our resultsveri�cation vectorplaysdoubleduty

asa link in acerti�cation chain,enablingpartialresultsto beveri�ed atany time.

6.3.2 Proofsof Corr ectness

Remotelyevaluatedresultscantheoreticallybeveri�ed [2, 8]. While thesetechniquesareef�cient in thesensethat

they involvepolynomialtimealgorithms,they arenotef�cient in practicalterms.
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7 Conclusion

Theideasof monitoringone-waystatetransitionsandof resultsveri�cation vectorsimprovesthechancesthatattacks

by dishonestagentserverswill be detected.Thesetechniquesshow that greaterdetectionsensitivity is possiblein

practice,without unacceptableperformancelosses.For externalagentreplayattacks,a simpledistributedvariantof

theSTID algorithmsuf�ces to detectall suchreplayswith negligibleoverhead.To protectpartialresults,acombination

of usingSTID andresultsveri�cation vectorscanprovideprotectionatvaryinglevelsof granularity:STID permitsvery

�ne-grainedtamperingdetection,incursagreatdealof network overhead,but addslittle latency if thecomputationcan

run forwardopportunistically;resultsveri�cation vectors,on theotherhand,provide inexpensive but coarsegrained

resultstamperingdetection.NeitherSTID nor veri�cation vectorsprovideany privacy of remotecomputation.

To makeSTID moregenerallypractical,algorithmsandtoolsmustbedevelopedto �nd appropriateone-waystate

transitionsthat aresecurityrelevant. Therehasbeenrelatively little work on forward securepublic key encryption

schemes,andimprovementswouldbedesirable.

Theperformancegapbetweentheoreticalresults[2, 8] andpracticalprotectionschemesis quite large,andaddi-

tionalwork to developimprovedpracticalschemesis still needed.
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