Chapterll

Asymmetric Encr yption

The setting of public-key cryptography is alsocalled the \asymmetric" setting dueto the asymmetry
in key information held by the parties. Namely one party has a secretkey while another has the
public key that matchesthis secretkey. This is in contrast to the symmetry in the private key
setting, where both parties had the samekey. Asymmetric encryption is thus another name for
public-key encryption, the mecanism for achieving data privacy in the public key or asymmetric
setting.

Our study of asymmetric encryption (following our study of other primitiv es) will begin by
searding for appropriate notions of security, and models and formalizations via which they are
captured. We then consider constructions, where we look at how to design and analyze various
schemes.

With regard to notions of security, we will be able to build considerably on our earlier study
of symmetric encryption. Indeed, from this point of view there is very little di®erencebetween
symmetric and asymmetric encryption; not much morethan the fact that in the latter the adversary
getsthe public key asinput. This isimportant (and re-assuring)to rementber. All the intuition and
exampleswe have studied before carry over, sothat we enter the study of asymmetric encryption
already having a good idea of what encryption is, how security is modeled, and what it means
for a scheme to be secure. Accordingly we will deal with the security issuesquite brie°y, just
re-formulating the de nitions we have seenbefore.

The secondissue(namely constructions) is a di®erert story. Designsof asymmetric encryption
schemesrely on tools and ideas di®erert from those underlying the design of symmetric encryp-
tion schemes. Namely in the asymmetric case,the basisis (typically) computationally intractable
problemsin number theory, while for the symmetric casewe usedblock ciphers. Thus, the greater
part of the e®ortin this chapter will be on schemesand their security properties.

11.1 Asymmetric encryption schemes

An asymmetric encryption schemeis just like a symmetric encryption scheme exceptfor an asym-
metry in the key structure. The key pk usedto encrypt is di®eren from the key sk usedto decrypt.
Furthermore pk is public, known to the senderand alsoto the adversary. Sowhile only a receiver
in possessiorof the secretkey can decrypt, anyone in possessiorof the corresponding public key
can encrypt data to sendto this one receiwer.
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De nition 11.1 An asymmetric encryption schemeAE = (K;E; D) consistsof three algorithms,
as follows:

2 The randomized key geneation algorithm K (takes no inputs and) returns a pair (pk;sk)
of keys, the public key and matching secretkey, respectively. We write (pk;sk) & K for the
operation of executing K and letting (pk;sk) be the pair of keysreturned.

2 The encryption algorithm E takesthe public key pk and a plaintext (also called a messagé M
to return a value called the ciphertext. The algorithm may be randomized, but not stateful.
We write C R Ex(M)orC A E(pk;M) for the operation of running E on inputs pk; M and
letting C be the ciphertext returned.

2 The deterministic decryption algorithm D takesthe secretkey sk and a ciphertext C 6 ? to
return a messageM . We write M A Dg(C) or M A D(sk;C).

The messagespace assaiated to a public key pk is the set Plaintextgpk) of all M for which Ep, (M)
never returns ? . We require that the scheme provide correct decryption, which meansthat for any
key-pair (pk; sk) that might be output by K and any messageM 2 Plaintextqpk), if C wasreturned
by Exx (M) then Dg(C) = M. |

Let R be an entity that wants to be able to receive encrypted communications. The rst step
is key generation: R runs K to generatea pair of keys (pk; sk) for itself. Note the key generation
algorithm is run locally by R. Anyonein possessiorof R's public key pk can then senda message
M privately to R. To do this, they would encrypt M via C A Epk (M) and sendthe ciphertext C
to R. The latter will be able to decrypt C using sk via M A Dg(C).

Note that an entit y wishing to senddata to R must be in possessiorof R's public key pk, and
must be assuredthat the public key is authentic, meaning really is the R's public-key, and not
someoneelse'spublic key. We will look later into mecanismsfor assuringthis state of knowledge.
But the key managemem processesare not part of the asymmetric encryption scheme itself. In
constructing and analyzing the security of asymmetric encryption schemes,we make the assumption
that any prospective senderis in possessiorof an authentic copy of the public key of the receiwer.
This assumptionis made in what follows.

A viable stchemeof courserequiressomesecurity properties. But theseare not our concernnow.
First we want to pin down what constitutes a speci cation of a scheme, sothat we know what are
the kinds of objects whosesecurity we want to assess.

The key usageis the \mirror-image" of the key usagein a digital signature scheme. In an
asymmetric encryption scheme, the holder of the secretkey is a receiver, using the secretkey to
decrypt ciphertexts sert to it by others. In a digital signature scheme,the holder of the secretkey
is a sender,using the secretkey to tag its own messageso that the tags can be veri ed by others.

The last part of the de nition says that ciphertexts that were correctly generatedwill decrypt
correctly.

The encryption algorithm might be randomized, and must for security. But unlike in a sym-
metric encryption scheme,we will not considerstateful asymmetric encryption algorithms. This is
becausethere is no unique senderto maintain state; many di®erert ertities are sendingdata to the
receiver using the samepublic key. The decryption algorithm is deterministic and stateless.

We do not require that the messageor ciphertext be strings. Many asymmetric encryption
schemesare algebraicor number-theoretic, and in the natural formulation of thesesthemesmessages
might be group elemens and ciphertexts might consist of seweral group elemeris. Howewer, it is
understood that either message®r ciphertexts can be encaded as strings wherewer necessary (The
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encadings will usually not be made explicit.) In particular, we might talk of the length of a
messageof ciphertext, with the understanding that we mean the length of somebinary encading
of the quantity in question. (We do this, for example,in de ning security.)

In caseswhere messagesre not strings, but, say, group elemerns, using the schemein practice
will usually require encaling of actual messagess group elemens. We will discussthis asit arises.

11.2 Notions of security

Security of an encryption scheme (whether symmetric or asymmetric) is supposedto re°ect the
inabilit y of an adversary, given ciphertexts (and any public information such asa public key), to get
\non-trivial* information about the underlying plaintexts. We allow an adversary (having the goal
of guring out somenon-trivial information about plaintexts from ciphertexts) di®erer \attac k"
capabilities re°ecting di®eren situations. The most basic kind of attack is a chosen-plairnext
attack, in which the adversary can obtain encryptions of message®f its choice. We discussedthis
type of attack in depth in the context of symmetric encryption, and argued that the de nition of
security in the senseof \left-or-righ t* captured security against thesetypes of attacks in a strong
sense.In the asymmetric case,the sameis true, and we will usethe samenotion to capture security
against chosenplaintext attack. (A di®erencethat must be kept in mind is that the adversary in
an asymmetric setting also hasthe public key, and so can in any caseencrypt on its own, but this
doesnot really a®ectthe formalization of the notion.)

We alsodiscussedhe stronger chosen-ciphertextattack, in which we desirethat privacy of data
be maintained even if the adversary has some(limited) accesgo a \decryption oracle", this being
a box that contains the secret decryption key and implements decryption under this key. (The
adversary does not get the key itself.) For the asymmetric setting, chosen-ciphertext attacks are
both more relevant and more ditcult to protect againstthan in the symmetric setting.

We begin by summarizing the notion of security against chosen-plairtext attack, extending the
de nitions for the symmetric setting. Then we go on to discusschosen-ciphertextattacks.

11.2.1 Security against chosen-plain text attac k

Let us x a speci ¢ asymmetric encryption scheme AE = (K;E;D). We consider an adversary
A that is an algorithm (program) that is given as input a public key pk. The intuition behind

being able to eavesdrop, obtains the ciphertexts. Its goalis to gure out which of the two message
sequencesvas encrypted, namely to gure out the value of the bit b. The schemeis said to be
\secure" if it cannot compute the value of b correctly with probability signi cantly more than 1=2.
The formalization allows the adversary to specify both messagesequencesand furthermore to
mount an adaptive attack, meaningto chooseM i;M(i)i ! asa function of C1;:::;Cli 1,
The formalization is in terms of the left-or-right encryption oracle. It depends on the public
key and challengebit b. It takesinput two messagesnd returns a ciphertext, asfollows:

Oracle Ep (LR(Mo;My;b)) /[ b2 0,1g and Mo; M1 2 f0; 1g°
If jMoj 6 jM4j then return ?



4 ASYMMETRICENCRYPTION

CA E(Mp)
Return C

Thus the oracle encrypts one of the messagesthe choice of which being made accordingto the bit
b. Now we considertwo \w orlds":

World 0: The oracle provided to the adversary is Ep (LR(¢ ¢ 0)). So, whenewer the adversary

makes a query (Mo; M) to its oracle, the oracle computes C A Eok(Mo), and returns C as the
answer.

World 1: The oracle provided to the adversary is Ex (LR(¢ ¢ 1)). So, whenewer the adversary

makes a query (Mg;M1) to its oracle, the oracle computes C A Ex(M1), and returns C as the
answer.

We call the rst world (or oracle) the \left" world (or oracle), and we call the secondworld (or
oracle) the \righ t* world (or oracle). The problem for the adversary is, after talking to its oracle
for sometime, to tell which of the two oraclesit was given.

The adversary queriesmakessomenumber of queriesto its oracle,and then outputs a bit. This
bit has some probability of equaling one. The probability is over the choice of the keys (pk; sk)
as made by the key-generationalgorithm, any random choicesmade by the oracle, and any other
random choicesmade by the adversary in its computation. We look at this probability in ead of
the two worlds as the basisfor the de nition.

We suggestthat the readerreturn to the chapter on symmetric encryption to refreshhis or her
mind about this model. In particular remenber that the encryption function is randomized, and
the oracleimplemernting it is thus randomizedtoo. Each time the oracle computesa ciphertext, it
doesso by running the encryption algorithm with fresh coins.

De nition 11.2 Let AE = (K;E;D) be an asymmetric encryption scheme, let b 2 f0; 1g, and
let A be an algorithm that has accessto an oracle and returns a bit. We consider the following
experiment:

Experiment Exp 2 *PaP(A)
(pk;sk) A K
PA ABKLR(G) (pk)
Return B

The ind-cpa-advantageof A is de ned as
: h _ i h , i
Adv MA7Pa(AY = pr Exp n@Pa(A)= 1 | Pr Exp i2TP0a) =1 : |

As usual, the time-complexity mentioned above is the worst casetotal executiontime of the entire
experiment. This meansthe adversary complexity, de ned as the worst caseexecution time of A
plus the size of the code of the adversary A, in some xed RAM model of computation (worst
casemeansthe maximum over A's coinsor the answersreturned in responseto A's oracle queries),
plus the time for other operationsin the experiment, including the time for key generationand the
computation of answersto oracle queriesvia execution of the encryption algorithm.

Another cornvention we make is that the length of a query Mo; M, to a left-or-right encryption
oracle is de ned as jMgj. (We can assumewithout loss of generality that this equalsjM;j since
otherwisethe oraclereturns ? and sothe query would be useless.)The total messagdength, which
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is the sum of the lengths of all oracle queries, is another parameter of interest. We say that the
total messagdength is at most * if it is soin the worst case,meaning acrossall coin tossesand
answersto oracle queriesin the experimert.

We consider an encryption scheme to be \secure against chosen-plairtext attack” if a \rea-
sonable" adversary cannot obtain \signi cant" advantage, where reasonablere’ects its resource
usage. The technical notion is called indistinguishabilit y under chosen-ciphertext attack, denoted
IND-CPA.

11.2.2 Security against chosen-ciphertext attac k

Stories introducing chosen-ciphertext attack can be somewhat whimsical. One is about the so-
called \lunc htime attack.” Entity R goesto lunch while leaving his consoleaccessible. For the
short period of the lunch break, an adversary gets accesso this console;when the lunch break is
over, the adversaryhasto leave beforeit is discoveredat the consoleby the legitimate user,returning

from lunch. The accessds sud that the adversary cannot actually read the secretdecryption key sk
(imagine that sk is in protected hardware) but doeshave the capability of executing the algorithm

D« (® on input any ciphertext of its choice. At that time if the adversary has in hand some
ciphertext it wants to decrypt, it can certainly do so; there is nothing one can do to prevernt that.

Howewer, it may be able to do even more. For example, perhapsthere is someclever sequenceof
calls to Dg(9 via which the latter can be made to output sk itself. (These calls would not be
made under normal execution of the algorithm on normal ciphertexts, but the adversary concacts
weird ciphertexts that make the decryption routine do strange things.) Having sk means the
adversary could decrypt tratc at any time in the future, even after the lunch break. Alternativ ely,
the adversary is able to call Dg (9 on someinputs that result in the adversary's gaining some
information that would enableit to decrypt somefraction of ciphertexts it might seelater, after
the lunch break, when it no longer has accessto Dg (9. These are the evertualities we want to
prevert.

This scenariois arti cial enoughthat wereit the only motivation, it would be natural to wonder
whether it is really worth the trouble to designschemesto withstand chosen-ciphertextattack. But
this is not the main motivation. The real motivation arisesfrom gathering evidencethat asymmetric
encryption schemessecureagainst chosen-ciphertextattack are the desiredand appropriate tool for
usein many higher level protocols, for example protocols for authenticated sessionkey exdange.
There a party decrypts a random challenge messageto prove its identity. This leavesit open
to a chosen-ciphertext attack on the part of an adversary who sendsciphertexts in the guise of
challengesand obtains their decryption. Were this attack to reveal the secretkey, the adversary
could impersonatethe legitimate entity at a later date, sinceit would now itself possesshe ability
to decrypt the challengessert by others.

Based on this and other sud applications, we would like to design asymmetric encryption
schemesthat are secureagainst very strong kinds of chosen-ciphertext attack. To illustrate let's
consider the following game. An adversary A is given a challenge ciphertext C and must output
the corresponding plaintext to win the game. The adversaryis giventhe public key pk under which
C was created, and is also given accessto the oracle D¢ (9 allowing decryption under the secret
key sk corresponding to pk. A trivial way for the adversaryto win the gameis to invoke its oracle
on C. This trivialit y is the one thing disallowed. We allow the adversary to invoke D¢ (¢ on any
input C°6 C. Of courseit may invoke the oracle multiple times; all the inputs provided to the
oracle must howewer be di®erent from C. If from the information so gathered the adversary can
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compute D¢ (C) then it wins the game.

This is a very strong form of chosen-ciphertextattack: the adversary can invoke the decryption
oracle on any point other than the challenge. Again, one's rst reaction might be that it is in fact
ridiculously strong. How in any setting where | have somesort of decryption oracle accessis it
possiblethat | could not askthe query of my choice, yet be able to ask absolutely any other query?
Indeed it is hard to imagine such a setting. Yet, this is the \right" attack model to considerfor
seweral reasons. One is that in proving the security of authenticated key exdhange protocols that
use asymmetric encryption as discussedabove, it is exactly security under such an attack that is
required of the asymmetric encryption scheme. The other reasonsis perhaps more fundamenal.
We have seenmany times that it is ditcult to anticipate the kinds of attacks that can arise. It is
better to have an attack model that is clear and well de ned even if perhapsstronger than needed,
than to not have a clear model or have one that may later be found to be too weak.

We have already seenthat inabilit y to decrypt a challengeciphertext is not evidenceof security
of a scheme, since one must also consider loss of partial information. In nalizing a notion of
security against chosen-ciphertext attack one must take this into accourt too. This, however, we
already know how to do, via left-or-right encryption oracles.

De nition 11.3 Let AE = (K;E; D) be an asymmetric encryption scheme,let b2 f0; 1g, and let
A be an algorithm that has accessto two oraclesand returns a bit. We consider the following
experiment:

Experiment Exp lid-ccab(a)
(pk;sk) A K
A ABK(LR(G60):Ds(9 (pk)
If A queried Dgk(® on a ciphertext previously returned by Ex (LR( ¢ ¢ b))
then return 0
elseReturn b

The ind-cca-advantageof A is de ned as

h

. , i h
Adv RE°A) = Pr Exp g M A)= 1 Pr

_ i
Exp ld-cca0ay =1 : |

The corvertions with regardto resourcemeasuresare the sameasthose usedin the caseof chosen-
plaintext attacks.

We consider an encryption schemeto be \secure against chosen-ciphertext attack” if a \rea-
sonable" adversary cannot obtain \signi cant" advantage, where reasonablere®ects its resource
usage. The technical notion is called indistinguishabilit y under chosen-ciphertext attack, denoted
IND-CCA.

11.3 One encryption query or many?

The adversary in our de nitions is allowed to make many queriesto its Ir-encryption oracle. We
gave it this power becauseit might be possibleto expose weaknessesn the encryption scheme
via an attack involving observing the encryptions of many related messageschosenadaptively as
a function of ciphertexts of previous messages.Indeed, it may be possibleto achieve a higher
advantage with more queries, but we shav here that the gain is limited. Namely, an adversary
making g Ir-encryption oracle queriescannot achieve an advantage greater than ge times that of



Bellare and Rogaway 7

an adversary making just one Ir-encryption oracle query and having other resourcescomparable
to that of the original adversary. This is true both under chosen-plairtext and chosen-ciphertext
attack, asindicated in the following.

Theorem 11.4 Let AE = (K;E;D) be an asymmetric encryption scheme. Let B be an ind-cpa
adversary who makesat most ge queriesto its left-or-right encryption oracle. Then there exists an
ind-cpa adversary A making at most one query to its left-or-right encryption oracle and sud that

Adv M27Pa(BY) . g ¢Adv 197PA(A) - (11.1)

Furthermore, the running time of A isthat of B. Similarly, let B be an ind-ccaadversarywho makes
at most g queriesto its left-or-right encryption oracle. Then there exists an ind-cca adversary A
making at most one query to its left-or-right encryption oracle and sud that

Adv 8cq(B) . g ¢Adv [97CCA(A) : (11.2)

Furthermore, the number of decryption oracle queriesmade by A is the sameas made by B, and
the running time of A is that of B. 1

In a qualitativ e sense,this theorem can be interpreted as saying that an asymmetric encryption
schemesecureagainst adversariesmaking just onelr-encryption query is also secureagainst adver-
sariesmaking many Ir-encryption queries. This will simplify later analysesby allowing us to focus
on adversariesthat make only one Ir-encryption query.

An important elemen making this result possibleis that in an asymmetric encryption scheme,
an adversary canitself encrypt any messaget wants, becauset hasthe public (encryption) key. In
the symmetric setting, the adversary cannot directly encrypt a messageput may only do sovia an
oraclethat holds the key. An analogueof the above is true in the symmetric setting, but requires
that the adversary be provided not only with an Ir-encryption oracle but also with an encryption
oracle.

Pro of of Theorem 11.4: The statemert corresponding to Equation (11.1) follows from the state-
ment corresponding to Equation (11.2) by consideringan ind-cca adversary who makesno queries
to its decryption oracle, so we needonly prove the statemert corresponding to Equation (11.2).
We will usewhat's called a \h ybrid argument". We will assaiate to B a sequenceof experimerts
Exp2e(B); Expre(B); :::; Exp2e(B) (11.3)
sud that, if we let h i
P@i) = Pr Exphe(B) =1

fori 2 f0;1;:::;qg, then it will be the casethat
h ) i
P@O) = Pr Exphdccadg)=1 (11.4)

h i
P(a)

Pr Exp pd-ccaligy =1 : (11.5)
In other words, the rst and last experiments in our sequencewill correspond to the world 0 and
world 1 experimernts, respectively, in De nition 11.2. If so, De nition 11.2tells us that

Adv AE°°3B) = P(q) | P(0):
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Experimert Exp hg (B)

jAj+1 (pk;sk) A K
ifj- i dA BHE(89:Da(9 k)
then C A Ep(M1) Return d

else C A Ex(Mo)
EndIf
Return C

Adversary ABk(LR(66E):Ds(9 (pk)

Subroutine OE(Mg; M 1)
jAj+1
If j <1 then C AR Ex(M1) Endlf
If j
If j > I then C R Ex(Mo) Endlf
Return C

End Subroutine

d A BOE%9:D(9(pk)

Return d

| then C A Ey (LR(Mo; M 1; b)) Endif

Figure 11.1: Hybrid oraclesand experiments related to the construction of ind-cca adversary A in

the proof of Theorem 11.4.

Now comesa trick. We considerthe sum

& 1
[P@i P@)I:
i=1
Its value, of course,is 0. Hence,from the above,

Adv R27?(B) P(@i P(0)

g(l
= P@+ [P®)i PMIi P()

i=1

X 1
= P(i)i P(i):
i=1 i=0
We will now construct ind-cca-adwersary A so that
h _ [ xd
Pr Explidcalay=1 = =¢ P(i)

(11.6)
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Pr Exp pd-cca0ay=1 = a¢ P(i) : (11.7)
i=0

Then, from the above we would have
ind-cca — 1 ind-cca .
Adv pg Y(A) = a CAdv pg “*4(B) :

Re-arranging terms, we get Equation (11.2).

We now specify the \hybrid" experiments of Equation (11.3) in such a way that Equations (11.4)
and (11.5) are true and we are able to construct adversary A suc that Equations (11.6) and (11.7)
are true.

oracle assaiated to i is stateful, maintaining a counter j that is initialized to 0 by the overlying
experiment and is incremerted by the oracle eadh time the latter is invoked.

Now, obsenethat oraclesH Egk(d; 9 and Ep« (LR( ¢ ¢ 0)) are equivalent, meaningthat on any inputs,
their responsesare identically distributed. Similarly, oraclesHEg'k(d;d) and Ex (LR(¢ ¢ 1)) are
equivalent. Hence,Equations (11.4) and (11.5) are true.

Adversary A is speci ed in Fig. 11.1. It begins by initializing a courter j to 0, and picking | at

B's Ir-encryption oracle with the subroutine OE, and providing B a decryption oracle via A's own
accesdo a decryption oracle.

We highlight that A's operation dependson the fact that it was provided the public encryption key
asan input. This enablesit to compute encryptions under this key directly, and it doesso inside
the subroutine. Had we not given A the public key, this construction would not be posible.

To complete the proof it sutces to justify Equations (11.6) and (11.7). SupposeA is in world 1,
meaning the challengebit b equals1. Then subroutine OE encrypts the right messageof its input
pair the rst | times it is called, and the left-messageafter that. One the other hand, if A is in
world 0, meaningb= 0, subroutine OE encrypts the right messageof its input pair the rst | j 1
times it is called, and the left messageafter that. Regarding!| asa random variable taking values

h ) i
Pr Exp g °*1(A) = 1j1 = i
h i
Pr Exp Rg°*0(A) = 1j1 = i

P(i)
P(ii 1):

Sincethe random variable | is uniformly distributed in the rangefl;:::;qg we have

h i xah o i
Pr Exp ie °HA)=1 = Pr Expag ™ A)=1jl =i ¢Pr{l =i]
i=1
!
= P(i)¢-:
i=1 q
This justi es Equation (11.6). Similarly,
h i xa h i
Pr Expagc@%A)=1 = Pr Exp g2 ®%(A) = 1j1 =i ¢Pr[l = i]

i=1
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1
= P(ii 1)¢
i=1 | q
i 1
_ ool
= P(|)¢q,

i=0

which justi es Equation (11.7). This concludesthe proof. 1

11.4 Hybrid encryption

Before we presert constructions of asymmetric encryption schemes,it is usefulto get someidea of
the context in which they are used.

Given an asymmetric encryption scheme AE = (K?;E?; D?), onerarely encrypts data directly
with it. Rather, to encrypt M under a public key pk of this scheme, we rst pick a random key
K for a symmetric encryption scheme SE = (K*S; E®; D®), encrypt K under pk via the asymmetric
schemeto get a ciphertext C2, encrypt M under K via the symmetric schemeto get a ciphertext
Cs, and transmit (C?; C?®). This is called hybrid encryption.

More precisely hybrid encryption is a transform that given any asymmetric encryption scheme
and any symmetric encryption scheme assaiatesto them a new asymmetric encryption scheme:

Scheme 11.5 Let AE = (K?; E?; D?) bean asymmetric encryption scheme,and let SE = (KS; ES; D®)
be a statelesssymmetric encryption schemesud that KeygSE) u Plaintextqpk) for every pk that
might be output by K&. The hybrid encryption scheme assaiated to AE; SE is the asymmetric
encryption schemeAE = (K?; E; D) whosekey-generationalgorithm is the sameasthat of AE and
whoseencryption and decryption algorithms are de ned as follows:

Algorithm Epk (M) Algorithm Dg(C)
KA KS;CSRE;(M) ParseC as(C?;CS)
If CS= 2 then return ? K A D3(C?
caR E3(K); C A (C%C9) If K =2 then return ?
Return C M A Dg (C®)
Return M

Under this hybrid encryption scheme, one can (asymmetrically) encrypt any messageM that is in
the plaintext-space of the underlying symmetric encryption scheme. |

Hybrid encryption is usedfor numerousreasons. The principal oneis cost. The number-theoretic
operations underlying common asymmetric encryption schemesare computationally costly relative
to the operations on block ciphersthat underly commonsymmetric encryption schemes. In practice
onewants to minimize the amount of data to which thesenumber-theoretic operations are applied.
Accordingly, rather than encrypt the possibly long messageM directly under pk via the given
asymmetric scheme, one useshybrid encryption. The costly number-theoretic operations are thus
applied only to data whoselength k is xed and not dependert on the length of M .

This context tells us that when we design asymmetric encryption schemes, we can typically
assumethat the messagespaceconsistsof short strings. This will facilitate our constructions.

However, before we adopt the hybrid encryption paradigm we needto know that it \w orks,"
meaning that it is secure. In assessingthe strength of hybrid encryption, we use as usual the
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provable-securily philosophy and approach. A hybrid encryption schemeis built from two com-

ponerts: a base asymmetric encryption scheme and a base symmetric encryption scheme. The

appropriate question to ask is whether the assumedsecurity of the componerts sutces to guar-

antee security of the hybrid sdheme basedon them. It turns out that it does, and moreover for

security under both chosen-plairtext and chosen-ciphertextatttacks. Theorem 11.6below addresses
the rst case,and Theorem 11.7 the second.(Although the latter implies the former, we state and

prove them separately becausethe proof has somedelicate issuesand ideasand is best understood

via an incremental approad.)

Theorem 11.6 Let AE = (K?&; E?; D?) be an asymmetric encryption scheme,let SE = (K*=; E3; DS)
be a statelesssymmetric encryption schemesud that

KeyqSE) p Plaintextgpk)

for every pk that might be output by K2, and let AE = (K?;E; D) be the hybrid encryption scheme
assaiated to AE; SE as per Scheme11.5. Let k denote the length of keysoutput by KS. Let B be
an ind-cpa-adwersary attacking AE. Then there exist ind-cpa adversariesAgg.o1; A11:10 attacking
AE, and an adversary A attacking SE, such that

Adv g"’Pa(B)
Adv 87PN G001) + Adv e P (Aq1.10) + Adv 0o PA(A) (11.8)

Furthermore, supposeB had time complexity at most t, made at most q queriesto its left-or-right
encryption oracle, these totalling at most * bits in length. Then Agp.o1; A11:10 €ad have time-
complexity at most t and make at most q left-or-right encryption oracle queries,ead query being
k bits long. Also A hastime-complexity at most t, and makesonly one query to its left-or-right
encryption oracle. |

The qualitativ e interpretation of Theorem 11.6 is that if AE and SE are ead assumedto be
secureagainst chosen-plairtext attack, then AE is also secureagainst chosen-plairtext attack. On
the quartitativ e front, note that the advantage of AE against an attack involving g Ir-encryption
gueriesis upper bounded as a function of the advantage of SE against an attack involving only a
single Ir-encryption query. This meansthat the symmetric encryption scheme used may be very
weak and yet the hybrid asymmetric encryption schemewill be secure.For example,the encryption
algorithm of the symmetric encryption scheme could apply a pseudorandombit generatorto the
keyto getan output of jM j bits and XOR this with the messagdo get the ciphertext. In particular,
the symmetric encryption scheme could be deterministic.

Pro of of Theorem 11.6: These constructions are not as straightforward as somewe have seen
in the past. We will needto \isolate" the asymmetric and symmetric componerts of AE in suc
a way that an attack on this scheme can be broken down into attacks on the componert schemes.
To do this we will usea hybrid argumert. We will assaiate to B a sequenceof experiments

Exp S%(B) ; ExpSt(B); Expi:(B); Expi(B) (11.9)
sud that, if we let

h B i
P(®7) = Pr Expr(B) =1 (11.10)
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for bits ® 2 f0; 1g, then it will be the casethat

h o i
P(1;0) = Pr Exp e ®B)=1 (11.11)
h o i
P(0;0) = Pr Exp%’cPa_o(B): 1 (11.12)

In other words, the rst and last experiments in our sequencewill correspond to the world 0 and
world 1 experiments, respectively, in De nition 11.2. If so, De nition 11.2tells us that

Adv R8PA(B) = P(1;0)i P(0;0):

Now comesa trick. We throw into the expressionP (1;0)j P(0;0) a bunch of extra terms that sum
to zeroand hencedon't changethe value of the expression,and then we regroup, like this:

P(1,0)i P(0;0)

P(1,0)i P(1;1)+ P(1;1)i P(0;1)+ P(0;1); P(0;0)
[P0 PLDI+[P@ D PO+ [PO;1); P(0;0)]:

We have now written the ind-cpa-advantage of B asa sum of the di®erenceghat adjacert experi-
ments in our experiment sequencaeturn 1. We will then construct the adversariesAo1.00; A; A10:11
such that

P0;1)i P(0;0) - Adv it P (Ag100) (11.13)
P(1;1)j P(0;1) - Adv 187P3(p) (11.14)
P1;0)i P(1;1) - Adv nf ®(Asg11) : (11.15)

Equation (11.8) follows.

The template above is pretty generic. What we needto do now is to actually specify the \h ybrid"
experiments of Equation (11.9) in such a way that Equations (11.11){(11.12) are true and we are
able to construct adversariesAo1.00; A; A10,11 Sudh that Equations (11.13){(11.15) are true.

Recall that B hasaccesgo an oraclethat takesinput a pair of messagesnd returns a ciphertext.
In the experiments of De nition 11.2that de ne the ind-cpa-advantage of B, this oracle is either
Epk (LR( ¢ ¢ 1)) or Epk (LR( ¢ ¢ 0)), depending on the world in which B is placed. Our hybrid exper-
iments will involve executing B not only with these oracles, but with others that we will de ne.
Speci cally, we will de ne a sequenceof oracles

HES(G) ; HER(G; HER(GY; HER(G): (11.16)
Each oraclewill take input a pair Mg; M1 of messagesand return a ciphertext. Now, to ead pair
®;  of bits, we assaiate the (®; ) hybrid experiment de ned as follows:

Experiment Exp %(B)
(pk;sk) A K2
dA BHEX (%9 (pk)
Return d
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Oracle HEJ)(Mo; M1) Oracle HEJ(Mo; M1)
KoR KS; Ki R KS KoR KS; Ki R KS
CS R ES(Ko; [Mo]) CS AR ES(Ko; [Mo))

If CS= ? then return ? If C5= ? thenreturn ?
ca R E(pk; [Ko)) ca R E%(pk; [K4))

C A (C&cC9) C A (Cc?;Cs)

Return C Return C

Oracle HE i (Mo; M1) Oracle HE{(Mo; M1)
KoA KS; K1 R KS KoA KS; K1 A KS
CS R ES(Ko; [M41]) CS R ES(Ko; [M4])

If CS= ? then return ? If CS= ? thenreturn ?
ca R E?(pk; [K4]) ca R E?(pk; [Ko])

C A (C&C9) C A (Cc?;Cs)

Return C Return C

Figure 11.2: Hybrid Ir-encryption oraclesusedin the proof of Theorem 11.6.

This de nesour experimerts in terms of the oracles,and, nally, the oraclesthemselvesare speci ed
in Fig. 11.2. Each hybrid Ir-encryption oracle is paramterized by a pair (®; ) of bits and takes
input a pair Mo; M1 of messagesExamining the oracles,you will seethat they are mostly identical,
di®erent only in the quartities that have been boxed. Each oracle picks not one but two keys
Ko; K1, independently at random, for symmetric encryption. It then encrypts Mg under Ko via
the symmetric encryption schemeto get a ciphertext CS, and it encrypts K- under the public key
via the asymmetric encryption schemeto get a ciphertext C2. It returns the pair (C?; CS).

Note oraclesHEY(¢ 9 and HEX(¢ § do not actually useK 1. We have asked these oraclesto pick
K1 only to highlight the common template underlying all four oracles.

Obserwe that oracle HE&?(G;CI) and oracle Epc (LR(6 ¢ 0)) are equivalert in the sensethat their
responsesto any particular query are identically distributed. Similarly oracleH EF}E(G; @ and oracle
Epk (LR( ¢ ¢ 1)) are equivalent. This meansthat Equations (11.11) and (11.12) are true, which is
the rst requiremert of a successfuhybrid argumert.

The new hybrid Ir-encryption oracleswe introduce may seemrather bizarre at rst sincethey do
not necessarilyreturn valid ciphertexts. For example,oracle (0; 1) will return a ciphertext (C?; C%)
in which CS is the encryption of My under a key K o, but C? is not an encryption of K¢ asit ought
to be under the de nition of AE, but rather is the encryption of a random, unrelated key K ;. Thus,
in the corresponding hybrid experiment, B is not getting the typesof responsesit \exp ects." But
nonetheless,being an algorithm with accessto an oracle, B will executeand evertually return a
bit. The meaning of this bit may be unclear, but we will seethat this doesnot matter.

Before constructing Ao1.00 Sothat Equation (11.13)is true, let ustry to explain the intuition. Con-
sider hybrid Ir-encryption oracles(0;0) and (0; 1). Note that in both experiments, CS is computed
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Adversary AE‘%&R( 560 (pk) Adversary Afgfl(liR( 560 (pk)

Subroutine OE(M; M 1) Subroutine OE(Mg; M 1)
KoA KS; K R KS KoA KS; K1 R KS
CS A ES(Ko;Mo) CSAR ES(Ko;M»y)
If CS = ? then return ? If CS= ? then return ?
C2 R E (LR(Ko;K1;B) C* R E5(LR(K1:Ko; )
Return (C%; CS) Return (C2;CS9)

End Subroutine End Subroutine

d R BOE®9(pk) d AR BOE9(pk)

Return d Return d

Figure 11.3: Adversariesattacking AE constructed for the proof of Theorem 11.6.

in exactly the sameway. This meansthat the di®erencebetweenP (0; 0) and P (0; 1) measuresthe
ability of the adversary to tell whether C? encrypts the key underling C* or not. This is something
we can relate solely to the security of the baseasymmetric encryption scheme.

Adversary Ap1.00 attacking the baseasymmetric encryption schemeAE is speci ed in Fig. 11.3. As
per De nition 11.2,it has accessto a Ir-encryption oracle Egk (LR( ¢ ¢ b)). Its strategy is to de ne
a subroutine OE and then run B, using OE to reply to B's oracle queries. Subroutine OE takes
input a pair Mo; M1 of messagespicks a pair of keysfor symmetric encryption, and nally returns
a ciphertext which is computed using a call to the given oracle Egk(LR( G ¢ b).

Consider Aoz;00 in world 1, meaningits oracle is Ej, (LR(¢ ¢ 1)). In that case,the ciphertext C#
computed by subroutine OE(¢ ¢ is an encryption of K 1, and thus subroutine OE(¢ 9 is equivalert to
oracleH Egkl((lz @. On the other hand, when Ao1.00 is in world 0, meaningits oracleis Egk (LR( ¢ ¢ 0)),
the ciphertext C? computed by subroutine OE(¢ ¢ is an encryption of Ko, and thus subroutine
OE(6 9 is equivalert to oracle HES)(¢ 9. Hence

h i

Pr Expot(B) =1
h i

Pr Exp22(B)=1 :

h . i
Pr Exp e P (Ag100) = 1

h . i
Pr Exp e P (Aq100) = 1

Subtracting, and remembering the notation of Equation (11.10), we get
Adv 18P (Aor00) = P(0;1)i P(0;0);
which justi es Equation (11.13).

We leave to the reader the task of verifying Equation (11.15) basedon the construction of A11.10
given in Fig. 11.3, and now proceedto the construction of the ind-cpa adversary A attacking the
basesymmetric encryption scheme.

The intuition hereis that the (0; 1) and (1; 1) hybrid experimerts both compute C? asan encryption
of key K 1, but di®erin which messagehey symmetrically encrypt under K o, and thus the di®erence
betweenP (0; 1) and P (1; 1) measureshe ability of the adversaryto tell which messageC*s encrypts
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under K. This is somethingwe can relate solely to the security of the basesymmetric encryption
scheme. The construction however will require a little more work, introducing another sequenceof
hybrid experiments. This time there will be g+ 1 of them,

Exp3=(B); Expx(B); i Expl(B):

oracleassaiated to i is stateful, maintaining a courter j that is initially 0 and is incremerted eath
time the oracleis invoked. The oracle behavesdi®erernly depending on how its counter j compares
to its de ning parameteri. If j - i it symmetrically encrypts, under K o, the right messageM 1, and
otherwise it symmetrically encrypts, under K g, the left messageM . The asymmetric componert
C? is always an encryption of K 1.

h _ i
P(i) = Pr Expz(B)=1
Now, supposei = 0. In that case,the value C3 computed by oracle HEFLk(d;CD on input Mg; M1 is
a symmetric encryption of Mg regardlessof the value of the counter j. This meansthat oracles
HES (¢ 9 and HEJ(¢ § are equivalent. Similarly, oraclesHE} (¢ 9 and HE (¢ § are equivalent.
Hence

P0O;1)=P(0) and P(1;1)=P(g:
So
P(1;1)i P(0;1)

= P(ai P(0)
= P(qi P(gi 1)+ P(qi 1)i ¢e¢; P(1)+ P(1)i P(0)

xa
= [P@)i P@ii 1)]: (11.17)
i=1
Our ind-cpa adversary A attacking the base symmetric encryption scheme SE is depicted in
Fig. 11.4. It gets a Ir-encryption oracle Eg (LR(¢ ¢ b)) basedon a hidden key K and challenge
bit b. It picks a pair of public and secretkeys by running the key-generation algorithm of the
asymmetric encryption scheme. It then picks an index i at random, and initializes a courter j to O.
Next it de nes a subroutine OE(¢ ¢ that takesinput a pair of messagesnd returns a ciphertext,
and runs B, replying to the latter's oracle queriesvia the subroutine. The subroutine incremerts
the courter j at ead call, and computesthe symmetric componert C*3 of the ciphertext di®ererily
depending on how the counter j comparesto the parameteri. In one case,namely whenj = i,
it computesC? by calling the given EZ (LR( ¢ ¢ b)) oracle on inputs Mg; M. Notice that A makes
only one call to its oracle, as required.

Pr Exp naPat(p) = 1j1

P(i)
PGii 1):

h
Pr Exp 02°Pa0(a) = 1j1
Thus
Ady Dd7cPa(A)
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Ora.cl? H El(Mo;M1) Experiment Exp ' (B)
iAj+1 (pk;sk) R K2
KoR KS; KR KS dA BHE(%9(pk)
Ifj- i Return d

then CS A ES(Ko; [M4])
else CS A ES(Ko; [Mo])

EndIf

If CS = ? then return ?
ca R E?(pk; [K4])

C A (C?;Cd)

Return C

Adversary A& (LR(66b)

Subroutine OE(Mg; M 1)
jAj+1
KoR KS; K1 R KS
If j < I then CS A ES(Ko; [M1]) Endif
If j = 1 then CS R E} (LR(Mo; M ;b)) EndlIf
If j > | then CS A ES(Ko; [Mo]) Endif
If CS= ? thenreturn ?
Ca A E3(pk; [K1])
Return (C2;CS9)

End Subroutine

dA BOEG9(pk)

Return d

Figure 11.4: Hybrid oraclesand experimerts related to the construction of ind-cpa adversary A in
the proof of Theorem 11.6.

h _ i h _ i
Pr Exp o2 @A) = 1 ; Pr Exp o P> %A)=1

xa i

h
Pr Exp 02 @A) = 1j1 =i ¢Pr[l = i]

i=1
a_ho |
i Pr Exp g P O(A) = 1j1 =i ¢Pr[l = i]
i=1
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X
PG CPr[l =i]li  P(@i 1)CPr[l =i
i=1 i=1

X
P@i P@i 1)

1
|
. e

; qP(L1)i PO;1)]:

In the last step we used Equation (11.17). Re-arranging terms, we get Equation (11.14). This
completesthe proof. 1

We now proceedto the chosen-ciphertextattack case. The schemeitself is unchanged, but we now
claim that if the basecomponerts are secureagainst chosen-ciphertextattack, then sois the hybrid
encryption scheme.

Theorem 11.7 Let AE = (K?&; E?; D?) be an asymmetric encryption scheme,let SE = (K3; ES; DS)
be a statelesssymmetric encryption schemesud that

KeyqSE) pu Plaintextqpk)

for every pk that might be output by K2, and let AE = (K?; E; D) bethe hybrid encryption scheme
assciated to AE; SE as per Scheme11.5. Let k denote the length of keys output by K*, and let
c denote the length of a ciphertext created by E? on input a k-bit message.Let B be an ind-cpa-
adversary attacking AE. Then there exist ind-cpa adversariesAoz.00; A10;11 attacking AE, and an
adversary A attacking SE, sud that

Adv nd-cca(B)
Adv N87CCa(AG1.00) + Adv NE7CCA(A5.19) + Adv D97CCR(A) (11.18)

Furthermore, supposeB had time complexity at most t, made at most ge queriesto its left-or-right
encryption oracle, thesetotalling at most?® ¢ bits in length, and at most gy queriesto its decryption
oracle, thesetotalling at most ! 4 bits in length. Then Ago.01; A11:10 €ath have time-complexity at
most t and make at most g left-or-right encryption oraclequeries,eadt query beingk bits long, and
at most qq queriesdecryption oracle queries,ead at most ¢ bits long. Also A hastime-complexity
at most t, makesonly one query to its left-or-right encryption oracle, and at most gqq queriesto its
decryption oracle.l

Pro of of Theorem 11.7: Weusea hybrid experiment template similar to the onein the proof of
Theorem 11.6, but there are sometricky issuesregarding decryption oracles. Let ustry to highlight
these before proceedingto the constructions.

Since B now has accessto a decryption oracle, the (®;, ) hybrid experiment of the proof of
Theorem 11.6 will have to be enhancedto provide B with an oracle that plays the role of the
decryption oraclethat B expects. A natural rst thought is to setthis to the actual decryption or-
acle Dk (9. Now, let uslook aheadto the construction of Agy.00. Besidessubroutine OE to replace
B's Ir-encryption oracle, Ap1.00 Will have to provide a subroutine OD to replace B's decryption
oracle. This seemseasyat rst glance,becauseAo.oo, itself being a ind-cca-adwersary, has access
to a decryption oracle D¢ (@ for the baseasymmetric encryption scheme. Thus, it can simulate
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Oracle HEG(Mo; M1) Oracle HEJ(Mo; M1)
jAj+1 jAj+1
Koj A KS; Kyj A KS Koj A KS; Kyj B KS
;:jscéz :ES'()Kt(;ia ;nin ] C,-SA: _ES(K o3 [Mo])

S =7 : If C®= 72 thenreturn ?

CA R E?(pk; ) CA R E?(pk; )
Ci A (C-a;CjS) G A (Cja;CjS)
Return C; Return Cj

10 .

Oracle HEZ(Mo; M1) Oféclf HEp (Mo; My)
jAj+1 JA+1
KO'jA?DKS;Kl-jA?"KS Ko;jAﬂsKs;Kl;jAﬂsKs
Cs R ES(Koj; [M1]) CPA E*(Koj; [Ma])

If C°= 2 then return ? If Cf = 72 then return ?

P R E(pk; [Kag ) Ci R E*(pk; [Koj |)

~ A a.-/s
c A (C-a;CjS) Ci A (C ,Cj)
Return C; Return C;
Oracle HD, (C)

ParseC as(C#?; C3)

| A Find ()
If 1 6 0then M A DS(Kq,;C®) EndIf
If | = 0then M A D(sk;C) EndIf

Return M

Figure 11.5: Hybrid Ir-encryption oracles, and hybrid decryption oracle, used in the proof of
Theorem 11.7.

Dsk(®. The catch is in the rules of the game. Recall that Agz.00 is not allowedto call its decryption
oracle on a ciphertext C?2 that was previously returned by its own Ir-encryption oracle. Howeer,
in attempting to simulate Dgk(® using Dg (9, it might be forced to do so, becauseB might call
Dk (® on a ciphertext (C?; CS) where a ciphertext of the form (C?; X ) was previously returned by
B's Ir-encryption oracle, but X 6 CS. In that case,Agpo1 iS stuck: how can it decrypt (C2;C?)
without breaking the rules of its game?

To getaround this problem we will enhancethe hybrid experiments to provide B not with an actual
decryption oracle, but with a fake onethat we will de ne. Let us now proceedto the actual proof.
To eadh pair ®, of bits, we assaiate the (®, ) hybrid experiment de ned as follows:
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Experiment Exp %(B)
(pk;sk)ﬁiKa;j A0
dA BHE;?( (¢9:H Dsk(‘ﬂ‘l)(pk)
Return d

The experimert initializes a counter j to 0, and then runs B, replacing B's Ir-encryption oraclewith
a hybrid Ir-encryption oracle,and B's decryption oraclewith a hybrid decryption oracle. Note that
the hybrid Ir-encryption dependson (®; ) but the hybrid decryption oracledoesnot. However, the
two oraclesshare state, in the form of counter j aswell as quartities that are created and stored
by the hybrid Ir-encryption oracle and then accessedy the hybrid decryption oracle.

The hybrid Ir-encryption oracles,shown in Fig. 11.5, are equivalent to the corresponding onesof
Fig. 11.2 in the sensethat on any inputs Mo; M1, the output of the (®; ) hybrid Ir-encryption
oracle of Fig. 11.5is distributed identically to the output of the (®; ) hybrid Ir-encryption oracle
of Fig. 11.2. However, the code of the hybrid Ir-encryption oracleshas beenenhancedto do some
extra internal book-keeping.

The hybrid decryption oracle invokesa subroutine Find that givenavalue T and alist Ty;:::; T,
returns the smallestj such that T = T; if such aj exists,and O if T 62fTy;:::;T;g. It usesthis
to seewhether the asymmetric componert of the ciphertext it is given to decrypt was previously
returned by a partner (®; ) hybrid Ir-encryption oracle. If not, it decrypts the given ciphertext via
the decryption algorithm of scheme AE, using the secretkey sk which it is given. Else, it decrypts
the symmetric componert of the ciphertext under the key Ko; chosenat the time the asymmetric
componert was rst created.

As in the proof of Theorem 11.6, for any ®; 2 f0;1g, welet
P(® ) = Pr Exp _(B) = 1

Obsenwe that the hybrid decryption oracleis equivalert to D (¢ in the caseg®; ) 2 f(0;0); (1;0)g
becausein these cases,the asymmetric componert of the ciphertext produced by the hybrid Ir-
encryption oracle is an encryption of K g; . Thus we have

i
P(1,0) = Pr Exp ind-ccal(gy) = 1
o :

|
P (0;0) Pr Exp nd-cca0(p) = 1

Following the proof of Theorem 11.6, our proof of Equation (11.18) is completeif we can construct
adversariesAoz.00; A; A1o:11 Sud that

P(0;1); P(0;0) - Adv R97°a(An1.00) (11.19)
P(1;1); P(0;1) - Adv Dd-ccacp) (11.20)
P(1;0); P(1;1) - Adv dcap4,q): (11.21)

The constructions of Agi.00 and Aj1p;11 are shovn in Fig. 11.6. Each adversary runs B, replacing
B's Ir-encryption oracle with a subroutine OE and B's decryption oracle with a subroutine OD.

Note the OD subroutine calls D¢ (9. It doesnot actually have sk but it can implement this by
running the code of D (9 shown in Scheme 11.5and using its D (¢ oracle.



20 ASYMMETRICENCRYPTION

Adversary Ag":'jél(}R( S0Pl (pk) Adversary AE&&R( B0)DL(9 (pk)

jA O jA 0

Subroutine OE(Mg; M 1) Subroutine OE(Mg; M 1)
jAj+1 jAj+1
Ko;jAﬁBKS;Kl;jABKS Ko;jAﬁsKs;Kl;ijsKs
C* R ES(Koj;Mo) C* R ES(Koj; M)
If C° = ? then return ? If C° = ? then return ?
cP R Esk (LR(K o ;K 15 b)) Cja'& B (LR(K 1 ;K o; ;b))
Return (C?; C?) Return (C?;C?)

End Subroutine End Subroutine

Subroutine OD(C) Subroutine OD(C)
ParseC as(C#?;C%) ParseC as(C?;C?)
| A Find (C?; &1, CP | A Find (C%C:n;CR)
If | 6 0then M A DS(K,;CS) If 1 6 0then M A DS(Kg,;CS)
If | = 0then M A D(sk;C) If | = 0then M A D(sk;C)
Return M Return M

End Subroutine End Subroutine

d & BOE(G9:0D(9(pk) d AR BOE(G9:0D(9(pk)

Return d Return d

Figure 11.6: Adversariesattacking AE constructed for the proof of Theorem 11.7.

We note that Ap1.00 and A1g:11 are legalin the sensethat they never query their decryption oracle
D3.(9 on a ciphertext previously returned by their Ir-encryption oracle Egk(LR(tl;G;b). This is
ensured by the de nition of OD, which, if given a ciphertext C = (C?;C®) whose asymmetric
componert C? was previously returned by Ep""k (LR(G ¢ b), doesnot call D3 (9, but instead directly
computesthe symmetric decryption of C* under a key Ko; satisfying C? = C&.

We leave to the readerto extend the argumerts of the proof of Theorem 11.6to verify that Equa-
tions (11.19) and (11.21) are true, and proceedto the construction of the ind-cca adversary A

experiment de ned in Fig. 11.7. The experiment shavn in that gure initializes courter j and then
runs B with the shavn oracle and also with the hybrid decryption oracle HD (¢ that we de ned
previously. The two oraclessharestate in the form of a courter j and aswell as quartities that are
created and stored by H E“Jk(d; @ and then accessedy HD (9.

Our ind-cca adversary A attacking the base symmetric encryption scheme SE is depicted in
Fig. 11.7. The novelty here, as comparedto Fig. 11.4, is the subroutine OD de ned by A. Note
that it considersthree casesfor the value of I. In the secondcase,it computes a response by
invoking A's given decryption oracle D (9. In the third caseit computesa responseusing the fact
that it knows sk.

We must ched that A is legal, meaningthat it never queriesits decryption oraclewith a ciphertext
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Cs previously returned by its Ir-encryption oracle. Suppose B makes decryption oracle query
C = (C#C®). Our concernis that C® = C?. (The latter is the only ciphertext returned by A's
Ir-encryption oraclesince A makesonly onequery to this oracle, and thus this is the only concern.)

certainly doesnot make an illegal query. Sosupposel = |. This meansC? = C2. However B is
assumedto be legal, which implies (C?#;C?%) 6 (C?; Cy), soit must be that C°> 6 C} asdesired.

The analysis of A is then analogousto the one in the proof of Theorem 11.6, and we omit the
details. 1

11.5 El Gamal scheme and its variants

Let G be a cyclic group with generator g, meaning G = fg°%g;:::;g"i g, wheren = jGj is the
order of G. Recall that the discrete exponertiation function is
DEXpgg: Zn ! G
x 7 g

The inverseof this function is the discrete logarithm function
DLogg,y: G ! Zp
X 7' x;

wherex 2 Z, is the unique integer suc that g* = X in G.

The discrete exponertiation function is conjectured to be one-way (meaning the discrete loga-
rithm function is hard to compute) for somegroups G. An exampleis the group G = Z7 under
multiplication modulo p, wherep is a large prime such that pj 1 hasa large prime factor. The size
(order) of Zg ispj 1, soin this casen = pj 1. In other words, exponerts of g are in the range
0;L::5;pi 2

Let us now assumeG is somecyclic group in which the discrete logarithm problem is hard. We
would like to usethis assumption asthe basisof an encryption schemein the sensethat, somehav,
an adversary wanting to decrypt should be faced with solving a discrete logarithm problem. The
basic idea is the following. Let the receiver's secretkey by x 2 Z, and let its public key be
X = g 2 G. Note that computing the secret key given the public key involves computing a
discrete logarithm and by assumption is hard. Now suppose a sender, in possessiorof X, picks
y2ZyletsY = ¢¥ 2 G, and sendsY to the receiver. At this point the receiver holds x; Y and the
senderholds y; X . Considerthe quantity K = g 2 G and notice that

i = (g) = ﬁl;‘}’ = () = XV (11.22)
K

The sendercan compute K as XY sinceit knows y; X while the receiver can compute K via Y*
since it knows x; Y. The quartity K is thus a shared key. Having suc a key, encryption of a
messageM is easy Assumingthat M 2 G is a group elemen, the sendercomputesW = KM in
G and transmits W to the receiver. The latter, having K, recoversM asWK i 1

The above description might make it look like there are two steps, namely the sender rst
transmits Y and then W, but when we implement this as an encryption scheme, we simply merge
thesesteps. The sendercomputesY and W and the ciphertext it transmits is the pair (Y; W).
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Now, what about security? The adversary is in possessionof the public key X, and, via
eavesdropping,will obtain the ciphertext (Y; W). The most direct attack is to attempt to compute
K = g¥. An adversary attempting to do this is facedwith solving what we call the computationl
Dite-Hellman (CDH) problem: given X ;Y compute g®¥ whereX = g andY = ¢¥. One approac
to solving this is for the adversary to try either to nd either x and then let K = Y* orto nd y
and let K = XY. But nding x ory given X;Y involvescomputing discrete logarithms and is hard
by assumption. However, even if the discrete logarithm problem is hard, we are not necessarily
assuredthat computing K given X ;Y is hard becausethere may be methods to do this that do not
involve computing discrete logarithms. We do not know whether such methods exist or not, but we
do know, empirically, that the CDH problem seemsto be hard in humerous groups. Accordingly,
the security of the schemerelies on this assumption rather than merely the assumption that the
discrete logarithm problem is hard.

But this is a very rough view of the security considerations. When we examine security more
closely we will seethat for the schemesto acdhieve the kinds of strong, well-de ned notions of
security we have discussedabove, the CDH assumptionis not suzcient. But it is certainly the rst
cut at understanding the issues.

11.5.1 The ElI Gamal scheme

What we described informally above is the EI Gamal encryption scheme. Let us now detail it and
then look more closely at its security.

Scheme 11.8 Let G be a cyclic group of order n and let g be a generator of G. The El Gamal
encryption schemeAEgs = (K; E; D) ass@iated to G; g is the asymmetric encryption schemewhose
constituent algorithms are depicted below:

Algorithm K Algorithm Ex (M) Algorithm Dy ((Y; W))
xRz, If M 62G then return ? KA YX
XA g yR Z,: YA ¢ MA WKil
Return (X;x) KA XY; WA KM Return M

Return (Y; W)

The plaintext-space assiated to a public key X 2 G is G itself, and if M is not in this setthen
the encryption algorithm returns ?. 1

The quartities G; g are assumedto be chosena priori and known to all parties. A typical example
is G = Zj wherep , 3is a prime. We have discussedin Section 9.3 how to nd primes and
generatorsand thus set up G; g in this case.

The rst thing that should be veri ed about the EI Gamal scheme s that decryption works
correctly, meaning Dx(Ex(M)) = M for all M 2 G. This is true becauseof Equation (11.22),
which says that the value K in both algorithms is indeed the same.

In common with se\eral other algebraic schemes,in the natural formulation of the EI Gamal
scheme given above, the messages a group elemen. In practice we might prefer to think of our
starting messageas a string. In that case,we would encale the string as a group elemen before
using the El Gamal scheme. For exampleif G = Z; wherep is a prime of length k (i.e. 2kKi 1. p<
2%), the scheme could be viewed as enabling us to encrypt any binary string messagem of length
ki 1. To do this, compute the integer whosebinary represertation is m and then adding oneto it
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for the EI Gamal scheme. From the group elemer returned by the decryption algorithm one can
recover the corresponding string messagein the obvious way. More generally, the messagespace
can be viewed as any set of strings of sizeat most jGj, mapping theseto group elemeris via some
injective encaling function for the sake of encryption.

Now, we turn to security, concerrating rst on security against chosen-plairtext attack. The
‘rst thing to consideris whether the adversary could recover the secretkey x from the public
key X. This however requires solving the discrete logarithm problem, which we are assumingis
computationally intractable. Next we could consider the possibility of recovery of the plaintext
M from a ciphertext (Y;W). The most obvious attack is for the adversary (given the public key
X and a ciphertext (Y;W)) to try to compute the key K from X;Y, and then recover M via
M = [[WK i Xmod p])i L. But trying to nd K amourts to solving the CDH problem, which aswe
discussedis believed to be hard.

However, by now we know that it is naive to restrict security concernsto key recovery or even
to recovery of plaintext from ciphertext. We must also addressthe possibility of loss of partial
information about the plaintext. In other words, we should be asking whether the scheme meets
the notion of IND-CPA we discussedabove. Whether it doesor not turns out to depend on the
choice of group.

Before assessindND-CPA, we needto clarify something. Recall that encryption is not, by
our de nition, required to hide the length of a messagecaptured by the fact that the left-or-right
encryption oracle simply returns ? if fed a pair of message®f equal length. This leadsus to ask
what is the length of a messagevhenthe latter is agroup elemern. As we said earlier, someencading
of group elemerts as strings is presumed. However, we insist that the strings corresponding to all
elemers of the group be of the samelength, meaning encryption should not enable an adversary
to distinguish the ciphertexts corresponding to any two group elemerns.

11.5.2 EI Gamal in the group Zj

We “rst look at the casewhere G = Z; for a prime p, 3 and show that in this casethe scheme
fails to be IND-CPA. The attacks rely on a little number theory from Chapter 9. Recall that the
Legendre (also Jacobi) symbol J,(A) of A 2 Z; is 1if A is a quadratic residueand j 1 otherwise.
We claim that given a ciphertext (Y; W) of the sthemeabove, we can compute J,(M ). This is loss
of information about M since a priori there is no reasonthat the Jacobi symbol of M should be
known to an adversary.

We now explain how to compute J,(M) given an encryption (Y; W) of M under public key
X = g*. The schemetells usthat W = KM whereK = g¥ and ¢ = Y. We rst note that
by Proposition 9.20, Jp(W) = Jp(KM) = Jp(K) ¢Jp(M). This implies Jp(M) = Jp(K) ¢Ip(W).
Now Proposition 9.21tells us Jp(K) = Jp(g®) can be computed given Jp(X) and Jp(Y). Finally,
Proposition 9.18tells us that J,(X); Jp(Y); Jp(W) canall be computed in time cubic in the length
of p. Putting it all together, J,(M) can be computed given X; Y; W in time cubic in the length of
p. We now detail the attack.

Prop osition 11.9 Letp, 3beaprime andlet G= Z;. Let g beageneratorof G. Let AEgg be
the EI Gamal encryption schemeassaiated to G; g asper Scheme 11.8. Then there is an adversary
A sud that

Adv 2 PA(A) = 1:
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Furthermore A makesonly one query to its left-or-right encryption oracle and having running time
O(jpi®) plus the time to perform someencaling related operations. I

Pro of of Prop osition 11.9: Adversary A hasinput a public key X 2 Zg7 and accessto a left-
or-right encryption oracle Ex (LR (¢ ¢ b)), where E is the encryption algorithm of the scheme. (We
regard p;g as xed and known to all parties including the adversary) Now hereis the adversary:

Adversary ABx (LR(G6D) (X )
MoA 1;M;A g
(Y;W) A Ex (LR(Mo; M1; b))
If X ®iD=2" 1 (modp)andY® V2" ;1 (mod p))
thensA j lelsesA 1
Endlf
If WP D=2" s (mod p) then return 0 elsereturn 1 Endlf

Results in previous chapters Propositions 9.21 and 9.18 tell us that s = Jp(K) whereK = g¥,
Y = ¢ and X = g*. By Proposition 9.20 and somebasic algebra, we have

Jp(W) = Jp(KM 1) = Jp(K) ¢Jp(M| 1) = Jp(K) ¢Ip(Mp) = s ¢Jp(Mp)

where b is the challenge bit. Proposition 9.17 tells us that Mg is a square (it equalsg® and 0 is
even) and M1 is a non-square(it equalsg® and 1 is odd). Now supposewe are in world 0, meaning
b= 0. Then Jp(My) = 1s0Jp(W) = s and thus A returns 0. On the other hand if we are in
world 1, meaningb= 1, then Jp(Mp) = i 1, s0Jp(W) 6 s and A returns 1. This meansthat

h ) i
Pr Exp je P(A) = 1 1

h ) i
Pr Exp ae.0(A) =1 0:

Subtracting, we get
ind -cpa —
Adv pg PRA) = 1

asdesired. |

11.5.3 Chosen-ciphertext attac ks on the El Gamal scheme

The ElI Gamal schemeis vulnerable to a chosen-ciphertextattack regardlessof the choice of group
G. An adversary can obtain the decryption of a given ciphertext by calling the decryption oracle
on a di®erert but related ciphertext. This leadsto the following:

Prop osition 11.10 Let G be a cyclic group and g a generator of G. Let AEgg be the EI Gamal
encryption scheme assaiated to G; g as per Scheme 11.8. Then there is an adversary A suc that
Adv REC(A) = 1
Furthermore A makesone query to its left-or-right encryption oracle, one query to its decryption

oracle, and has running time the cost of a few exponertiations in G. |
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Pro of of Prop osition 11.10: Adversary A that has input a public key X 2 G and accessto
two oracles: a left-or-right encryption oracle Ex (LR (¢ ¢ b)) and a decryption oracle Dy(® where
g* = X. (Group G and generatorg are xed and known to all parties including the adversary, and
E;D areasin Scheme 11.8). It works as follows:

Adversary ABx (LROGED):Dx(9(x )
Let Mg; M1 be any two distinct elemerts of G
(Y;W) R Ex (LR(Mo; M1; b))
WOA Wg
M A Dyx((Y;W9)
If M = Mg then return O elsereturn 1

The ciphertext (Y;: W9 is di®erert from the ciphertext (Y; W) and thus the adversary is allowed to
call its decryption oracleon (Y; W9. Let b denotethe challengebit and let K = g whereY = ¢.
Then

M = Dy((Y;W9%) = Kilw%= Kilwg = Myg:

Thus the value returned by A is the bit b, meaningit has advantage 1. |

11.5.4 Security of EI Gamal under the DDH assumption

In suitable groups, the EI Gamal encryption scheme is secure against chosen-plairtext attack.
The groups in question are those for which the DDH (Decision Dite-Hellman) problem is hard.
The problem was described in Section 10.1.4. Recall the problem is that the adversary is given
g*;¢”;g* and must return a bit to indicate whether or not g* = g®¥, where g is a generator of
the underlying cyclic group G. If one can solve the CDH problem then one can solve the DDH
problem by computing g*¥ and testing whether it equalsg?, but it might be possibleto solve the
DDH problem without solving the CDH problem. Indeed, this is true in some groups such as
integers modulo a prime, as indicated by Proposition 10.5 meaning the DDH problem is easyin
thesegroups. But there are choicesof group for which the DDH problem is hard, in particular some
groups of prime order such as the subgroup of quadratic residuesof the group of integers modulo
a prime (cf. Section9.5).
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Oracle HE}, (Mo; M1)

jAj+1

Koj A KS; Ky R KS

Ifj - i
then C5 R ES(Kg;; [M1])
else C° AR ES(Kg;; [Mo))

EndIf

If C° = ? then return ?

CjaA$ E%(pk; )

Ci A (CHCP)

Return C;

ASYMMETRICENCRYPTION

Experiment Exp ._(B)
(pk;sk) A K2
dA BHE;':k(W;HDsk(‘D(pk)
Return d

Adversary AE (LR(66):Dg (9

Subroutine OE(Mg; M 1)

jAj+1

Koj R KS; Ky R KS

If j < I then C° A E%(Ko;; [M1]) Endif

If |

| then C* A EZ (LR(Mo; M1; b)) Endif

If j > I then C° R ES(Ko;; [Mo]) Endif

If st = ? then return ?

CR R EX(pk; [Ky;])

Return (Cf; C?)
End Subroutine
Subroutine OD(C)

ParseC as(C#?;C%)

Ifl=1 then M
fl=0 then M
Return M

End Subroutine

d A BOE(49:0D(9(pk)

Return d

S(Koy1; C%) Endlf
k (C®) EndIf
(sk; C) EndIf

O O O

Figure 11.7: Hybrid oraclesand experimerts related to the construction of ind-cca adversary A in
the proof of Theorem 11.7.




