Chapte©

Comput ational Number Theor y

9.1 The basic groups

set of positive integersand N = f0; 1; 2;:::g the set of non-negative integers.

9.1.1 Integers mod N

If a;b are integers, not both zero, then their greatest common divisor, denoted gcd(a;b), is the
largest integer d such that d divides a and d divides b. If gcd(a;b) = 1 then we say that a and b
are relatively prime. If a;N are integerswith N > 0 then there are unique integersr; q sud that
a= Ng+randO- r < N. Wecall r the remainder upon division of a by N, and denote it by
amod N. We note that the operation a mod N is de ned for both negative and non-negative values
of a, but only for positive valuesof N. (When a is negative, the quotient g will also be negative,
but the remainder r must always be in the indicated range 0 - r < N.) If a;b are any integers
and N is a positive integer,wewrite a” b (mod N) if amod N = bmod N. We assaiate to any
positive integer N the following two sets:

VAN
Zy

fO;1;:::;N i 1g
fi2a2zZ:1-i- Njlandgcd(;N)=1g

The rst setis called the set of integersmod N. Its sizeis N, and it cortains exactly the integers
that are possible values of amod N as a rangesover Z. We de ne the Euler Phi (or totient)
function ' : Z, ! N by ' (N)=jzyjforall N 2 Z,. That is,' (N) is the sizeof the set Zy,.

9.1.2 Groups

Let G be a non-empty set, and let ¢be a binary operation on G. This meansthat for every two
points a;b2 G, a value a ¢bis de ned.

De nition 9.1 Let G be a non-empty set and let ¢denote a binary operation on G. We say that
G is a group if it hasthe following properties:
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1. Closure: Forewverya;b2 G it isthe casethat atbis alsoin G.

2. Associa tivity:  For every a;b;c2 G it is the casethat (a¢b) ¢c= a ¢(bcc).

3. ldentity:  There existsan elemeri 1 2 G such that a¢l = 1¢a= afor all a2 G.

4. Inver tibility: For every a 2 G there exists a unique b2 G such that a¢tb= b¢a= 1.

The elemen b in the invertibilit y condition is referred to as the inverse of the elemen a, and is
denotedai 1. |

We now return to the sets we de ned above and remark on their group structure. Let N be a
positive integer. The operation of addition modulo N takesinput any two integersa; b and returns
(a+ b) mod N. The operation of multiplication modulo N takesinput any two integers a;b and
returns abmod N .

Fact 9.2 Let N be a positive integer. Then Zy is a group under addition modulo N, and Zy; is
a group under multiplication modulo N. 1

In Zy, the identity elemen is 0 and the inverseof aisj amodN = N j a. In Zg, the identity
elemen is 1 and the inverseof aisab2 Zg sudthat ab” 1 (mod N). In may not be obvious
why sud a b even exists, but it does. We do not prove the above fact here.

In any group, we can de ne an exponertiation operation which assa@iatesto any a 2 G and
any integeri a group elemer we denote a, de ned as follows. If i = 0 then a' is de'ned to be 1,
the identit y elemen of the group. If i > 0 then

ol = poggety

If i is negative, then we dene a' = (ai 1)i . Put another way, let j = i i, which is positive, and
set
a = il ! ¢ai{§ ¢etal |

j
With thesede nitions in place,we can manipulate exponerts in the way in which we are accustomed

with ordinary numbers. Namely, identities such asthe following hold for all a2 G and all i;j 2 Z:
a*tl = a¢a
@) = a
al = (@)
a' = @?h:

We will usethis type of manipulation frequertly without explicit explanation.

It is customary in group theory to call the size of a group G its order. That is, the order of a
group G is jGj, the number of elemeris in it. We will often make use of the following basic fact.
It says that if any group elemen is raised to the power the order of the group, the result is the
identity elemen of the group.

Fact 9.3 Let G beagroup and let m = jGj beits order. Thena™ = 1 for all a2 G. |

This meansthat computation in the group indices can be done modulo m:
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Prop osition 9.4 Let G beagroup and let m = jGj beits order. Thena' = a ™4™ for alla2 G
andalli2 z.1

We leave it to the readerto prove that this follows from Fact 9.3.

Example 9.5 Let uswork in the group Z5; under the operation of multiplication modulo 21. The
members of this group are 1; 2;4;5;8;10;11; 13,16, 17; 19; 20, so the order of the group is m = 12.
Supposewe want to compute 5% in this group. Applying the above we have

58 mod 21 = 5%6M0d12 mMod 21 = 52mod21 = 25mod 21 = 4:1

If Gisagroup,asetS u G is called a subgroupif it is a group in its own right, under the same
operation asthat under which G is a group. If we already know that G is a group, there is a simple
way to test whether S is a subgroup: it is oneif and only if x ¢yi 1 2 S for all x;y 2 S. Hereyi !
is the inverseof y in G.

Fact 9.6 Let G be a group and let S be a subgroup of G. Then the order of S divides the order
of G. 1

9.2 Algorithms

Fig. 9.1 summarizessome basic algorithms involving numbers. These algorithms are usedto im-
plement public-key cryptosystems, and thus their running time is an important concern. We begin
with a discussionabout the manner in which running time is measured,and then go on to discuss
the algorithms, somevery brie°’y, somein more depth.

9.2.1 Bit operations and binary length

In a courseor text on algorithms, we learn to analyzethe running time of an algorithm asa function
of the size of its input. The inputs are typically things like graphs, or arrays, and the measure
of input size might be the number of nodesin the graph or the length of the array. Within the
algorithm we often needto perform arithmetic operations, like addition or multiplication of array
indices. We typically assumethese have O(1) cost. The reasonthis assumption is reasonableis
that the numbersin question are small and the cost of manipulating them is negligible compared
to costsproportional to the sizeof the array or graph on which we are working.

In contrast, the numbers arising in cryptographic algorithms are large, having magnitudes like
2512 or 21024 The arithmetic operations on these numbers are the main cost of the algorithm, and
the costsgrow asthe numbers get bigger.

The numbers are provided to the algorithm in binary, and the size of the input number is thus
the number of bits in its binary represeration. We call this the length, or binary length, of the
number, and we measurethe running time of the algorithm asa function of the binary lengths of its
input numbers. In computing the running time, we court the number of bit operations performed.

bits such that by; 1 = 1 and a= 2% 1, 1 + 2Ki 2h; , + ¢¢¢+ 2by + 2°hy. Then the binary length
of ais k, and is denoted jaj. Notice that jaj = k if and only if 2Xi 1 . a < 2% If a is negative, we
let jaj = ji aj, and assumethat an additional bit or two is usedto indicate to the algorithm that
the input is negative.
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Figure 9.1: Some basic algorithms and their running time. Unlessotherwise indicated, an
input valueis an integer and the running time is the number of bit operations. G denotesa group.

9.2.2 Integer division and mod algorithms

We de ne the integer division function astaking input two integersa; N, with N > 0, and returning
the quotient and remainder obtained by dividing a by N. That is, the function returns (g;r) suc



Bellare and Rogaway 5

that a= gN +r with 0- r < N. Wedenoteby INT- DIV an algorithm implemerting this function.
The algorithm usesthe standard division method we learned way badk in school, which turns out
to run in time proportional to the product of the binary lengths of a and N .

We alsowant an algorithm that implements the mod function, taking integer inputs a;N with
N > 0 and returning amod N. This algorithm, denoted MOD, can be implemented simply by
calling INT- DIV (a;N) to get (g;r), and then returning just the remainderr.

9.2.3 Extended GCD algorithm

Supposea; b are integers, not both 0. A basicfact about the greatestcommon divisor of a and bis
that it is the smallest positive elemen of the set

faa+ bb:ab2zg

of all integer linear combinations of a and h. In particular, if d = gcd(a; b) then there exist integers
a;bsud that d = aa+ bb. (Note that either a or b could be negative.)

Example 9.7 The gcd of 20and 12is d = gcd(20, 12) = 4. We note that 4 = 20(2)+ (12)(j 3), so
in this casea= 2and b= j 3.1

Besidesthe gcd itself, we will 'nd it useful to be able to compute these weights a;b. This
is what the extended-gcdalgorithm EXT-GCD does: given a;b as input, it returns (d;a;b) suc
that d = gcd(a;b) = aa+ bb. The algorithm itself is an extension of Euclid's classicalgorithm for
computing the gcd, and the simplest description is a recursive one. We now provide it, and then
discussthe correctnessand running time. The algorithm takesinput any integersa;b, not both
zero.

Algorithm EXT-GCD(a;b)
If b= 0 then return (a;1;0)
Else
(g;r) A INT-DIV (a;b)
(d;x;y) A EXT-GCD(b:r)

aAy

bA xi qy

Return (d;a;b)
EndlIf

The basecaseis whenb= 0. If b= 0 then we know by assumptionthat a 6 0, sogcd(a;b) = a, and
sincea = a(1) + b(0), the weights are 1 and 0. If b& 0 then we can divide by it, and we divide a by
it to get a quotient g and remainder r. For the recursion, we usethe fact that gcd(a;b) = gcd(b;r).
The recursive call thusyields d = gcd(a; b) together with weights x; y such that d = bx+ ry. Noting
that a= bg+ r we have

d= bx+ry = bx+ (aj bgy = ay+ b(xj qy) = aa+ bb;

con rming that the valuesassignedto a;b are correct.

The running time of this algorithm is O(jaj ¢jby), or, put a little more simply, the running time
is quadratic in the length of the longer number. This is not so obvious, and proving it takessome
work. We do not provide this proof here.
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We alsowant to know an upper bound on the lengths of the weights a; boutput by EXT- GCD(a; b).
The running time bound tells us that jaj;jbj = O(jaj ¢jky), but this is not good enoughfor someof
what follows. | would expect that jaj;jbj = O(jaj + jbj). Is this true? If so, can it be proved by
induction basedon the recursive algorithm above?

9.2.4 Algorithms for modular addition and multiplication

The next two algorithms in Fig. 9.1 are the onesfor modular addition and multiplication. To
compute (a+ b) mod N, we rst compute c = a+ b using the usual algorithm we learned way
badk in school, which runs in time linear in the binary represertations of the numbers. We might
imagine that it now takes quadratic time to do the mod operation, but in fact if ¢c> N, the mod
operation can be simply executedby subtracting N from c, which takesonly linear time, which is
why the algorithm as a whole takeslinear time. For multiplication mod N, the processis much
the same. First compute ¢ = ab using the usual algorithm, which is quadratic time. This time we
do the mod by invoking MOD(c¢;N). (The length of c is the sum of the lengths of a and b, and
so c is not small asin the addition case,so a shortcut to the mod as we sav there doesnot seem
possible.)

9.2.5 Algorithm for modular inverse

The next algorithm in Fig. 9.1is for computation of the multiplicativ e inverseof a in the group Zy;.
Namely, oninput N > 0 and a2 Zy, algorithm MOD-INV returns b suc that ab” 1 (mod N).
The method is quite simple:

Algorithm MOD-INV (a;N)
(d;a;N) A EXT-GCD(a;N)
bA amod N

Return b

Correctnessis easyto see. Sincea 2 Zy we know that gcd(a;N) = 1. The EXT-GCD algorithm
thus guaranteesthat d = 1 and 1 = aa+ NN. SinceN modN = 0, wehave1l” aa (mod N),
and thusb= amod N is the right value to return.

The cost of the rst step is O(jaj ¢jNj). The cost of the secondstep is O(jaj ¢jNj). If we
assumethat jaj = O(jaj + jNj) then the overall costis O(jaj ¢jN j). Seediscussionof the EXT-GCD
algorithm regarding this assumption on the length of a.

9.2.6 Exp onentiation algorithm

We will be using exponertiation in various di®erert groups, soit is usefulto look at it at the group
level. Let G be a group and let a 2 G. Given an integern 2 Z we want to compute the group
elemen a" as de ned in Section9.1.2. The naive method, assumingfor simplicity n , 0, is to
execute

5

yA 1

Return y
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This might at rst seemlike a satisfactory algorithm, but actually it is very slowv. The number of
group operations required is n, and the latter can be as large as the order of the group. Sincewe
are often looking at groups cortaining about 2°1? elemerts, exponertiation by this method is not
feasible. In the languageof complexity theory, the problem is that we are looking at an exponertial
time algorithm. This is becausethe running time is exponertial in the binary length jnj of the input
n. Sowe seeka better algorithm. We illustrate the idea of fast exponertiation with an example.

Example 9.8 Supposethe binary length of n is 5, meaningthe binary represenation of n hasthe

form ubsbpbiby. Then
2y + 2% + 2%y + 2'by + 2%y
16y + 8z + 4 + 20y + by :

Our exponertiation algorithm will proceedto compute the valuesys;ya;Yys; y2;Y1; Yo in turn, as
follows:

=]
1

ys = 1

ya = yita® = a%

Vo = iean = gt

yo = y2ea = gitui2bitiy

yi = ylgah = alhut4bir2bby

Yo = ylta® = QlbhetBbirdbe2bitty .

Two group operations are required to compute y; from yi.1, and the number of steps equalsthe
binary length of n, sothe algorithm is fast. |

that n = 2ki 1b<1 1+ 2K th 2+ ¢¢¢+ 2 + 20y, The algorithm proceedsas follows given any
input a2 Gandn 2 Z:

Algorithm EXPg(a;n)
If n< OthenaA ailandnA j n EndIf
Let by; 1:::bily be the binary represenation of n

yA 1

Fori= ki 1downto Odo
y A y2 ¢ab

End For

Output y

The algorithm usestwo group operations per iteration of the loop: oneto multiply y by itself,
another to multiply the result by a®. (The computation of a® is without cost, since this is just
aifb=1and1lif b = 0.) Soits total costis 2k = 2jnj group operations. (We are ignoring the
cost of the one possibleinversionin the casen < 0.) (This is the worst casecost. We obsene that
it actually takesjnj + Wy (n) group operations, where Wy (n) is the number of onesin the binary
represertation of n.)

We will typically usethis algorithm when the group G is Zy, and the group operation is multi-
plication modulo N, for somepositive integer N. We have denotedthis algorithm by MOD-EXP in
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Fig. 9.1. (The input ais not required to be relatively prime to N eventhough it usually will be, so
is listed as coming from Zy.) In that case,ead group operation is implemented via MOD-MUL T
and takes O(jN j?) time, so the running time of the algorithm is O(jnj ¢jN j2). Sincen is usually
in Zn, this comesto O(jNj3). The saliert fact to rememnber is that modular exponertiation is a
cubic time algorithm.

9.3 Cyclic groups and generators

Let G be a group, let 1 denoteits identity elemen, and let m = jGj be the order of G. If g2 G
is any member of the group, the order of g is de ned to be the least positive integer n sud that
g" = 1. Welet
hgi = fg :i22,9= fg%g%:::;9" g

denote the set of group elemeris generatedby g. A fact we do not prove, but is easyto verify, is
that this setis a subgroup of G. The order of this subgroup (which, by de nition, is its size)is just
the order of g. Fact 9.6 tells us that the order n of g divides the order m of the group. An elemen
g of the group is called a genemtor of G if hgi = G, or, equivalently, if its orderis m. If gis a
generator of G then for every a 2 G there is a unique integeri 2 Z, suc that g = a. This i is
called the discrete logarithm of a to baseg, and we denoteit by DLogg.4(a). Thus, DLogg4(9 is
a function that maps G to Z,, and moreover this function is a bijection, meaning one-to-oneand
onto. The function of Z,, to G dened by i 7! ¢ is called the discrete exponertiation function,
and the discrete logarithm function is the inverseof the discrete exponertiation function.

Example 9.9 Let p= 11, which is prime. Then Z7; = f1;2;3;4;5;6;7;8;9;10g hasorder pj 1=
10. Let us nd the subgroupsgeneratedby group elemeris 2 and 5. We raise them to the powers
i=0;:::;9. We get:

ilo|1/2|3|/4|/5|6|7|8|9
2mod11|1(/2|4/8|/5/10/9|7|3|6

5 mod11||1|5(3(4|9|1|5[3(4]|9

Looking at which elemens appear in the row corresponding to 2 and 5, respectively, we can deter-
mine the subgroupsthese group elemers generate:

h2i f1,2;3;,4;,5;6;7;8;,9; 10g
hbi f1,3;4,5;,99:

Sinceh2i equalsZ7,, the elemen 2 is a generator. Sincea generator exists, Z7; is cyclic. On the
other hand, 6i 6 Z7;, so5 is not a generator. The order of 2 is 10, while the order of 5 is 5.
Note that theseordersdivide the order 10 of the group. The table also enablesus to determine the
discrete logarithms to base?2 of the di®erert group elemers:

a|1]2]3|4/5]6[7]8]9|10]
DLog,- »(a) [0|18]2[4]9]7|3|6] 5

Later we will seea way of identifying all the generatorsgiven that we know one of them. |

The discrete exponertiation function is conjectured to be one-way (meaning the discrete loga-
rithm function is hard to compute) for somecyclic groups G. Due to this fact we often seekcyclic
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groups for cryptographic usage. Here are three sourcesof such groups. We will not prove any of
the facts below; their proofs can be found in books on algebra.

Fact 9.10 Let p be a prime. Then the group Zj is cyclic. I

The operation here is multiplication modulo p, and the sizeof this groupis' (p) = pi 1. This is
the most common choice of group in cryptography.

Fact 9.11 Let G be a group and let m = jGj be its order. If m is a prime number, then G is
cyclic. 1

In other words, any group having a prime number of elemers is cyclic. Note that it is not for this
reasonthat Fact 9.10is true, sincethe order of Z (where pis prime) is pi 1, which is evenif p, 3
and 1if p= 2, and is thus never a prime number.

The following is worth knowing if you have someacquairtance with nite elds. Recall that
a eld is a set F equipped with two operations, an addition and a multiplication. The identity
elemen of the addition is denoted 0. When this is removed from the "eld, what remainsis a group
under multiplication. This group is always cyclic.

Fact 9.12 Let F bea nite eld, andlet F® = F j f0g. Then F® is a cyclic group under the
multiplication operation of F. 1

A nite "eld of order m existsif and only if m = p" for someprime p and integern , 1. The nite
“eld of order p is exactly Z,, sothe casen = 1 of Fact 9.12implies Fact 9.10. Another interesting
special caseof Fact 9.12is when the order of the "eld is 2", meaningp = 2, yielding a cyclic group
of order 2" ; 1.

When we want to usea cyclic group G in cryptography, we will often want to nd a generator
for it. The processusedis to pick group elemens in some appropriate way, and then test eah
chosenelemern to seewhether it is a generator. One thus hasto solve two problems. One is how to
test whether a given group elemert is a generator, and the other is what processto useto choose
the candidate generatorsto be tested.

Let m = jGj and let 1 be the identity elemen of G. The obvious way to test whether a given

If j = m then g is a generator. This test however can require up to m group operations, which is
not excient, giventhat the groups of interest are large, so we needbetter tests.

The obvious way to choose candidate generatorsis to cycle through the ertire group in some
way, testing ead elemert in turn. Even with a fast test, this can take a long time, sincethe group
is large. Sowe would also like better ways of picking candidates.

We addressthese problems in turn. Let us rst look at testing whether a giveng 2 G is a
generator. One seesquickly that computing all powersof g asin g*; g%; g%;::: is not necessary For
example if we computed g and found that this is not 1, then we know that g* 6 1 and g° 6 1
and g 6 1. More generally, if we know that ¢ 6 1 then we know that ¢g' 6 1 for all i dividing j.
This tells us that it is better to rst compute high powers of g, and usethat to cut down the space
of exponerts that needfurther testing. The following Proposition pinpoints the optimal way to do
this. It identi es a set of exponerts m1;:::;my suc that one needonly test whether g™ 6 1 for
i = 1;:::;n. As we will argue later, this setis quite small.



10 COMPUTATIONAL NUMBER THEORY

Prop osition 9.13 Let G be a cyclic group and let m = jGj be the sizeof G. Let p?l ¢eeper be

of G if and only if
Foralli= 1;:::;n: gMi6 1; (9.1
where 1 is the identity elemen of G. 1

Pro of of Prop osition 9.13: First supposethat g is a generator of G. Then we know that the
smallest positive integerj such that ¢ = 1isj = m. SinceO< m; < m, it must be that g™ 6 1

Conversely suppose g satis es the condition of Equation (9.1). We want to show that g is a
generator. Let j bethe order of g, meaningthe smallestpositive integer such that g = 1. Then we
know that j must divide the order m of the group, meaningm = d for someintegerd, 1. This
implies that j = p,* ¢¢¢p," for someintegers 1;:::; , satisfying0- —; - ® foralli = 1;:::;n.
If j < m then there must be somei such that ;| < ®, and in that casej divides m;, which in turn
implies g™ = 1 (becauseg = 1). Sothe assumptionthat Equation (9.1) is true implies that j
cannot be strictly lessthan m, sothe only possibility isj = m, meaningg is a generator. |

The number n of terms in the prime factorization of m cannot be more than Ig(m), the binary
logarithm of m. (This is becausep; , 2and ® , 1foralli = 1;:::;n.) So,for example, if the
group has size about 2°12, then at most 512 tests are needed. So testing is quite e+cient. One
should note howewer that it requires knowing the prime factorization of m.

Let us now considerthe secondproblem we discussedabove, namely how to choose candidate
group elemeris for testing. There seemdittle reasonto think that trying all group elemeris in turn
will yield a generatorin a reasonableamount of time. Instead, we considerpicking group elemens
at random, and then testing them. The probability of successn any trial is jGen(G)j5Gj. Sothe
expectednumber of trials beforewe nd a generatoris jGj5jGer(G)j. To estimate the excacy of this
method, we thus needto know the number of generatorsin the group. The following Proposition
givesa characterization of the generator set which in turn tells us its size.

Prop osition 9.14 Let G be a cyclic group of order m, and let g be a generator of G. Then
GenG)=1d 2G :i2Z;gandjGenG)j="(m). 1l

That is, having xed one generator g, a group elemen h is a generator if and only if its discrete
logarithm to baseg is relatively prime to the order m of the group. As a consequencethe number

Pro of of Prop osition 9.14: Giventhat Ger(G) = f g 2 G : i 2 ZZ, g, the claim about its size
follows easily: - _

jGenG)j = Tdg2G:i22Z0g = jZ&% = ' (m):
We now prove that Gen(G)=fg 2G :i2 Zm g. First, we shaw that if i 2 Z7, then g 2 Gen(G).
Second,we show that if i 2 Z, | Zp, then ¢ 62Gen(G).

Sorst supposei 2 ZZ, and let h = g'. We want to shaw that h is a generatorof G. It sutcesto
show that the only possiblevalueof j 2 Zr, such that h' = 1isj = 0, solet us now show this. Let
j 2 Zyn besud that h! = 1. Sinceh = ¢ we have

1 = hj — gij modm:
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Sinceg is a generator, it must be that ij ~ 0 (mod m), meaningm dividesij. But i 2 Z, so
ged(i; m) = 1. Soit must be that m dividesj. But j 2 Z, and the only member of this set
divisible by m is 0, soj = 0 asdesired.

Next, supposei 2 Z,i Z5, andlet h = g'. Toshaw that h is not a generatorit su+cesto show that
there is somenon-zeroj 2 Z, such that hi = 1. Let d = ged(i; m). Our assumptioni 2 Zp, j Z&,
implies that d > 1. Let j = m=d, which is a non-zerointeger in Z, becaused > 1. Then the
following shows that hi = 1, completing the proof:

h = gl = gmd = gne=d = (gm)=d = qi=d = 1.
We usedhere the fact that d dividesi and that g™ = 1. |

Example 9.15 Let usdetermineall the generatorsofthe groupZ{;. Let us rst useProposition 9.13.
The sizeof Z5, ism = ' (11) = 10, and the prime factorization of 10 is 2! ¢5'. Thus, the test for
whether a given a 2 Z%, is a generatoris that a> 6°1 (mod 11) and a®> 6" 1 (mod 11). Let us
compute a> mod 11 and a® mod 11 for all group elemeris a. We get:

all/2|3|/4|/5/6|7|8|9|10
a?mod11| 1| 4|9|/5|/3|/3|5|9 /4|1
a®mod11(1|/10|1|1|1]210|210|10|1]10

The generatorsare those a for which the corresponding column has no entry equal to 1, meaning
in both rows, the entry for this column is di®erert from 1. So

Gen(Z7,) = f2,6;7;89:
Now, let us use Proposition 9.14 and double-ched that we get the same thing. We saw in
Example 9.9 that 2 was a generator of Z7;. As per Proposition 9.14, the set of generatorsis
Ger(z5)) = f2mod11:i22Z5,g:
This is becausethe size of the group is m = 10. Now, Z§, = f1;3;7;9g. The valuesof 2' mod 11

asi rangesover this set can be obtained from the table in Example 9.9 where we computed all the
powers of 2. So

2! mod 11; 2° mod 11; 2" mod 11; 2° mod 11g
f2,6;7,89:

f2 mod11:i2 259

This is the sameset we obtained above via Proposition 9.13. If wetry to nd ageneratorby picking
group elemeris at random and then testing using Proposition 9.13, ead trial has probability of
success (10)=10= 4=10, so we would expect to nd a generatorin 10=4 trials. We can optimize
slightly by noting that 1 and j 1 can never be generators,and thus we only need pick candidates
randomly from Z3;i f1;10g. In that case,ead trial hasprobability of success (10)=8 = 4=8 = 1=2,
sowe would expect to nd a generatorin 2 trials. 1

When we want to work in a cyclic group in cryptography, the most common choice is to work
over Z for a suitable prime p. The algorithm for nding a generatorwould be to repeat the process
of picking a random group elemert and testing it, halting when a generatoris found. In order to
make this possiblewe choosep in such a way that the prime factorization of the order pj 1 of
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ZS is known. In order to make the testing fast, we choosep sothat pj 1 hasfew prime factors.
Accordingly, it is commonto choosep to equal 2q+ 1 for someprime g. In this case,the prime
factorization of pj 1is 2'q, sowe needraise a candidate to only two powersto test whether or not
it is a generator. In choosing candidates, we optimize slightly by noting that 1 and j 1 are never
generators,and accordingly pick the candidatesfrom Z; i f1,pi 1grather than from Z;. Sothe
algorithm is asfollows:

Algorithm FIND-GEN( p)

qA (pi 1)=2

foundA 0O

While (found6 1) do
g& z7i fLpi 1g )
If (g2 mod p6 1) and (g9 mod p 6 1) then foundA 1

EndWhile

Return g

Proposition 9.13tells us that the group elemert g returned by this algorithm is always a generator
onS. By Proposition 9.14, the probability that an iteration of the algorithm is successfuin nding
a generatoris

icenZy)j _ "(pi ) _ "9 _ i1l _ 1,

1Zpii 2 pi 3 29i 2 292 2
Thus the expected number of iterations of the while loop is 2. Above, we used that fact that
' (29) = gi 1 which is true becauseq is prime.

9.4 Squares and non-squares

An elemen a of a group G is called a squae, or quadrtic residueif it hasa squareroot, meaning
there is someb2 G such that i? = ain G. We let

QR(G) = f g2 G : gisquadratic residuein Gg

denote the set of all squaresin the group G. We leave to the reader to ched that this setis a
subgroup of G.

We are mostly interestedin the casewherethe group G is Zy, for someinteger N. An integera
is called a squae mod N or quadmtic residuemod N if amod N is a member of QR(ZR). If ¥~ a
(mod N) then bis called a square-root of a mod N. An integer a is called a non-squae mod N or
quadmtic non-residuemod N if amod N is a member of Z5, | QR(Zy ). We will begin by looking
at the casewhereN = pis a prime. In this casewe de ne a function Jp: Z! fj 1;1g by

8
5 1 if ais asquaremod p

J =
p(a) §

0 ifamodp=20
i 1 otherwise.

for all a2 Z. We call Jp(a) the Legendie symtol of a. Thus, the Legendre symbol is simply a
compact notation for telling us whether or not its argumert is a squaremodulo p.
Before we move to deweloping the theory, it may be useful to look at an example.
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Example 9.16 Let p= 11,which isprime. Then 27, = f1,;2;3;4;5;6;7;8;9; 10g hasorderpj 1=
10. A simple way to determine QR(Z7;) is to squareall the group elemeris in turn:

a|l/2(3(4/5/6|7(8|9]|10
a?mod11|1/4|9|5|3(3|5|9|4|1

The squaresare exactly those elemerts that appear in the secondrow, so
QR(Z1,) = f1;3,4;5,99:

The number of squaresis 5, which we notice equals(pj 1)=2. This is not a coincidence,as we will
see. Also notice that eat squarehas exactly two di®eren squareroots. (The squareroots of 1 are
1 and 10; the squareroots of 3 are 5 and 6; the squareroots of 4 are 2 and 9; the squareroots of 5
are 4 and 7; the squareroots of 9 are 3 and 8.)

Since 11 is prime, we know that Z7, is cyclic, and as we sav in Example 9.9, 2 is a generator.
(As a side remark, we note that a generator must be a non-square. Indeed, if a = b? is a square,
then a®> = b'° = 1 modulo 11 becausel0 is the order of the group. Soa = 1 modulo 11 for
some positive j < 10, which meansa is not a generator. However, not all non-squaresneed be
generators.) Below, we reproduce from that examplethe table of discrete logarithms of the group
elemens. We also add below it a row providing the Legendre symbols, which we know because,
above, we identi ed the squares.We get:

alll| 2 (3|4|5| 6| 7| 8 9|10
DLogzgl;z(a) 0| 11(8(2{4/, 9|7 ] 3]|6|5
Ju@ ||1]i1{1{1/1}i1|ij1|ij1|1]i1

We obsene that the Legendresymbol of ais 1 if its discretelogarithm is even,and 1if the discrete
logarithm is odd, meaning the squaresare exactly those group elemerns whosediscrete logarithm
is even. It turns out that this fact is true regardlessof the choice of generator. 1

As we sawv in the above example, the fact that ZS is cyclic is useful in understanding the
structure of the subgroup of quadratic residuesQR(Zp). The following Proposition summarizes
someimportant elemens of this connection.

Prop osition 9.17 Let p, 3 bea prime and let g be a generator of Z;. Then
QR(Z;) = fd :i22Zp1andiiseweng; (9.2)
and the number of squaresmod p is

oRzy = P

Furthermore, every squaremod p has exactly two di®erent squareroots mod p. 1

Pro of of Prop osition 9.17: Let

E=1fg :i2Zpy1andiisewng:
We will prove that E = QR(Zp) by showing rst that E p QR(Zp) and secondthat QR(Zp) 1 E.
To shaw that E p QR(Zp), let a2 E. We will shaw that a2 QR(Zp). Leti = DLogZ;;g(a). Since
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a2 E weknow that i is even. Let j = i=2 and note that j 2 Z,,; 1. Clearly
(@)* g@m™Pitr gd ¢ (modp);
sog is a squareroot of a= g'. Soa is a square.

To shawv that QR(Z7) 1 E, let b be any elemen of Z5. We will show that > 2 E. Letj =
DLogZ;;g(b). Then

B (g)? ¢? m™IPitT g (mod p);
the last equivalencebeing true becausethe order of the group Zg ispj 1. This showsthat b? 2 E.

The number of evenintegersin Zp,; 1 is exactly (pj 1)=2 sincepi 1is even. The claim about the
size of QR(Zp) thus follows from Equation (9.2). It remainsto justify the claim that every square
mod p has exactly two squareroots mod p. This can be seenby a courting argumert, as follows.

Supposea is a squaremod p. Let i = DLogZ;;g(a). We know from the above that i is even. Let
x=i=2andlety=x+ (pj 1)=2mod (pi 1). Then g* is a squareroot of a. Furthermore

(@)% g% g (Pl gXgPil” a¢1” a (modp);

sog¢’ is alsoa squareroot of a. Sincei is an evennumberin Zp, 1 and pj 1is even, it must be that
0 x< (pi 1)=2. It followsthat (pj 1)=2- y< pj 1. Thusx 6 y. This meansthat a hasas
least two squareroots. This is true for eat of the (pj 1)=2 squaresmod p. Sothe only possibility
is that eadt of these squareshas exactly two squareroots. 1

Supposewe are interested in knowing whether or not a given a 2 Z; is a squaremod p, meaning
we want to know the value of the Legendresymbol Jy(a). Proposition 9.17 tells us that

(@ = (i )70

where g is any generator of Z;. This howewer is not very useful in computing Jp(a), becauseit
requiresknowing the discrete logarithm of a, which is hard to compute. The following Proposition
says that the Legendresymbols of a modulo an odd prime p can be obtained by raising a to the
power (pj 1)=2, and helps us compute the Legendresymbol.

Prop osition 9.18 Let p, 3 beaprime. Then

pi 1

Jp(@ " az (mod p)

forany a2 zj. 1

Now one can determine whether or not a is a squaremod p by running the algorithm MOD-EXP
oninputs a;(pi 1)=2;p. If the algorithm returns 1 then a is a squaremod p, and if it returns pj 1
(which is the sameas 1 mod p) then a is a non-squaremod p. Thus, the Legendresymbol can be
computed in time cubic in the length of p.

Towards the proof of Proposition 9.18, we begin with the following lemma which is often useful
in its own right.

Lemma 9.19 Let p, 3 beaprime. Then

pi 1

gz i1l (modp)
for any generatorg of Zp.
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Pro of of Lemma 9.19: We begin by observingthat 1 and j 1 are both squareroots of 1 mod
p, and are distinct. (It is clear that squaring either of theseyields 1, sothey are squareroots of 1.
They aredistinct becausg 1 equalspi 1 mod p, andpj 16 1becausey, 3.) By Proposition 9.17,
theseare the only squareroots of 1. Now let

pi 1

b= g2z modp:

Then ¥~ 1 (mod p), sobis a squareroot of 1. By the above b can only be 1 or i 1. However,
sinceg is a generator, b cannot be 1. (The smallest positive value of i such that g' is 1 mod p is
i =pj 1.) Sothe only choiceisthat b” j 1 (mod p), asclaimed. 1

Pro of of Prop osition 9.18: %y de nition of the Legendresymbol, we needto shaw that

pi1, < 1 (modp) ifaisasquaremod p

a 2
i 1 (modp) otherwise.

Let g be a generatorof Z; and let i = DLogZS;g(a). We consider separately the casesof a being a
squareand a being a non-square.

Supposea is a squaremod p. Then Proposition 9.17 tells us that i is even. In that case
a7 (@) g% (@1 (modp);
as desired.
Now supposea is a non-squaremod p. Then Proposition 9.17 tells us that i is odd. In that case
a’7 (@) ¥ gl VI (@i (D2 eg" P (mod p)
However Lemma 9.19tells us that the last quartity is j 1 modulo p, as desired. 1

The following Proposition says that abmod p is a squareif and only if either both a and b are
squares,or if both are non-squares. But if oneis a squareand the other is not, then abmod p is
a non-square. This can be proved by using either Proposition 9.17 or Proposition 9.18. We use
the latter in the proof. You might try, asan exercise,to reprove the result using Proposition 9.17
instead.

Prop osition 9.20 Let p, 3 beprime. Then

Jp(abmod p) = Jp(a) ¢Jp(b)
for all a;b2 ZS. |

Pro of of Prop osition 9.20: Using Proposition 9.18 we get
Jp(abmod p) © (ab®z ~ a"z bz * Jy(a) ¢Ip(b) (mod p):

The two quartities we are considering both being either 1 or j 1, and equal modulo p, must then
be actually equal. I

A guantit y of cryptographic interest is the Dite-Hellman (DH) key. Having xed a cyclic group
G and generator g for it, the DH key assiated to elemeris X = g* and Y = @¥ of the group is
the group elemen g®¥. The following Proposition tells us that the DH key is a squareif either X
or Y is a square,and otherwise is a hon-square.
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Prop osition 9.21 Let p, 3 bea prime and let g be a generator of Zg. Then
Jo(@¥ modp) =1 ifandonlyif Jp(g“ modp) = 1orJp(g’ modp)=1;
forall x;y 2 Zp; 1.1

Pro of of Prop osition 9.21: By Proposition 9.17,it suxcesto show that
xy mod (pj 1l)iseven ifandonlyif xisevwenoryisewen:

But sincepij 1is ewen, xy mod (pj 1) is even exactly when xy is even, and clearly xy is even
exactly if either x or y is even. I

With a cyclic group G and generatorg of G xed, we will beinterestedin the distribution of the
DH key g¥ in G, under random choicesof x; y from Z,, wherem = jGj. One might at rst think
that in this casethe DH key is a random group elemen. The following proposition tells us that
in the group Z; of integersmodulo a prime, this is certainly not true. The DH key is signi cantly
more likely to be a squarethan a non-square,and in particular is thus not even almost uniformly
distributed over the group.

Prop osition 9.22 Let p, 3 beaprime andlet g bea generatoroflzg. Then
|
Pro xR Zp 1, YR Zp 10 Ip(@¥) =1
equals3=4.1

Pro of of Prop osition %.22: By Proposition 9.22 we needonly shaw that
|
Pro xR Zp 15 YR Zp 1 Jp(g¥) = LorJp(g)) = 1

equals3=4. The probability in questionis 1| ® where

h i
Pro xR Zp 15 YR Zp 1 0 Jp(@®) =i Land Jp(@¥) =i 1

® =

h i h i
= Pr xR Zp1:3p(@)=i1 ¢Pr yR Zp 1 :3p(@)=1i1
_ IQR(Zp)i ¢JQR(ZS)J'

1Zgi 1Zgi
- (pi D=2 (pi 1)=2

pi 1 pi 1

11
= 2%
_ 1
e
Thuslj ®= 3=4 asdesired. Here we usedProposition 9.17which told usthat jQR(Z;)j = (pj 1)=2.

The above Propositions, combined with Proposition 9.18 (which tells us that quadratic residu-
osity modulo a prime can be exciently tested), will later lead us to pinpoint weaknesse$n certain
cryptographic schemesin Zp.
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9.5 Groups of prime order

A group of prime order is a group G whoseorder m = jGj is a prime number. Sud a group is
always cyclic. Thesegroupsturn out to be quite usefulin cryptography, solet us take a brief look
at them and someof their properties.

An elemen h of a group G is called non-trivial if it is not equal to the identity elemen of the

group.

Prop osition 9.23 SupposeG is a group of order g where g is a prime, and h is any non-trivial
member of G. Then h is a generator of G. |

Pro of of Prop osition 9.23: It suxces to show that the order of h is g We know that the
order of any group element must divide the order of the group. Sincethe group has prime order
g, the only possiblevaluesfor the order of h are 1 and g. But h doesnot have order 1 sinceit is
non-trivial, soit must have order qg. 1

A commonway to obtain a group of prime order for cryptographic schemesis asa subgroupof a
group of integersmodulo a prime. We pick a prime p having the property that g= (pj 1)=2is also
prime. It turns out that the subgroup of quadratic residuesmodulo p then has order g, and hence
is a group of prime order. The following proposition summarizesthe facts for future reference.

Prop osition 9.24 Let g, 3 be a prime sud that p = 29+ 1is also prime. Then QR(Zp) is a
group of prime order g. Furthermore, if g is any generator of Z2, then g? mod p is a generator of

QR(Z2). 1

Note that the operation under which QR(Zp) is a group is multiplication modulo p, the same
operation under which Z; is a group.

Pro of of Prop osition 9.24. We know that QR(Z;) is a subgroup, hencea group in its own
right. Proposition 9.17tells us that jQR(ZS)j is (pi 1)=2, which equalsqin this case.Now let g be
a generatorof Z; and let h = g®> mod p. We want to show that h is a generator of QR(Zp). As per
Proposition 9.23, we needonly shaw that h is non-trivial, meaningh 6 1. Indeed, we know that
g’ 61 (mod p), becauseg, being a generator, has order p and our assumptionsimply p> 2. |

Example 9.25 Let g = 5andp = 29+ 1 = 11. Both p and g are primes. We know from
Example 9.16 that

QR(Z1) = 1;3,4,599:
This is a group of prime order 5. We know from Example 9.9 that 2 is a generator of Z.

Proposition 9.24 tells us that 4 = 22 is a generator of QR(Z5;). We can verify this by raising
4 to the powersi = 0;:::;4:

i0(1/2|3|4
4 mod11|1|4(5[/9|3
We seethat the elemeris of the last row are exactly those of the set QR(Z7;). 1

Let us now explain what we perceive to be the advantage conferred by working in a group of
prime order. Let G be a cyclic group, and g a generator. We know that the discrete logarithms to
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baseg rangein the set Z,, wherem = jGj is the order of G. This meansthat arithmetic in these
exponerts is modulo m. If G has prime order, then m is prime. This meansthat any non-zero
expnent has a multiplicative inverse modulo m. In other words, in working in the exponerts, we
can divide. It is this that turns out to be useful.

As an exampleillustrating how we usethis, let us return to the problem of the distribution of
the DH key that we looked at in Section 9.4. Recallthe questionis that we draw x; y independenily
at random from Z, and then ask how g is distributed over G. We sav that when G = Z; for a
prime p, 3, this distribution was noticebly di®erert from uniform. In a group of prime order, the
distribution of the DH key, in contrast, is very closeto uniform over G. It is not quite uniform,
becausehe identit y elemen of the group hasa slightly higher probability of beingthe DH key than
other group elemeris, but the deviation is small enoughto be negligible for groups of reasonably
large size. The following proposition summarizesthe result.

Prop osition 9.26 SupposeG is a group of order g whereq is a prime, and let g be a generator of
G. Then for any Z 2 G we have

M f
ifZ61

H .
Pr xR Zq; yR 24 : g9 = = u
2 if Z=1,

Ol Ol
=

where 1 denotesthe identity elemen of G. |

Pro of of Prop osition 9.26: First supposeZ = 1. The DH key g is 1 if and only if either x
or y is 0 modulo g. Each is 0 with probability 1=q and these probabilities are independen, sothe
probability that either x or y is 0 is 2=qj 1=c¢f, as claimed.

Now supposeZ 6 1. Let z = DLogg.4(Z), meaningz 2 Zg and g* = Z. We will have g ~ Z
(mod p) if andonly if xy © z (mod @), by the uniquenessof the discrete logarithm. For any xed
X 2 Z;, there is exactly oney 2 Zq for which xy © z (mod @), namely y = xi 1z mod g, where
xi 1 is the multiplicativ e inverseof x in the group Za. (Here we are making use of the fact that
g is prime, since otherwise the inverseof x modulo g may not exist.) Now, supposewe choosex
at random from Z4. If x = 0 then, regardlessof the choice of y 2 Z4, we will not have xy = z
(mod @), becausez 60 (mod ). On the other hand, if x 6 0 then there is exactly 1=q probability
that the randomly choseny issuchthat xy © z (mod ¢). Sothe probability that xy © z (mod q)
when both x and y are chosenat random in Zq is

. M |l
a q q q

asdesired. Here, the rst term is becausewhen we choosex at random from Z, it has probability
(i 1)=qof landing in Zg. |

9.6 Historical Notes

9.7 Exercises and Problems



