
Chapter6

Hash Functions

A hash function usually meansa function that compresses,meaning the output is shorter than the
input. Often, such a function takesan input of arbitrary or almost arbitrary length to one whose
length is a ¯xed number, like 160 bits. Hash functions are used in many parts of cryptography,
and there are many di®erent types of hash functions, with di®ering security properties. We will
consider them in this chapter.

6.1 The hash function SHA1

The hash function known asSHA1is a simple but strange function from strings of almost arbitrary
length to strings of 160bits. The function was¯nalized in 1995,when a FIPS (Federal Information
ProcessingStandard) cameout from the US National Institute of Standards that speci¯ed SHA1.

Let f 0; 1g<` denote the set of all strings of length strictly less than `. The function SHA1:
f 0; 1g< 264

! f 0; 1g160 is shown in Fig. 6.1. (Since 264 is a very large length, we think of SHA1
as taking inputs of almost arbitrary length.) It begins by padding the messagevia the function
shapad, and then iterates the compression function sha1to get its output. The operations used in
the algorithms of Fig. 6.1 are described in Fig. 6.2. (The ¯rst input in the call to SHF1in code for
SHA1 is a 128 bit string written as a sequenceof four 32-bit words, each word being consisting of
8 hexadecimalcharacters. The sameconvention holds for the initialization of the variable V in the
code of SHF1.)

SHA1 is derived from a function called MD4 that was proposedby Ron Rivest in 1990,and the
key ideasbehind SHA1 are already in MD4. BesidesSHA1, another well-known \child" of MD4 is
MD5, which was likewiseproposedby Rivest. The MD4, MD5, and SHA11 algorithms are all quite
similar in structure. The ¯rst two producea 128-bit output, and work by \chaining" a compression
function that goesfrom 512+ 128bits to 128bits, while SHA1producesa 160bit output and works
by chaining a compressionfunction from 512+ 160 bits to 160 bits.

Sowhat is SHA1supposedto do? First and foremost, it is supposedto be the casethat nobody
can ¯nd distinct strings M and M 0 such that SHA1(M ) = SHA1(M 0). This property is called
collision resistance.

Stop for a moment and think about the collision-resistancerequirement, for it is really quite
amazing to think that such a thing could be possible. The function SHA1maps strings of (almost)
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2 HASH FUNCTIONS

algorithm SHA1(M ) // jM j < 264

V Ã SHF1( 5A827999k 6ED9EBA1k 8F1BBCDCk CA62C1D6; M )
return V

algorithm SHF1(K ; M ) // jK j = 128 and jM j < 264

y Ã shapad(M )
Parsey as M 1 k M 2 k ¢¢¢k M n where jM i j = 512 (1 · i · n)
V Ã 67452301k EFCDAB89k 98BADCFEk 10325476k C3D2E1F0
for i = 1; : : : ; n do

V Ã shf1(K ; M i k V )
return V

algorithm shapad(M ) // jM j < 264

d Ã (447¡ jM j) mod 512
Let ` be the 64-bit binary representation of jM j
y Ã M k 1 k 0d k ` // jyj is a multiple of 512

return y

algorithm shf1(K ; B k V) // jK j = 128, jB j = 512 and jV j = 160

ParseB as W0 k W1 k ¢¢¢k W15 where jWi j = 32 (0 · i · 15)
ParseV as V0 k V1 k ¢¢¢k V4 where jVi j = 32 (0 · i · 4)
ParseK as K 0 k K 1 k K 2 k K 3 where jK i j = 32 (0 · i · 3)
for t = 16 to 79 do

Wt Ã ROTL1(Wt ¡ 3 © Wt ¡ 8 © Wt ¡ 14 © Wt ¡ 16)
A Ã V0 ; B Ã V1 ; C Ã V2 ; D Ã V3 ; E Ã V4

for t = 0 to 19 do
L t Ã K 0 ; L t+20 Ã K 1 ; L t+40 Ã K 2 ; L t+60 Ã K 3

for t = 0 to 79 do
if (0 · t · 19) then f Ã (B ^ C) _ (( : B ) ^ D)
if (20 · t · 39 OR 60 · t · 79) then f Ã B © C © D
if (40 · t · 59) then f Ã (B ^ C) _ (B ^ D) _ (C ^ D)
temp Ã ROTL5(A) + f + E + Wt + L t

E Ã D ; D Ã C ; C Ã ROTL30(B ) ; B Ã A ; A Ã temp
V0 Ã V0 + A ; V1 Ã V1 + B ; V2 Ã V2 + C ; V3 Ã V3 + D ; V4 Ã V4 + E
V Ã V0 k V1 k V2 k V3 k V4

return V

Figure 6.1: The SHA1 hash function and the underlying SHF1family.

any length to strings of 160 bits. So even if you restricted the domain of SHA1 just to \short"
strings|let us say strings of length 256 bits|then there must be an enormous number of pairs of
strings M and M 0 that hash to the samevalue. This is just by the pigeonholeprinciple: if 2256
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X ^ Y bitwise AND of X and Y

X _ Y bitwise OR of X and Y

X © Y bitwise XOR of X and Y

: X bitwise complement of X

X + Y integer sum modulo 232 of X and Y

ROTLl (X ) circular left shift of bits of X by l positions (0 · l · 31)

Figure 6.2: Operations on 32-bit words usedin sha1.

pigeons(the 256-bit messages)roost in 2160 holes(the 160-bit hash values) then sometwo pigeons
(two distinct strings) roost in the samehole (have the samehash). Indeed countless pigeonsmust
share the samehole. The di±cult is only that nobody has as yet identi¯e d (meaning, explicitly
provided) even two such pigeons(strings).

In trying to de¯ne this collision-resistanceproperty of SHA1 we immediately run into \foun-
dational" problems. We would like to say that it is computationally infeasible to output a pair
of distinct strings M and M 0 that collide under SHA1. But in what sensecould it be infeasible?
There is a program|indeed a very short an simple one,having just two \prin t" statements|whose
output speci¯es a collision. It's not computationally hard to output a collision; it can't be. The
only di±cult y is our human problem of not knowing what this program is.

It seemsvery hard to make a mathematical de¯nition that captures the idea that human beings
can't ¯nd collisions in SHA1. In order to reach a mathematically precisede¯nition we are going to
have to changethe very nature of what we conceive to be a hash function. Namely, rather than it
being a single function, it will be a family of functions. This is unfortunate in someways, because
it distancesus from concretehash functions like SHA1. But no alternativ e is known.

6.2 Collision-resistan t hash functions

A hash function for us is a family of functions H : K £ D ! R. Here D is the domain of H and
R is the range of H . As usual, if K 2 K is a particular key then H K : D ! R is de¯ned for all
M 2 D by HK (M ) = H (K ; M ). This is the instance of H de¯ned by key K .

An example is SHF1: f 0; 1g128 £ f 0; 1g< 264
! f 0; 1g160, as described in Fig. 6.1. This hash

function takesa 128-bit key and an input M of at most 264 bits and returns a 160-bit output. The
function SHA1 is an instance of this family, namely the one whoseassociated key is

5A827999k 6ED9EBA1k 8F1BBCDCk CA62C1D6:

Let H : K £ D ! R be a hash function. Here is somenotation we usein this chapter. For any
key K and y 2 R we let

H ¡ 1
K (y) = f x 2 D : HK (x) = y g

denote the pre-imageset of y under H K . Let

Image(HK ) = f HK (x) : x 2 D g

denote the image of HK .
A collision for a function h: D ! R is a pair x1; x2 2 D of points such that (1) HK (x1) =
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Pre-k ey attac k phase A selects2 ¡ s points

Key selection phase A key K is selectedat random from K

Post-k ey attac k phase A is given K and returns s points

Winning condition The 2 points selectedby A form a collision for H K

Figure 6.3: Framework for security notions for collision-resistant hash functions. The three choices
of s 2 f 0; 1; 2g give rise to three notions of security.

HK (x2) and (2) x1 6= x2. The most basicsecurity property of a hashfunction is collision-resistance,
which measuresthe abilit y of an adversary to ¯nd a collision for an instance of a family H . There
are di®erent notions of collision-resistance,varying in restrictions put on the adversary in its quest
for a collision.

To intro ducethe di®erent notions, we imagine a game,parameterizedby an integer s 2 f 0; 1; 2g,
and involving an adversary A. It consists of a pre-key attack phase, followed by a key-selection
phase, followed by a post-key attack phase. The adversary is attempting to ¯nd a collision for
HK , where key K is selectedat random from K in the key-selectionphase. Recall that a collision
consistsof a pair x1; x2 of (distinct) points in D . The adversary is required to specify 2 ¡ s points
in the pre-key attack phase,before it has any information about the key. (The latter has yet to
be selected.) Once the adversary has speci¯ed these points and the key has been selected, the
adversary is given the key, and will choosethe remaining s points as a function of the key, in the
post-key attack phase. It wins if the 2 = (2 ¡ s) + s points it has selectedform a collision for H K .

Fig. 6.3 summarizesthe framework. The three choices of the parameter s give rise to three
notions of security. The higher the value of s the more power the adversaryhas,and hencethe more
stringent is the corresponding notion of security. Fig. 6.4 provides in more detail the experiments
underlying the three attacks arising from the above framework. We represent by st information
that the adversary wishesto maintain acrossits attack phases. It will output this information in
the pre-key attack phase,and be provided it at the start of the post-key attack phase.

In a variant of this model that we consider in Section ??, the adversary is not given the key
K in the post-key attack phase, but instead is given an oracle for H K (¢). To disambiguate, we
refer to our current notions as capturing collision-resistanceunder known-key attack, and the
notions of Section ?? as capturing collision-resistanceunder hidden-key attack. The notation in
the experiments of Fig. 6.4 and De¯nition 6.1 re°ects this via the useof \kk", except that for CR0,
known and hidden key attacks coincide, and hencewe just say cr0.

The three typesof hashfunctions we are consideringare known by other namesin the literature,
as indicated in Fig. 6.5.

De¯nition 6.1 Let H : K £ D ! R be a hash function and let A be an algorithm. We let

Adv cr2-kk
H (A) = Pr

h
Exp cr2-kk

H (A) = 1
i

Adv cr1-kk
H (A) = Pr

h
Exp cr1-kk

H (A) = 1
i

Adv cr0
H (A) = Pr

h
Exp cr0

H (A) = 1
i

:
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Exp cr2-kk
H (A)

K $Ã K ; (x1; x2) $Ã A(K )
if ( HK (x1) = HK (x2) and x1 6= x2 and x1; x2 2 D )

then return 1 else return 0

Exp cr1-kk
H (A)

(x1; st) $Ã A() ; K $Ã K ; x2
$Ã A(K ; st)

if ( HK (x1) = HK (x2) and x1 6= x2 and x1; x2 2 D )
then return 1 else return 0

Exp cr0
H (A)

(x1; x2) $Ã A() ; K $Ã K
if ( HK (x1) = HK (x2) and x1 6= x2 and x1; x2 2 D )

then return 1 else return 0

Figure 6.4: Experiments de¯ning security notions for three kinds of collision-resistant hashfunctions
under known-key attack.

T yp e Name(s) in literature

CR2-KK collision-free, collision-resistant, collision-intractable

CR1-KK universal one-way [8] (aka. target-collision resistant [1])

CR0 universal, almost universal

Figure 6.5: Typesof hash functions, with namesin our framework and corresponding namesfound
in the literature.

In measuring resourceusageof an adversary we use our usual conventions. Although there is
formally no de¯nition of a \secure" hash function, we will talk of a hash function being CR2, CR1
or CR0 with the intended meaningthat its associated advantage function is small for all adversaries
of practical running time.

Note that the running time of the adversary is not really relevant for CR0, becausewe can
always imagine that hardwired into its code is a \b est" choice of distinct points x1; x2, meaning a
choice for which

Pr
h

K $Ã K : HK (x1) = HK (x2)
i

= max
y16= y2

Pr
h

K $Ã K : HK (y1) = HK (y2)
i

:

The above value equalsAdv cr0
H (A) and is the maximum advantage attainable.
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Clearly, a CR2 hash function is also CR1 and a CR1 hash function is also CR0. The following
states the corresponding relations formally. The proof is trivial and is omitted.

Prop osition 6.2 Let H : K £ D ! R be a hash function. Then for any adversary A0 there exists
an adversary A1 having the samerunning time as A0 and

Adv cr0
H (A0) · Adv cr1-kk

H (A1) :

Also for any adversary A1 there exists an adversary A2 having the samerunning time as A1 and

Adv cr1-kk
H (A1) · Adv cr2-kk

H (A2) :

Webelievethat SHF1is CR2, meaningthat there is no practical algorithm A for which Adv cr2-kk
H (A)

is appreciably large. This is, however, purely a belief, basedon the current inabilit y to ¯nd such
an algorithm. Perhaps, later, such an algorithm will emerge.

It is useful, for any integer n, to get SHF1n : f 0; 1gn ! f 0; 1g160 denote the restriction of SHF1
to the domain f 0; 1gn . Note that a collision for SHF1n

K is also a collision for SHF1K , and it is often
convenient to think of attacking SHF1n for some¯xed n rather than SHF1itself.

6.3 Collision-¯nding attac ks

Let us focus on CR2, which is the most important property for the applications we will seelater.
We considerdi®erent typesof CR2-type collision-¯nding attacks on a family H : K £ D ! R where
D ; R are ¯nite sets. We assumethe family performs somereasonablecompression,say jD j ¸ 2jRj.
Canonical example families to keepin mind are H = SHF1n for n ¸ 161 and shf1, the compression
function of SHF1.

Collision-resistancedoesnot mean it is impossibleto ¯nd a collision. Analogous to the caseof
one-wayness,there is an obvious collision-¯nding strategy. Let us enumerate the elements of D in
someway, so that D = f D1; D2; : : : ; Ddg whered = jD j. The following adversary A implements an
exhaustive search collision-¯nding attack:

Adversary A(K )
x1

$Ã D ; y Ã HK (x1)
for i = 1; : : : ; q do

if (HK (D i ) = y and x1 6= D i ) then return x1; D i

return FAIL

We call q the number of trials . Each trial involvesone computation of H K , so the number of trials
is a measureof the time taken by the attack. To succeed,the attack requires that H ¡ 1

K (y) has size
at least two, which happens at least half the time if jD j ¸ 2jRj. However, we would still expect
that it would take about q = jD j trials to ¯nd a collision, which is prohibitiv e, for D is usually
large. For example, for F = shf1, the domain has size 2672, far too large. For SHF1n , we would
choosen as small as possible,but need n ¸ 161 to ensurecollisions exist, so the attack uses2161

computations of HK , which is not practical.
Now here'sanother idea. We pick points at random, hoping that their image under H K equals

the image under HK of an initial target point. Call this the random-input collision-¯nding attack.
It is implemented like this:
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for i = 1; : : : ; q do // q is the number of trials

x i
$Ã D ; yi Ã HK (x i )

if (there exists j < i such that yi = yj but x i 6= x j ) // collision found
then return x i ; x j

return FAIL // No collision found

Figure 6.6: Birthda y attack on a hash function H : K £ D ! R. The attack is successfulin ¯nding
a collision if it doesnot return FAIL.

Adversary A(K )
x1

$Ã D ; y Ã HK (x1)
for i = 1; : : : ; q do

x2
$Ã D

if (HK (x2) = y and x1 6= x2) then return x1; x2

return FAIL

A particular trial ¯nds a collision with probabilit y (about) 1 in jRj, so we expect to ¯nd a collision
in about q = jRj trials. This is much better than the jD j trials used by our ¯rst attempt. In
particular, a collision for shf1would be found in time around 2160 rather than 2672. But this is still
far from practical. Our conclusion is that as long as the range size of the hash function is large
enough, this attack is not a threat.

We now consider another strategy, called a birthday attack, that turns out to be much better
than the above. It is illustrated in Fig. 6.6. It picks at random q points from the domain, and
applies HK to each of them. If it ¯nds two distinct points yielding the sameoutput, it has found
a collision for HK . The question is how large q needbe to ¯nd a collision. The answer may seem
surprising at ¯rst. Namely, q = O(

p
jRj) trials su±ces.

We will justify this later, but ¯rst let us note the impact. ConsiderSHA1n with n ¸ 161. As we
indicated, the random-input collision-¯nding attack takesabout 2160 trials to ¯nd a collision. The
birthday attack on the other hand takesaround

p
2160 = 280 trials. This is MUCH lessthan 2160.

Similarly, the birthday attack ¯nds a collision in shf1in around 280 trials while while random-input
collision-¯nding takesabout 2160 trials.

To seewhy the birthday attack performs as well as we claimed, we recall the following game.
Supposewe have q balls. View them as numbered, 1; : : : ; q. We also have N bins, where N ¸ q.
We throw the balls at random into the bins, one by one, beginning with ball 1. At random means
that each ball is equally likely to land in any of the N bins, and the probabilities for all the balls
are independent. A collision is said to occur if somebin endsup containing at least two balls. We
are interested in C(N ; q), the probabilit y of a collision. As shown in the Appendix,

C(N ; q) ¼
q2

2N
(6.1)

for 1 · q ·
p

2N . Thus C(N ; q) ¼ 1 for q ¼
p

2N .
The relation to birthdays arisesfrom the question of how many peopleneedbe in a room before

the probabilit y of there being two peoplewith the samebirthday is closeto one. We imagine each
person has a birthday that is a random one of the 365 days in a year. This meanswe can think
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of a person as a ball being thrown at random into one of 365 bins, where the i -th bin represents
having birthday the i -th day of the year. So we can apply the Proposition from the Appendix
with N = 365 and q the number of people in the room. The Proposition says that when the room
contains q ¼

p
2 ¢365¼ 27 people,the probabilit y that there are two peoplewith the samebirthday

is closeto one. This number (27) is quite small and may be hard to believe at ¯rst hearing, which
is why this is sometimescalled the birthday paradox.

To seehow this applies to the birthday attack of Fig. 6.6, let us enumerate the points in the
range as R1; : : : ; RN , where N = jRj. Each such point de¯nes a bin. We view x i as a ball, and
imagine that it is thrown into bin yi , where yi = HK (x i ). Thus, a collision of balls (two balls in
the samebin) occurs precisely when two values x i ; x j have the sameoutput under HK . We are
interested in the probabilit y that this happensas a function of q. (We ignore the probabilit y that
x i = x j , counting a collision only when H K (x i ) = HK (x j ). It can be argued that sinceD is larger
than R, the probabilit y that x i = x j is small enoughto neglect.)

However, we cannot apply the birthday analysis directly, becausethe latter assumesthat each
ball is equally likely to land in each bin. This is not, in general, true for our attack. Let P(R j )
denote the probabilit y that a ball lands in bin R j , namely the probabilit y that HK (x) = Rj taken
over a random choice of x from D. Then

P(y) =
jH ¡ 1

K (Rj )j
jD j

:

In order for P(R1) = P(R2) = ¢¢¢= P(RN ) to be true, as required to apply the birthday analysis,
it must be the casethat

jH ¡ 1
K (R1)j = jH ¡ 1

K (R2)j = ¢¢¢= jH ¡ 1
K (RN )j :

A function HK with this property is called regular, and H is called regular if H K is regular for
every K . Our conclusion is that if H is regular, then the probabilit y that the attack succeedsis
roughly C(N ; q). So the above says that in this casewe needabout q ¼

p
2N =

p
2 ¢jRj trials to

¯nd a collision with probabilit y closeto one.
If H is not regular, it turns out the attack succeedseven faster, telling us that we ought to

designhash functions to be as \close" to regular as possible[2].
In summary, there is a 2l=2 or better time attack to ¯nd collisionsin any hashfunction outputting

l bits. This leads designersto choosel large enough that 2l=2 is prohibitiv e. In the caseof SHF1
and shf1, the choice is l = 160because280 is indeeda prohibitiv e number of trials. Thesefunctions
cannot thus be consideredvulnerable to birthday attack. (Unless they turn out to be extremely
non-regular, for which there is no evidenceso far.)

Ensuring, by appropriate choiceof output length, that a function is not vulnerable to a birthday
attack doesnot, of course,guarantee it is collision resistant. Considerthe family H : K £ f 0; 1g161 !
f 0; 1g160 de¯ned as follows. For any K and any x, function H K (x) returns the ¯rst 160 bits of x.
The output length is 160, so a birthday attack takes280 time and is not feasible,but it is still easy
to ¯nd collisions. Namely, on input K , an adversary can just pick some160-bit y and output y0; y1.
This tells us that to ensurecollision-resistanceit is not only important to have a long enoughoutput
but alsodesignthe hash function so that there no clever \shortcuts" to ¯nding a collision, meaning
no attacks that exploit someweaknessin the structure of the function to quickly ¯nd collisions.

We believe that shf1 is well-designedin this regard. Nobody has yet found an adversary that
¯nds a collision in shf1 using less than 280 trials. Even if a somewhat better adversary, say one
¯nding a collision for shf1 in 265 trials, were found, it would not be devastating, sincethis is still a
very large number of trials, and we would still considershf1 to be collision-resistant.
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If we believe shf1 is collision-resistant, Theorem 6.8 tells us that SHF1, as well as SHF1n , can
also be consideredcollision-resistant, for all n.

6.4 One-w ayness of collision-resistan t hash functions

Intuitiv ely, a family H is one-way if it is computationally infeasible, given H K and a range point
y = HK (x), where x was chosenat random from the domain, to ¯nd a pre-image of y (whether
x or someother) under H K . Since this de¯nition too has a hidden-key version, we indicate the
known-key in the notation below.

De¯nition 6.3 Let H : K £ D ! R be a family of functions and let A be an algorithm. We
consider the following experiment:

Exp ow-kk
H (A)

K $Ã K ; x $Ã D ; y Ã HK (x) ; x0 $Ã A(K ; y)
If (HK (x0) = y and x0 2 D) then return 1 elsereturn 0

We let

Adv ow-kk
H (A) = Pr

h
Exp ow-kk

H (A) = 1
i

:

We now ask ourselveswhether collision-resistanceimplies one-wayness. It is easyto see,however,
that, in the absenceof additional assumptionsabout the hash function than collision-resistance,
the answer is \no." For example, let H be a family of functions every instance of which is the
identit y function. Then H is highly collision-resistant (the advantage of an adversary in ¯nding
a collision is zero regardlessof its time-complexity since collisions simply don't exist) but is not
one-way.

However, we would expect that \genuine" hash functions, meaning ones that perform some
non-trivial compressionof their data (ie. the sizeof the range is more than the sizeof the domain)
are one-way. This turns out to be true, but needsto be carefully quanti¯ed. To understand the
issues,it may help to begin by consideringthe natural argument onewould attempt to useto show
that collision-resistanceimplies one-wayness.

Supposewe have an adversary A that has a signi¯cant advantage in attacking the one-wayness
of hash function H . We could try to use A to ¯nd a collision via the following strategy. In the
pre-key phase(we considera type-1 attack) we pick and return a random point x1 from D. In the
post-key phase,having received the key K , we compute y = H K (x1) and give K ; y to A. The latter
returns somex2, and, if it was successful,we know that H K (x2) = y. So HK (x2) = HK (x1) and
we have a collision.

Not quite. The catch is that we only have a collision if x2 6= x1. The probabilit y that this
happensturns out to depend on the quantit y:

PreIm H (1) = Pr
h

K $Ã K ; x $Ã D ; y Ã HK (x) : jH ¡ 1
K (y)j = 1

i
:

This is the probabilit y that the sizeof the pre-imageset of y is exactly 1, taken over y generated
as shown. The following Proposition says that a collision-resistant function H is one-way as long
as PreIm H (1) is small.
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Prop osition 6.4 Let H : K £ D ! R be a hash function. Then for any A there exists a B such
that

Adv ow-kk
H (A) · 2 ¢Adv cr1-kk

H (B ) + PreIm H (1) :

Furthermore the running time of B is that of A plus the time to samplea domain point and compute
H once.

The result is about the CR1 type of collision-resistance.However Proposition 6.2 implies that the
sameis true for CR2.

A general and widely-applicable corollary of the above Proposition is that collision-resistance
implies one-waynessaslong asthe domain of the hashfunction is signi¯cantly larger than its range.
The following quanti¯es this.

Corollary 6.5 Let H : K £ D ! R be a hash function. Then for any A there exists a B such that

Adv ow-kk
H (A) · 2 ¢Adv cr1-kk

H (B ) +
jRj
jD j

:

Furthermore the running time of B is that of A plus the time to samplea domain point and compute
H once.

Pro of of Corollary 6.5: For any key K , the number of points in the range of H K that have
exactly one pre-imagecertainly cannot exceedjRj. This implies that

PreIm H (1) ·
jRj
jD j

:

The corollary follows from Proposition 6.4.

Corollary 6.5 says that if H is collision-resistant, and performsenoughcompressionthat jRj is much
smaller than jD j, then it is also one-way. Why? Let A be a practical adversary that attacks the
one-waynessof H . Then B is alsopractical, and sinceH is collision-resistant weknow Adv cr1-kk

H (B )
is low. Equation (6.2) then tells us that as long as jRj=jD j is small, Adv ow-kk

H (A) is low, meaning
H is one-way.

As an example, let H be the compressionfunction shf1. In that caseR = f 0; 1g160 and D =
f 0; 1g672 so jRj=jD j = 2¡ 512, which is tiny. We believe shf1is collision-resistant, and the above thus
says it is also one-way.

There are somenatural hash functions, however, for which Corollary 6.5 doesnot apply. Con-
sider a hashfunction H every instanceof which is two-to-one. The ratio of rangesizeto domain size
is 1=2, so the right hand side of the equation of Corollary 6.5 is 1, meaning the bound is vacuous.
However, such a function is a special caseof the one consideredin the following Proposition.

Corollary 6.6 Suppose1 · r < d and let H : K £ f 0; 1gd ! f 0; 1gr be a hash function which is
regular, meaning jH ¡ 1

K (y)j = 2d¡ r for every y 2 f 0; 1gr and every K 2 K. Then for any A there
exists a B such that

Adv ow-kk
H (A) · 2 ¢Adv cr1-kk

H (B ) :

Furthermore the running time of B is that of A plus the time to samplea domain point and compute
H once.
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Pro of of Corollary 6.6: The assumption d > r implies that PreIm H (1) = 0. Now apply
Proposition 6.4.

We now turn to the proof of Proposition 6.4.

Pro of of Prop osition 6.4: Here's how B works:

Pre-key phase

Adversary B ()
x1

$Ã D ; st Ã x1

return (x1; st)

Post-key phase

Adversary B (K ; st)
Retrieve x1 from st
y Ã HK (x1) ; x2

$Ã B (K ; y)
return x2

Let Pr [¢] denote the probabilit y of event \ ¢" in experiment Exp cr1-kk
H (B ). For any K 2 K let

SK = f x 2 D : jH ¡ 1
K (HK (x)) j = 1 g :

Adv cr1-kk
H (B ) (6.2)

= Pr [HK (x2) = y ^ x1 6= x2] (6.3)

¸ Pr [HK (x2) = y ^ x1 6= x2 ^ x1 62SK ] (6.4)

= Pr [x1 6= x2 j HK (x2) = y ^ x1 62SK ] ¢Pr [HK (x2) = y ^ x1 62SK ] (6.5)

¸
1
2

¢Pr [HK (x2) = y ^ x1 62SK ] (6.6)

¸
1
2

¢(Pr [HK (x2) = y] ¡ Pr [x1 2 SK ]) (6.7)

=
1
2

¢
³
Adv ow-kk

H (A) ¡ PreIm H (1)
´

: (6.8)

Re-arranging terms yields Equation (6.2). Let us now justify the stepsabove. Equation (6.3) is by
de¯nition of Adv cr1-kk

H (B ) and B . Equation (6.4) is true becausePr[E ] ¸ Pr[E ^ F ] for any events
E ; F . Equation (6.5) usesthe standard formula Pr[E ^ F ] = Pr [E jF ] ¢Pr[F ]. Equation (6.6) is
justi¯ed as follows. Adversary A has no information about x1 other than that it is a random point
in the set H ¡ 1

K (y). However if x1 62SK then jH ¡ 1
K (y)j ¸ 2. So the probabilit y that x2 6= x1 is

at least 1=2 in this case. Equation (6.7) applies another standard probabilistic inequality, namely
that Pr[E ^ F ] ¸ Pr[E ] ¡ Pr[F ]. Equation (6.8) usesthe de¯nitions of the quantities involved.

6.5 The MD transform

We saw above that SHF1 worked by iterating applications of its compressionfunction shf1. The
latter, under any key, compresses672 bits to 160 bits. SHF1 works by compressingits input 512
bits at a time using shf1.

The iteration method has beenchosencarefully. It turns out that if shf1 is collision-resistant,
then SHF1 is guaranteed to be collision-resistant. In other words, the harder task of designing a
collision-resistant hash function taking long and variable-length inputs has been reduced to the



12 HASH FUNCTIONS

H (K ; M )
y Ã pad(M )
Parsey as M 1 k M 2 k ¢¢¢k M n where jM i j = b (1 · i · n)
V Ã IV
for i = 1; : : : ; n do

V Ã h(K ; M i k V )
Return V

Adversary Ah(K )
Run AH (K ) to get its output (x1; x2)
y1 Ã pad(x1) ; y2 Ã pad(x2)
Parsey1 as M 1;1 k M 1;2 k ¢¢¢k M 1;n[1] where jM 1;i j = b (1 · i · n[1])
Parsey2 as M 2;1 k M 2;2 k ¢¢¢k M 2;n[2] where jM 2;i j = b (1 · i · n[2])
V1;0 Ã IV ; V2;0 Ã IV
for i = 1; : : : ; n[1] do V1;i Ã h(K ; M 1;i k V1;i ¡ 1)
for i = 1; : : : ; n[2] do V2;i Ã h(K ; M 2;i k V2;i ¡ 1)
if (V1;n[1] 6= V2;n[2] OR x1 = x2) return FAIL
if jx1j 6= jx2j then return (M 1;n[1] k V1;n[1]¡ 1; M 2;n[2] k V2;n[2]¡ 1)
n Ã n[1] // n = n[1] = n[2] since jx1j = jx2j

for i = n downto 1 do
if M 1;i k V1;i ¡ 1 6= M 2;i k V2;i ¡ 1 then return (M 1;i k V1;i ¡ 1; M 2;i k V2;i ¡ 1)

Figure 6.7: Hash function H de¯ned from compressionfunction h via the MD paradigm, and
adversary Ah for the proof of Theorem 6.8.

easier task of designing a collision-resistant compressionfunction that only takes inputs of some
¯xed length.

This has clear bene¯ts. We need no longer seek attacks on SHF1. To validate it, and be
assuredit is collision-resistant, we needonly concentrate on validating shf1and showing the latter
is collision-resistant.

This is onecaseof an important hash-function designprinciple called the MD paradigm [10, 3].
This paradigm shows how to transform a compressionfunction into a hash function in such a way
that collision-resistanceof the former implies collision-resistanceof the latter. We are now going
to take a closer look at this paradigm.

Let b be an integer parameter called the block length, and v another integer parameter called
the chaining-variable length. Let h: K £ f 0; 1gb+ v ! f 0; 1gv be a family of functions that we call
the compressionfunction. We assumeit is collision-resistant.

Let B denote the set of all strings whoselength is a positive multiple of b bits, and let D be
somesubsetof f 0; 1g< 2b

.

De¯nition 6.7 A function pad: D ! B is called a MD-compliant padding function if it has the
following properties for all M ; M 1; M 2 2 D:

(1) M is a pre¯x of pad(M )
(2) If jM 1j = jM 2j then jpad(M 1)j = jpad(M 2)j
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(3) If M 1 6= M 2 then the last block of pad(M 1) is di®erent from the last block of pad(M 2).

A block, above, consistsof b bits. Remember that the output of pad is in B , meaning is a sequence
of b-bit blocks. Condition (3) of the de¯nition is saying that if two messagesare di®erent then,
when we apply pad to them, we end up with strings that di®er in their ¯nal blocks.

An exampleof a MD-compliant padding function is shapad. However, there are other examples
as well.

Now let IV be a v-bit value called the initial vector. We build a family H : K £ D ! f 0; 1gv

from h and pad as illustrated in Fig. 6.7. Notice that SHF1 is such a family, built from h = shf1
and pad= shapad. The main fact about this method is the following.

Theorem 6.8 Let h: K £ f 0; 1gb+ v ! f 0; 1gv be a family of functions and let H : K £ D ! f 0; 1gv

be built from h as described above. Supposewe are given an adversary AH that attempts to ¯nd
collisions in H . Then we can construct an adversary Ah that attempts to ¯nd collisions in h, and

Adv cr2-kk
H (AH ) · Adv cr2-kk

h (Ah) : (6.9)

Furthermore, the running time of Ah is that of AH plus the time to perform (jpad(x1)j+ jpad(x2)j)=b
computations of h where (x1; x2) is the collision output by AH .

This theoremsays that if h is collision-resistant then sois H . Why? Let AH bea practical adversary
attacking H . Then Ah is also practical, becauseits running time is that of AH plus the time to
do someextra computations of h. But since h is collision-resistant we know that Adv cr2-kk

h (Ah)
is low. Equation (6.9) then tells us that Adv cr2-kk

H (AH ) is low, meaning H is collision-resistant as
well.

Pro of of Theorem 6.8: Adversary Ah , taking input a key K 2 K, is depicted in Fig. 6.7. It
runs AH on input K to get a pair (x1; x2) of messagesin D . We claim that if x1; x2 is a collision
for HK then Ah will return a collision for hK .

Adversary Ah computesV1;n[1] = HK (x1) and V2;n[2] = HK (x2). If x1; x2 is a collision for HK then
we know that V1;n[1] = V2;n[2]. Let us assumethis. Now, let us look at the inputs to the application
of hK that yielded theseoutputs. If these inputs are di®erent, they form a collision for hK .

The inputs in question are M 1;n[1] k V1;n[1]¡ 1 and M 2;n[2] k V2;n[2]¡ 1. We now consider two cases.
The ¯rst caseis that x1; x2 have di®erent lengths. Item (3) of De¯nition 6.7 tells us that M 1;n[1] 6=
M 2;n[2]. This meansthat M 1;n[1] k V1;n[1]¡ 1 6= M 2;n[2] k V2;n[2]¡ 1, and thus these two points form a
collision for hK that can be output by Ah .

The secondcaseis that x1; x2 have the samelength. Item (2) of De¯nition 6.7 tells us that y1; y2

have the samelength as well. We know this length is a positive multiple of b sincethe rangeof pad
is the set B , so we let n be the number of b-bit blocks that comprisey1 and y2. Let Vn denote the
value V1;n , which by assumptionequalsV2;n . We comparethe inputs M 1;n kV1;n¡ 1 and M 2;n kV2;n¡ 1

that under hK yielded Vn . If they are di®erent, they form a collision for hK and can be returned
by Ah . If, however, they are the same,then we know that V1;n¡ 1 = V2;n¡ 1. Denoting this value by
Vn¡ 1, we now consider the inputs M 1;n¡ 1 k V1;n¡ 2 and M 2;n¡ 1 k V2;n¡ 2 that under hK yield Vn¡ 1.
The argument repeats itself: if theseinputs are di®erent we have a collision for hK , elsewe can step
back one more time.
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Can we get stuck, continually stepping back and not ¯nding our collision? No, becausey1 6= y2.
Why is the latter true? We know that x1 6= x2. But item (1) of De¯nition 6.7 says that x1 is a
pre¯x of y1 and x2 is a pre¯x of y2. So y1 6= y2.

We have arguedthat on any input K , adversary Ah ¯nds a collision in hK exactly when AH ¯nds a
collision in HK . This justi¯es Equation (6.9). We now justify the claim about the running time of
Ah . The main component of the running time of Ah is the time to run AH . In addition, it performs
a number of computations of h equal to the number of blocks in y1 plus the number of blocks in
y2. There is somemore overhead,but small enoughto neglect.
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