Chapter7

Message Authentica tion

In most people'sminds, privacy is the goal most strongly assaiated to cryptography. But message
authentication is arguably even more important. Indeedyou may or may not careif someparticular
messageyou sendout stays private, but you almost certainly do want to be sure of the originator
of each messagehat you act on. Messageauthentication is what buys you that guarantee.

Messageauthentication allows oneparty|the Sender|to senda messagdo another party|the
Receiver|in  such a way that if the messageis modi ed en route, then the Receiver will almost
certainly detect this. Messageauthentication is also called \data-origin authentication," since it
authenticates the point-of-origin for eadh message.Messageauthentication is said to protect the
\in tegrity" of messagesgnsuring that ead that is received and deemedacceptableis arriving in
the samecondition that it wassert out|jwith  no bits inserted, missing, or modi ed.

Here we'll be looking at the shared-lkey setting for messageauthentication (remember that
messageauthentication in the public-key setting is the problem addressedby digital signatures).
In this casethe Senderand the Receiwer share a secretkey, K, which they'll useto authenticate
their transmissions. We'll de ne the messageauthentication goal and we'll describe somedi®eren
ways to achieve it. As usual, we'll be careful to pin down the problem we're working to solve.

7.1 The setting

It is often crucial for an agert who receivesa messageo be sure who sert it out. If a hadker can
call into his bank's certral computer and produce deposit transactions that appear to be coming
from a branch otce, easywealth is just around the corner. If an unprivilaged user can interact
over the network with his compary's mainframe in such a way that the machine thinks that the
padkets it is receiving are coming from the system administrator, then all the machine's access
cortrol medhanismsare for naught. An Internet interlouper who can provide bogus nancial data
to on-line investors by making the data seem to have come from a reputable sourcewhen it does
not might induce an eneny to make a disasterousinvestmen.

In all of these casesthe risk is that an adversary Althe Forger|will create messagedhat
look like they come from someother party, S, the (legitimate) Sender. The attacker will senda
messageM to R|the Receiverlunder S'sidentity. The Receiver R will be tricked into believing
that M origiates with S. Becauseof this wrong belief, R may act on M in a way that is somehav
inappropriate.
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Figure 7.1: A message-authetication scheme. SenderS wants to senda messageM to receiver R
in such a way that R will be surethat M camefrom S. They sharekey K. Adversary A cortrols
the communication channel. SenderS sendsan authenticated version of M, M © which adversary
A may or may not passon. On receipt of a messageM , receiver R either recovers a messagehat

S really sen, or elseR getsan indication that M is inauthentic.

The rightful SenderS could be one of many di®erert kinds of ertities, like a person,a corpora-
tion, a network address,or a particular processrunning on a particular machine. As the receiver R,
you might know that it is S that supposedlysert you the messageM for a variety of reasons.For
example, the messageM might be tagged by an identi er which somehav namesS. Or it might
be that the mannerin which M arrivesis a route currently dedicatedto servicingtratc from S.

Here we're going to be looking at the casewhen S and R already share somesecretkey, K.
How S and R cameto get this sharedsecretkey is a separatequestion, one that we deal with later.

Authenticating messagesmay be something done for the bene t of the Receiver R, but the
Sender S will certainly needto help outlhe'll have to authenticate ead of his messages. See
Fig. 7.1. To authenticate a messageM using the key K the legitimate Senderwill apply some
\message-autheticating algorithm" S to K and M, giving rise to an \authenticated message™ °
The senderS will transmit the authenticated messageM °to the receiver R. Maybe the Receiwer
will get Rland then again, maybe not. The problem is that an adversary A cortrols the channel
on which messagesire being sert. Let's let M be the messagehat the Receiver actually gets. The
receiver R, on receipt of M, will apply some\message-recwery algorithm" to K and M. We want
that this should yield one of two things: (1) the original messageM , or else(2) an indication that
M should not be regardedas authentic.

Often the authenticated messageM Cis just the original messageM together with a xed-length
\tag." The tag sernesto validate the authenticity of the messageM . In this casewe call the
message-authetication schemea messageauthentication code, or MAC. SeeFig. 7.2

When the Receiwver decidesthat a messagehe has received is inauthentic what should he do?
The Receiver might want to just ignore the bogusmessageperhapsit wasjust noiseon the channel.
Or perhapstaking action will do more harm than good, opening up new possiblities for denial-of-
service attacks. Or the Receiver may want to take more decisiwe actions, like tearing down the
channel on which the messagewvasreceived and informing somehuman being of apparernt mischief.
The proper courseof action is dictated by the circumstancesand the security policy of the Receiwer.

Adversarial successin violating the authenticity of messagesdlemands an active attack: to
succeedthe adversary hasto get somebogusdata to the receiver R. If the attacker just watchesS
and R commuicate shehasn't won this game. In somecommunication sceneriosit may be dixcult
for the adversary to get her own messagedo the receiver R|it might not really cortrol the
communication channel. For example,it may be ditcult for an adversaryto drop its own messages
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Figure 7.2: A messageauthentication code (MAC). A MAC is a special-caseof a message-
authentication scheme, where the authenticated messages the original messageM together with
a tag Tag. The adversary controls the channel, so we can not be sure that M and Tag reach
their intended destination. Instead, the Receiver getsM ; T. The Receiver will apply a veri cation
function to K, M and T to decideif M should be regarded as the transmitted messageM , or as
the adversary's creation.

onto a dedicated phone line or network link. In other environments it may be trivial, no harder
than dropping a padket onto the Internet. Sincewe don't know what are the characteristics of the
Sender|Receiv er channelit is bestto assumethe worst and think that the adversary hasplenty of
power over the communications media (and even somepower over in°uencing what messagesre
legitimately sert out).

We wish to emphasizethat the authentication problem is very di®erent from the encryption
problem. We are not worried about secrecyof the messageM . Our concernis in whether the
adversary can pro t by injecting new messagesnto the communications stream, not whether she
undersandsthe contents of the communication. Indeed, as we shall see,encryption provides no
ready solution for messageauthentication.

7.2 Priv acy does not imply authen ticit y

We know how to encrypt data soasto provide privacy, and something often suggested(and done)
is to encrypt as a way to provide data authenticity, too. Fix a symmetric encryption scheme
SE = (K;E; D), and let parties S and R sharea key K for this scheme. When S wants to send
a messageM to R, sheencrypts it, transferring a ciphertext M °= C generatedvia C R E¢ (M).
The receiver B decryptsit and, if it \mak essense",he regardsthe recorered messageM = Dy (C)
as authentic.

The argumert that this works is as follows. Suppose,for example,that S transmits an ASCI|I
messageM 100 Which indicates that R should pleasetransfer $100from the cheding accourt of S to
the cheding accourt of someother party, A. The adversary A wants to changethe amount from
the $100to $900. Now if M 190 had beensert in the clear, A can easily modify it. But if Mg
is encrypted sothat ciphertext Ciqg is sert, how is A to modify C1g9p SO asto make S recover the
di®erert messageM gpo? The adversary A does not know the key K, so she cannot just encrypt
M goo on her own. The privacy of C1qp already rules out that C199 canbe pro tably tamperedwith.

The above argumert is completely wrong. To seethe °awslet's rst look at a counter-example.
If we encrypt M 1o using a onetime pad, then all the adversary hasto do is to XOR the byte of
the ciphertext C199 Which encadesthe character \1" with the XOR of the bytes which encade \1"
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and\9". That is, when we one-time pad encrypt, the privacy of the transmission doesnot make it
dizcult for the adversary to tamper with ciphertext soasto produce related ciphertexts.

There are many possiblereactionsto this counter-example. Let's look at some.

What you should not concludeis that one-time pad encryption is unsound. The goal of encryp-
tion wasto provide privacy, and nothing we have said has suggestedthat one-time pad encryption
doesnot. Faulting an encryption schemefor not providing authenticity is like faulting a car for not
being able to °y. There is no reasonto expect a tool designedto solve one problem to be e®ectie
at solving another. You needan airplane, not a car, if you want to °y.

You should not concludethat the exampleis contriv ed, and that you'd fare far better with some
other encryption method. One-time-pad encryption is not at all contrived. And other methods of
encryption, like CBC encryption, are only marginally better at protecting messagentegrity. This
will be exploredin the exercises.

You should not concludethat the failure stemmedfrom afailure to add \redundancy" beforethe
messagevas encrypted. Adding redundancyis somethinglik e this: beforethe SenderS encypts his
data he padsit with someknown, xed string, like 128bits of zeros. When the receiver decrypts the
ciphertext he cheds whether the decrypted string endsin 128 zeros. He rejects the transmission if
it doesnot. Such an approadc can, and almost always will, fail. For example,the addedredundancy
doesabsolutely nothing in our one-time pad example.

What you should concludeis that encrypting a messagewvas never an appropriate approacd for
protecting its authenticity. With hindsight, this is pretty clear. The fact that data is encrypted
need not prevent an adversary from being able to make the receiver recover data di®erert from
that which the senderhad intended. Indeed with most encryption schemesany ciphertext will
decrypt to something so even a random transmission will causethe receiver to receive something
di®erert from what the Senderintended, which was not to sendany messageat all. Now perhaps
the random ciphertext will look like garbageto the receiver, or perhapsnot. Sincewe do not know
what the Receiwer intends to do with his data it is impossibleto say.

Since encryption was not designedfor authenticating messagesijt very rarely does. We em-
phasizethis becausethe belief that good encryption, perahapsafter adding redundancy, already
provides authenticity, is not only voiced, but even printed in books or embedded into security
systems.

Good cryptographic designis goal-orierted. One must understand and formalize our goal. Only
then do we have the basis on which to designand evaluate potential solutions. Accordingly, our
next stepis to comeup with a de nition for a message-authetication schemeand its security.

7.3 Syntax of message-authen tication schemes

A messageauthentication shemeMA = (K;S;R) is simply a symmetric encryption scheme, con-
sisting of a triple of algorithms. What is changedis the security goal, which is no longer privacy
but authenticity. For this reasonwe denote and name the scheme and someof the algorithms dif-
ferertly. What usedto be called the encryption algorithm is now called the messageauthenticating
algorithm; what usedto be called the decryption algorithm is now called the messagerecovery
algorithm.

As we indicated already, a message-authetication code (MA C) is the special caseof a message
authentication schemein which the authenticated messageM © consistsof M together with a “xed-
length string, Tag. Usually the length of the tag is between 32 and 128 bits. MACs of 32 bits, 64
bits, 96 bits, and 128 bits are common.
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It could be confusing, but it is very common practice to call the tag itself a MAC. That is, the
sthemeitself is called MAC, but sotoo is the computed tag.

De nition 7.1 [MA C] A message-authentiation code | consists of three algorithms, | =
(K;MAC; VF), asfollows:

2 The randomized key geneation algorithm K returns a string K. We let Keyq]) denotethe
set of all strings that have non-zeroprobability of being output by K. The members of this
set are called keys We write K A K for the operation of executing K and letting K denote
the key returned.

2 The MAC-geneation algorithm MAC, which might be randomized or stateful, takes a key
K 2 Keyq]) and a plaintext M 2 f0;1g" to return atag Tag 2 f0;1g"° [ f2g . We write
TagAR MACk (M) to denote the operation of executing MAC on K and M and letting Tag
denote the tag returned.

2 The deterministic MAC-veri cation algorithm VF takes a key K 2 KeyqSE), a message
M 2 f0;1g" and a candidate tag Tag 2 f0;1g" to return either 1 (accept ) or O (reject ).
We write d A VFy (M; Tag) to denote the operation of executing VF on K;M and Tag and
letting d denote the decisionbit returned.

We require that for any key K 2 Keyq]) and any messageM 2 f0;1g"
Pr Tag= ? ORVFx(M;Tag)=1: Tagh MACK(M) = 1:

A number ¢ , 1 is called the tag-length assaiated to the schemeif for any key K 2 Keyq}) and
any messageM 2 f0; 1&1"

i
Pr Tag= ? ORjTagj= ¢ : TagR MACk (M) = 1:1

Any messageauthentication code gives rise to an assaiated messageauthentication scheme in
which the authenticated messageconsistsof the messageogether with the tag. In more detalil, if
i = (K;MAGC; VF) is a messageauthentication code, then its assa@iated messageauthentication
schemeis MA = (K;S;R) wherethe key-generationalgorithm remains unchangedand

Algorithm Sy (M) Algorithm Ry (M9
TagA MACk (M) ParseM %as (M ; Tag)
MOA (M;Tag) If VFi (M;Tag) = 1then return 1 elsereturn O
Return M ©

Let us make a few commerts about De nition 7.1 First, we emphasizethat, so far, we have only
de ned MAC and message-authetication scheme\syntax”|w e haven't yet said anything formal
about security. Of course any viable message-authetication scheme will require some security
properties. We'll get there in a momert. But rst we neededto pin down exactly what type of
objects we're talking about.

Note that our de nitions don't permit stateful message-receery or stateful MA C-ver cation.
Stateful functions for the Receiwver can be problematic becauseof the possiblity of messagesot
readhing their destiation|it is too easyfor the Receiwer to be in a state di®erert from the one
that we'd like. All the same,stateful MA C veri cation functions are essiemial for detecting \replay
attacks," and are therefore important tools.
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Recallthat it wasessetial for security of an encryption schemethat the encryption algorithm be
probabilistic or statefully ou couldn't do well at achieving our strong notions of privacy with a de-
terminisitic encryption algorithm. But this isn't true for messageuthentication. It is possible(and
even common) to have securemessageauthentication schemesin which the message-autheticating
algorithm is deterministic or stateless,and to have securemessage-authetication codesin which
the MA C-generation algorithm is deterministic or stateless.

When the MA C-generation algorithm is deterministic and stateless, MAC veri cation is in-
variably accomplishedby having the Veri er compute the correct tag for the received messageM
(using the MA C-generation function) and cheding that it matchesthe received tag. That is, the
MA C-veri cation function is simply the following:

algorithm VFg (M ; Tag)
Tag?’A MACk (M)
if (Tag= Tag’and Tag’6 ?) then return 1else return O.

For a deterministic MA C we needonly specify the key-generationfunction and the MA C-generation
function: the MA C-veri cation function is then understood to be the one just described. That is,
a deterministic MAC may be speci ed with a pair of functions, | = (K; MAC), and not a triple of
functions, | = (K; MAC;VF), with the understanding that one can later refer to VF and it is the
canonical algorithm depicted above.

7.4 A de nition of security for MA Cs

Let's concerrrate on MACs. We begin with a discussionof the issuesand then state a formal
de nition.

7.4.1 Towards a de nition of security

The goal that we seekto achieve with a MAC is to be able to detect any attempt by the adversary
to modify the transmitted data. We don't want the adversary to be able to produce messageshat
the Receiwver will deem authenticlonly the Sendershould be able to do this. That is, we don't
want that the adversary A to be able to create a pair (M ; Tag) suc that VF¢ (M;Tag) = 1, but
M did not originate with the SenderS. Suc a pair (M ; Tag) is called a forgery. If the adversary
can make sud a pair, sheis said to have forged.

In somediscussionsof security peopleassumethat the adversary's goal is to recover the secret
key K. Certainly if it could do this, it would be a disaster, sinceit could then forge anything. It
is important to understand, however, that an adversary might be able to forge without being able
to recover the key, and if all we asked was for the adversary to be unable to recover the key, we'd
be askingtoo little. Forgery is what counts, not key recovery.

Now it should be admitted right away that someforgeries might be uselessto the adversary.
For example, maybe the adversary can forge, but it can only forge strings that look random;
mearwhile, supposethat all \good" messagesre supposedto have a certain format. Should this
really be viewed asa forgery? The answer is yes If cheding that the messagas of a certain format
was really a part of validitating the messagethen that should have beenconsideredas part of the
message-authetication scdheme. In the absenceof this, it is not for us to make assumptionsabout
how the messagesare formatted or interpreted. We really have no idea. Good protocol design
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meansthe security is guaranteed no matter what is the application. Asking that the adversary
be unable to forge \meaningful" messagesyhatever that might mean, would again be asking too
little.

In our adversary's attempt to forge a messagewne could considervarious attacks. The simplest
setting is that the adversarywants to forgea messageventhough it hasnever seenany transmission
sert by the Sender. In this casethe adversary must concact a pair (M ; Tag) which passesthe
veri cation test, even though it hasn't obtained any information to help. This is called a no-
messageattack. It often falls short of capturing the capabilities of realistic adversaries,since an
adversary who can inject bogus messagesnto the communications media can probably seevalid
messageas well. We should let the adversary usethis information.

Suppose the Sendersendsthe transmission (M ; Tag) consisting of some messageM and its
legitimate tag Tag. The Receiwer will certainly acceptthisj|w e demandedthat. Now at oncea
simple attack comesto mind: the adversary can just repeat this transmission, (M ; Tag), and get
the Receiver to acceptit once again. This attack is unavoidable, so far, in that we required in
the syntax of a MAC for the MA C-veri cation functions to be stateless. If the Veri er accepted
(M; Tag) once,he's bound to do it again.

What we have just described is called a replay attack. The adversary seesa valid (M ; Tag) from
the Sender,and at somelater point in time it re-transmits it. Sincethe Receiver acceptedit the
“rst time, he'll do so again.

Should a replay attack court as a valid forgery? In real life it usually should. Say the rst
messagewas \T ransfer $1000from my accourt to the accourt of party A." Then party A may
have a simple way to enriching herself: it just keepsreplaying this sameMA C'ed messagehappily
watching her bank balance grow.

It is important to protect against replay attacks. But for the momert we will not try to do
this. We will say that a replay is not a valid forgery; to be valid a forgery must be of a message
M which was not already produced by the Sender. We will seelater that we can always achieve
security against replay attacks by simple means;that is, we can take any MA C which is not secure
against replay attacks and modify it|lafter making the Veri er stateful|[so that it will be secure
againstreplay attacks. At this point, not worrying about replay attacks resultsin a cleanerproblem
de nition. And it leadsus to a more modular protocol-designapproac|that is, we cut up the
problem into sensibleparts (\basic security" and then \replay security") solving them one by one.

Of coursethere is no reasonto think that the adversary will be limited to seeingonly one
example message. Realistic adversariesmay seemillions of authenticated messagesand still it
should be hard for them to forge.

For some MACs the adversary's ability to forge will grow with the number gs of legitimate
message-MA pairs it sees.Likewise,in somesucurity systemsthe number of valid (M ; Tag) pairs
that the adversary can obtain may be architecturally limited. (For example, a stateful Signer may
be unwilling to MAC more than a certain number of messages.)So when we give our quarntitativ e
treatment of security we will treat gs asan important adversarial resource.

How exactly do all thesetagged messagesirise? We could think of there being somedistribution
on messageghat the Senderwill authenticate, but in some settings it is even possible for the
adversary to in°uence which messagesre tagged. In the worst case,imagine that the adversary
itself chooseswhich messageget authenticated. That is, the adversary choosesa messagegetsits
MA C, choosesanother messagegetsits MAC, and soforth. Then it tries to forge. This is called
an adaptive chosen-messagattack. It wins if it succedsin forging the MAC of a messagewhich it
has not queried to the sender.
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At rst glanceit may seemlike an adaptive chosen-messagattack is unrealisticly generousto
our adversary; after all, if an adversary could really obtain a valid MA C for any messaget wanted,
wouldn't that make moot the whole point of authenticting messages?n fact, there are seweral good
argumerts for allowing the adversary such a strong capability. First, we will seeexamples|higher-
level protocolsthat useMA Cs|where adaptive chosen-messagattacks are quite realistic. Second,
recall our general principles. We want to design schemeswhich are securein any usage. This
requiresthat we make worst-casenotions of security, sothat when we err in realistically modelling
adversarial capabilities, we err on the side of caution, allowing the adversary more power than
it might really have. Sinceeventually we will design schemesthat meet our stringent notions of
security, we only gain when we assumeour adversary to be strong.

As an example of a simple scenerioin which an adaptive chosen-messagattack is realistic,
imagine that the SenderS is forwarding messagedo a Receiver R. The Senderreceives messages
from any number of third parties, A1;:::;An. The Sendergets a piece of data M from party A;
along a securechannel, and then the Sendertransmits to the Receiver i kKM kM ACk (hi kM).
This is the Sender'sway of attesting to the fact that he has received messageM from party A;.
Now if one of thesethird parties, say A1, wants to play an adversarial role, it will ask the Sender
to forward its adaptively-chosenmessaged 1; M,;::: to the Reciewer. If, basedon what it seesi,it
can learn the key K, or evenif it can learn to forge messageof the form H2i kM, soasto produce
avalid 2i kM kM ACk (h2i kM), then the intent of the protocol will have been defeated, even
though most it has correctly useda MAC.

Sofar we have said that we want to give our adversary the ability to obtain MA Cs for messages
of her choosing, and then we want to look at whether or not it canforge: producea valid (M ; Tag)
where it never asked the Senderto MAC M. But we should recognizethat a realistic adversary
might be able to produce lots of candidate forgeries, and it may be content if any of theseturn
out to be valid. We can model this possiblity by giving the adversary the capability to tell if a
prospective (M ; Tag) pair is valid, and saying that the adversary forgesif it ever nds an (M ; Tag)
pair that is but M was not MA Ced by the Sender.

Whether or not a real adversary can try lots of possible forgeries depends on the context.
Suppose the Veri er is going to tear down a connection the momert he detects an invalid tag.
Then it is unrealistic to try to usethis Veri er to help you determine if a candidate pair (M ; Tag)
is validjone mistake, and you're done for. In this case,thinking of there being a single attempt
to forge a messagds quite adequtate.

On the other hand, supposethat a Veri er just ignoresany improperly tagged messagewhile
it respondsin somenoticably di®erent way if it receivesa properly authenticated message.ln this
casea quite reasonableadversarial strategy may be ask the Veri er about the validity of a large
number of candidate (M ; Tag) pairs. The adversary hopesto nd at least onethat is valid. When
the adversary nds such an (M ; Tag) pair, we'll say that it haswon.

Let us summarize. To be fully general,we will give our adversary two di®erert capabities. The
‘rst adversarial capaiblity is to obtain a MAC M for any messagethat it chooses. We will call
this a signing query. The adversary will make somenumber of them, gs. The secondadversarial
capability isto nd out if a particular pair (M ; Tag) is valid. We will call this a veri cation query.
The adversary will make somenumber of them, g,. Our adversary is said to succeed|to forge|if
it ever makes a veri cation query (M;Tag) and gets a return value of 1 (accept ) even though
the messageM is not a messagethat the adversary already knew a tag for by viture of an earlier
signing query. Let us now proceedmore formally.
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Figure 7.3: The model for a messageauthentication code. Adversary A has accessto a MAC-
generationoracle and a MA C-veri cation oracle. The adversary wants to get the MA C-veri cation
oracleto acceptsome(M; Tag) for which it didn't earlier ask the MA C-generation oracle for M .

7.4.2 De nition of security

Let MA = (K;MAC;VF) be an arbitrary messageauthentication scheme. We will formalize a
guartitativ e notion of security against adpative chosen-messagattack. We begin by describingthe
model.

We distill the model from the intuition we have described above. There is no need,in the model,
to think of the Senderand the Veri er as animate ertities. The purposeof the Sender,from the
adversary's point of view, is to authenticate messagesSo we will embody the Senderas an oracle
that the adversray can useto authenticate any messageM . This \signing oracle," as we will call
it, is our way to provide the adversary black-box accessto the function MACk (9. Likewise,the
purposeof the Veri er, from the adversary's point of view, is to have somethingto whom to send
attempted forgeries. Sowe will embody the Veri er asan oraclethat the adversray can useto see
if a candidate pair (M;Tag) is valid. This \v eri cation oracle," as we will call it, is our way to
provide the adversary black-box accesgo the function VF ¢ (§. Thus, when we becomeformal, the
cast of characters|the Sender,Veri er, and Adversary|gets reducedto just the adversry, running
with her oracles. The Senderand Veri er have vanished.

De nition 7.2 [MA C Securit y] Let | = (K;MAC;VF) be a messageauthentication code, and
let A be an adversary. We considerthe following experiment:

Experimert Exp {f7¢Ma(A)
K R K
Run AMACk (§;VF« (49
If A made a veri cation query (M;Tag) such that the following are true
{ The veri cation oraclereturned 1
{ A did not, prior to making veri cation query (M;Tag),
make signing query M
Then return 1 elsereturn 0

The uf-cma advantageof A is de ned as
h [
Adv [T (A) = Pr ExpifmaA)=1 :1
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Let us discussthe above de nition. Fix a MAC scheme!. Then we assaiate to any adversary
A its \advantage," or \successprobability." We denote this value as Adv Ef'cma (A). It's just the
chancethat A managesto forge. The probability is over the choice of key K, any probabilistic
choicesthat MA C might make, and the probabilistic choices,if any, that the adversary A makes.

As usual, the advantage that can be achieved dependsboth on the adversary strategy and the
resourcesit uses.Informally, | is secureif the advantage of a practical adversary is low.

As usual, there is a certain amount of arbitrariness asto which resourceswe measure. Certainly
it isimportant to separatethe oracle queries(gs and g,) from the time. In practice, signing queries
correspond to messagesen by the legitimate sender,and obtaining theseis probably more ditcult
than just computing on one'sown. Veri cation queriescorrespond to messageshe adversary hopes
the Veri er will accept,so nding out if it doesacceptthesequeriesagainrequiresinteraction. Some
system architectures may e®ectiely limit gs and g,. No system architecture can limit t| that is
limited primarilly by the adversary's budget.

We emphasizethat there are contexts in which you are happy with a MA C that makesforgery
impractical when g, = 1 and gs = O (an \imp ersonation attack™) and there are contexts in which
you are happy when forgery is imporactical wheng, = 1 and gs = 1 (a \substitution attack”). But
it is perhapsmore commonthat you'd like for forgery to be impractical even when ¢ is large, like
2°0 and when g, is large, too.

We might talk of the total length of an adversary's MA C-generation oracle queries,which is the
sum of the lengths of all messagest queriesto this oracle. When we say this value is at most * ¢
we meanit is soacrossall possiblecoins of the adversary and all possibleanswers returned by the
oracle. We might talk of the total length of an adversary's MA C-veri cation oracle queries,which
is the sum of the lengths of all messagesn the queriesits makesto its MA C-veri cation oracle.
(Each sudh query is a pair, but we court only the length of the message). The samecorvertions
apply.

Naturally the key K is not directly givento the adversary, and neither are any random choices
or courter used by the MA C-generation algorithm. The adversary seesthese things only to the
extent that they are re°ected in the answersto her oracle queries.

7.5 Examples

Let us examine someexample messageauthentication codesand usethe de nition to assesgheir
strengths and weaknessesWe x a PRF F: f0;1gK £ f0;1g ! f0;1g". Our rst scheme! | =
(K;MAC) is a deterministic, statelessMAC, so that we specify only two algorithms, the third
beingthe canonicalassaiated veri cation algorithm discussedabove. The key-generationalgorithm
simply picks at random a k-bit key K and returns it, while the MA C-generation algorithm works
as follows:

algorithm MACk (M)
if ((Mjmod 6 OorjMj= 0)then return ?
Break M into ~ bit blocks M = M [1]:::M[n]

TagA y; © ¢¢¢O vy,
return Tag

Now let us try to assesshe security of this messageauthentication code.
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Supposethe adversarywants to forge the tag of a certain given messageM . A priori it is unclear
this can be done. The adversary is not in possessiorof the secretkey K, so cannot compute Fg
and hencewill have a hard time computing Tag. However, rementber that the notion of security we
have de ned says that the adversary is successfulaslong asit can produce a correct tag for some
message,not necessarilya given one. We now note that even without a chosen-messagattack
(in fact without seeingany examplesof correctly tagged data) the adversary can do this. It can
choosea messageM consisting of two equal blocks, sy M = x kx where x is some™-bit string,
set Tag A 0, and make veri cation query (M;Tag). Notice that VFx (M;Tag) = 1 because
Fk (X) © Fk (x) = 0- = Tag. Sothe adversary is successful.In more detail, the adversary is:

Adversary A} Cx (9:VFi (49

Let x be some-bit string
M A xkx

Tag A O

dA VFg(M;Tag)

Then Adv E”l'cma (A1) = 1. Furthermore A; makes no signing oracle queries, usest = O(" + L)
time, and its veri cation query haslength 2°-bits, soit is very practical.
There are many other attacks. For example we note that

Tag = Fx (M[1]) © Fx (M[2])

is not only the tag of M [1]M [2] but also the tag of M [2]M [1]. Soit is possible, given the tag of
a messageto forge the tag of a new messagdormed by permuting the blocks of the old message.
We leave it to the readerto specify the corresponding adversary and compute its advantage.

Let us now try to strengthen the schemeto avoid these attacks. Instead of applying Fx to a
data block, we will “rst pre x the data block with its index. To do this we pick someparameter
m with 1- m - " 1, and write the index asan m-bit string. The MA C-generation algorithm of
the deterministic, statelessMAC | 1 = (K;MAC) is asfollows:

algorithm MACk (M)

A i m

if ((MjmodI6& OorjMj= 0orjMj=l, 2M)then return ?
Break M into | bit blocks M = M [1]:::M[n]

for i=1:::;ndoy A Fg([il, KMIil)

TagA y; © ¢¢¢© y,

return Tag

As before, the veri cation algorithm is the canonical one that simply recomputesthe tag using
MA C and cheds whether it is correct.

As the code indicates, we divide M into blocks, but the size of ead block is smaller than in
our previous scheme:it isnow only | = *j m bits. Then we pre x the i-th messageblock with the
value i itself, the block index, written in binary as a string of length exactly m bits. It is to this
padded block that we apply Fx beforetaking the XOR.

Note that encading of the block index i asan m-bit string is only possibleif i < 2™. This means
that we cannot authenticate a messageM having more 2™ blocks. This explains the conditions
under which the MA C-generation algorithm returns ?. However this is hardly a restriction in
practice since a reasonablevalue of m, like m = 32, is large enoughthat typical messagedall in
the messagespace.
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Anyway, the question we are really concernedwith is the security. Has this improved with
respect to | 1? Begin by noticing that the attacks we found on | ;1 no longer work. For example
if x isan i m bit string and we let M = x kx then its tag is not likely to be O-. (This would
happen only if Fg ([1], kXx) = Fk ([2],, k x) which is unlikely if F is a good PRF and impossible
if F is a block cipher, since every instance of a block cipher is a permutation.) Similar argumerts
shaw that the secondattack discussedabove, namely that basedon permuting of messageblocks,
also has low successagainst the new stcheme. Why? In the new scheme, if M [1]; M [2] are strings
of length ~ j m, then

MACy (M [1]M [2])
MACk (M [2]M [1])

Fr ([, kM[1]) © Fk (2], kM [2])
Fr ([1], kM [2]) © Fk ([2], kM [1]):

Theseare unlikely to be equal for the samereasonsdiscussedabove. As an exercise,a reader might
upper bound the probability that thesevaluesare equal in terms of the value of the advantage of
F at appropriate parameter values.

However, | » is still insecure. The attack however require a more non-trivial usageof the chosen-
messageattacking ability. The adversarywill query the tagging oracle at seeral related points and
combine the responsesinto the tag of a new message We call it Ax{

Adversary Ay S

Let a; by bedistinct, ~ i m bit strings

Let ap; bp be distinct *~ j m bit strings

Tag; A MACk (a1a2) ; Tag, A MACk (a1hy) ; Tags A MACk (@)
Tag A Tag, © Tag, © Tag,

dA VF (biby; Tag)

We claim that Adv :“fz'cma (A2) = 1. Why? This requirestwo things. First that VF ¢ (biby; Tag) = 1,
and secondthat b;b, was never a query to MACk (9 in the above code. The latter is true because
we insisted above that a; 6 b; and a; 6 by, which together meanthat biby, 62X ajay; aiby; bhazg. So

now let us ched the rst claim. We usethe de nition of the tagging algorithm to seethat

Tag; = Fx([1], ka1) © F ([2], ka2)
Tag, = Fk([1], ka1) © Fx ([2], kby)
Tags = Fx([1], kb)) © Fk ([2], kap) :

Now look how A, de ned Tag and do the computation; due to cancellationswe get

Tag Tag; © Tag, © Tags

Fr (1], kby) © Fx (2], kbp) :

This is indeedthe correct tag of bi b, meaningthe value Tag®that VF« (biby; Tag) would compute,
so the latter algorithm returns 1, as claimed. In summary we have shown that this sdhemeis
insecure.

It turns out that a slight modi cation of the above, based on use of a counter or random
number chosenby the MAC algorithm, actually yields a securescheme. For the moment however
we want to stressa feature of the above attacks. Namely that these attacks did not cryptanalyze
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the PRF F. The cryptanalysis of the messageauthentication schemesdid not care anything about
the structure of F; whether it was DES, AES, or anything else. They found weaknessesn the
messageauthentication schemesthemselves. In particular, the attacks work just aswell when Fg

is a random function, or a \p erfect" cipher. This illustrates again the point we have beenmaking,
about the distinction betweena tool (here the PRF) and its usage. We needto make better usage
of the tool, and in fact to tie the security of the schemeto that of the underlying tool in suc a
way that attacks like thoseillustrated here are provably impossibleunder the assumption that the
tool is secure.

7.6 The PRF-as-a-MA C paradigm

Pseudorandomfunctions make good MACs, and constructing a MAC in this way is an excellert
approadh. Here we showv why PRFs are good MACs, and determine the concrete security of the
underlying reduction. The following shows that the reduction is almost tight|securit y hardly
degradesat all.

Let F: KeysE D! fO0;1g¢ be a family of functions. We de ne the assaiated messageauthen-
tication code | = (K;MAC) via:

algorithm K | algorithm MACk (M)
K A Keys if (M 62D) then return ?
return K TagA Fx (M)
Return Tag

Since this is a deterministic statelessMAC, we have not speci ed a veri cation algorithm. It is
understood to be the canonical one discussedabove.

Note that when we think of a PRF asa MAC it is important that the domain of the PRF be
whatever one wants as the domain of the MAC. So suth a PRF probably won't be realized as a
block cipher. It may have to be realizedby a PRF that allows for inputs of many di®erer lengths,
sinceyou might want to MAC message®f many di®erert lenghts. As yet we haven't demonstrated
that we can make such PRFs. But we will. Let us rst relate the security of the above MAC to
that of the PRF.

Prop osition 7.3 Let F: KeysE D ! f0;1g¢ be a family of functions and let | = (K;MAC) be
the assaiated messageuthentication code asde ned above. Let A by any adversary attacking |,
making gs MA C-generation queries of total length t s, g, MA C-veri cation queriesof total length
1, and having running time t. Then there exists an adversary B attacking F sud that

Adv Ufema(a) . Ady ,‘irf(B)+%: (7.)

Furthermore B makesqgs + g, oracle queriesof total length 1 s+ 1, and hasrunning time t.

Pro of: Remenber that B is givenan oraclefor afunction f: D! f0;1g¢. It will run A, providing
it an environment in which A's oracle queriesare answered by B.

Adversary Bf
dA 0;SA ;
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Run A
When A asksits signing oracle somequery M :
Answerf(M)to A ; SA S[ fMg
When A asksits veri cation oracle somequery (M ; Tag):
if f(M) = Tag then
answer1to A if M 62 thendA 1
else answer0to A
Until A halts
return d

We now proceedto the analysis. We claim that

h i
Pr ExpP"™(B)=1 = Adv ™ (A) (7.2)
h i
prf -0 _ Qv .
Pr Expp "(B)=1 % (7.3)

Subtracting, we get Equation (7.1). Let us now justify the two equations above.

In the rst casef is aninstance of F, sothat the simulated environment that B is providing for A
is exactly that of experiment Exp :“f'cma(A). SinceB returns 1 exactly when A makesa successful
veri cation query, we have Equation (7.2).

In the secondcase,A is running in an environment that is alien to it, namely one where a random
function is being usedto compute MACs. We have no ideawhat A will doin this ervironment, but
no matter what, we know that the probability that any particular veri cation query (M ; Tag) with
M 62S will be answered by 1 is at most 2i ¢, becausethat is the probability that Tag = f (M).
Sincethere are at most g, veri cation queries,Equation (7.3) follows. |

7.7 The CBC MA Cs

A very popular classof MACs is obtained via cipher-block chaining of a given block cipher. Here
is the most basic schemein this class.

Scheme 7.4 [Basic CBC MA C] Let E: f0;1g£ f0;1g" ! fO0;1g" be a block cipher. The basic
CBC MAC ;| = (K;MAQC) is a deterministic, statelessMAC that hasasa parameter an assciated
messagespace Messages The key-generation algorithm K simply picks K via K A f0;1g¢ and
returns K. The MAC generation algorithm is as follows:

Algorithm MACk (M)
If M 62Messageshen return ?
Break M into n-bit blocks M [1] ¢¢¢M [m]
C[O]A O"

Return C[m]

SeeFig. 7.4 for an illustration with m = 4. The veri cation algorithm VF is the canonical one
sincethis MAC is deterministic: It just cheds, on input (K;M;Tag), if Tag= MACx (M). 1
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%
k-
B

Figure 7.4: The CBC MAC, hereillustrated with a messageM of four blocks, M = M 1M oM 3M 4.

As we will seebelow, the choice of messagespaceMessagess very important for the security
of the CBC MAC. If we take it to be f0;1g™ for some xed value m, meaning the length of all
authenticated messagess the same,then the MAC is secure.If however we allow the generation of
CBC-MA Cs for message®f di®erert lengths, by letting the messagespacebe the set of all strings
having length a positive multiple of n, then the schemeis insecure.

Theorem 7.5 [1] Let E: f0;1gX £ f0;1g" ! f0;1g" be a block cipher, let m | 1 be an integer,
and let | bethe CBC-MA C of Scheme 7.4 over messagespacef 0; 1g™" . Then for any adversary A
making at most g MA C-generation queries, one MA C-veri cation query and having running time
t there exists an adversary B, making g+ 1 oracle queriesand having running time t, sud that

N

m2q

Adv [T (A) - Adv EPTPRB) + oo
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