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Abstract

I/0 subsystemsandthe APIs usedto accesghem,havelong beendesignedwith
two basicassumptions.First, I/O is performedto relatively slow disksor termi-
nals,so processotime for 1/0O operationds availablewhile waiting for devices.
Second optimizationis doneby guessingthe usef8 needs suchas a filesystem
cachedoesby assumindocality. This traditionaldesigncaused/O performance
problemsfor moderndevicessuch as video displaysand high-speednetworks,
wherethe aboveassumptionsre no longervalid. We havedesigneda high-per-
formancel/O subsystemand a uniform API throughwhich it is accessedthat
givesa userlevel programmeigreatercontrol, which allows operationgo be per-
formedmoreefficiently, andoften optimally. Speedup$rom 30 to over 700 per-
centcanbedemonstratedith ourtechnique.Our APl is fully uniform,andyields
gainsfor any form of device,including disks, networks,frame buffers, andeven
IPC performedthroughthe I/0O system. This paperdescribesour implementation
of this mechanismcalled ContainerShipping,andits measuregerformanceor
different kinds of I/O.

1. Intr oduction

Userlevel I/0O in manyoperatingsystemssuffersfrom the performanceenaltycausedy in-
memorycopying. Therepeatedluplicationof datawithin systemmemoryduringl/O operations
consumesdtime, increasinglatency while reducingthroughput. Each year processorspeeds
increasdrom 50 to 100 percentwhile memoryspeedsncreaseby only 7 to 15 percenfHP90].

Relativeto overall systemperformancethe costof in-memorycopiesrisesannually Memory



speedave havemeasuredn a modernRISC workstationareshownin Figurel. Fromthis dia-
gramit is clearthat evena single uncachecdcopy in main memorywill limit throughputto less
than half the speedof the systembus. While copy-freel/O haslong beenadvocatedprevious
work in this areahasprovidedgainsof only limited applicability Memory-mappedile systems,
sharednemorygraphicextensionsandotherapproachesypically solveonly single-devicerob-

lems,andaredifficult or impossibleto integrate evenwhenthey are otherwisecompatiblewith

conventional systems.
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Memory and /O speedgor the DEC 3000 model 800. Sustaineccopy
ratesinclude TLB missesandimperfectcachebehavior plusinterruptoverhead
from a running, though otherwiseidle, Unix kernel. Burst transferratesare
higher [Dut+92] [Dru94].

As the speedof CPUsand peripheraldevicesrises,new applicationareasemege to exploit
this performance Multimedia, virtual reality, andmoreconventionataskssuchassimulationand
modelingare alwaysreadyto consumeevery bit of systemcapacitythatbecomesavailable. In
particular all of theseareasendit from fastl/O subsystemsAn applicationsuchasvideo con-
ferencingrequiresextensivd/O supportfrom the operatingsystem. Networks,disks,anddisplay
devicesmustinteroperaten real-timedata. This operations practicalwhena uniform /O inter-
face,suchasthatofferedby Unix, makespossiblethe mixing of thesehighly dissimilardevicesat

the user process level.



ContainerShippingis afastl/O systemsuitablefor usewith anyoperatingsystem. Container
Shippingincludesa userlevel API (Application Programmingnterface)for copy-freel/O. Like
the relatedsystemddiscussedelow our transfermechanismis basedon VM (Virtual Memory)
remappingput ContainerShippingusesthis mechanismn anewway. ThenewAPI canreplace
anoperatingsystem&€l/O systemcalls, or existalongsidethem. This paperdescribesur imple-
mentationin OSF/1,the containerconceptanddetailsof the systemcall interface. Performance
resultsarepresentedor severalddevicesusinga modernhardwareplatform. We concludeby dis-
cussingthe applicability andlimitations of ContainerShipping,andits relationto otherwork in

this area.
2. Container Shipping

Four goalsmotivatethe ContainerShippingdesign. First, general-purposeomputingmust
be supported.We will not makeassumptionsindacceptconstraintshatspeedup a specfic kind
of 1/0 while limiting the useof the speedupo narrow applicationareas. Second,in-memory
copying must alwaysbe avoided,becauseof the huge performancedegradationit causes. As
shownin Figurel, uncachedopiesin mainmemoryat 46 megabytepersecondwvould limit I/O
to lessthanhalf the maximumspeedof a 100 megabyteper secondous. Third, protectionmust
not be subverted. Userlevel processesmustremaincompletelyprotectedrom eachotherin all
casesFinally, performancegainsmustnot dependon exotic devices,suchasnetwork adapters
with programmablgrotocol processors.Specialdevicescanbe exploitedwhenthey are avail-
able,but they are expensiveand canbecomeobsoletequickly, soit is not practicalto rely upon
themin orderto speedup I/O. By sticking to theseprinciples,ContainerShippingprovidesa
practicalsolutionfor all I/O applicationsgventhosethatuseexistingsoftwareandhardwareplat-

forms.

Container Shipping consistsof an API with six systemcalls. Thesecalls are cs_read,
cs_write,cs_mapcs_unmapgs_alloc,andcs_free. The parametergor thesecalls arelisted in
Table 1, anda usageexampleis givenin Figure2. While someextrasetupis requiredbefore
usingthe ContainerShippingcalls, the actualread/writeloop hasno morecalls thanthe equiva-
lentloop written with conventional/O. Thesix systemcallsform thecoreof anl/O transfersys-

tem. If implementedvithin a Unix framework,the remainderof thel/O systemcallscanremain



unchangedCalls suchasopen,close,select,ioctl, andsetsockoptompletethe I/O API for such

an implementation of Container Shipping.

cs_read( int £d, // File descriptor (in Unix)
int size, // Number of bytes desired
int maxcon, // Maximum number of Containers accepted
struct args *args, // Pointer to return values (below)
int options); // Options bitmask (CS_MAPALL, etc.)
cs_write( int f£d, // File descriptor
int count, // Number of Containers to write
int *cids, // Array of Container IDs
int *offs, // Array of offsets
int *lens, // Array of lengths
int options); // Options bitmask
cs_map ( int count, // Number of Containers to map
int *cids, // Array of Container IDs
void **addrs, // Pointer to returned list of addresses
int options); // Options bitmask
cs_unmap( int count, // Number of Containers to unmap
int *cids); // Array of Container IDs
cs_alloc( int size, // Size in bytes of desired Container
void **addr, // Return address mapped at (optional)
int options); // Options bitmask (CS_MAPNOW, etc.)
cs_free( int count, // Number of Containers to free
int *cids); // Array of Container IDs
typedef struct args { // cs_read return arrays of:
int *cids; // Container IDs
int *offs; // offsets (optional)
int *lens; // lengths (optional)
int *sizes; // sizes (optional)
void **addrs; // mapped addresses (optional)
} args;

Table 1

Systemcalls for ContainerShipping,including the parameterstructure
usedby cs_ead in OChotation. BecauseOCQylossesover the distinction
betweera pointerandanarray OintcidsOrepresenttheaddresf alist of Con-
tainer idenfiiers, rather than the address of a single integer value.

A containeris ablock of memoryformedof oneor morephysicalpagesasshownin Figure3.
The ContainerShippingsystemcalls performI/O operationswith theseblocksof memory Con-
tainer Shippingoperateson a give/takebasis,which is discussedn greaterdetail in Section4.
Performinga cs_readproducesnew memory containingthe datathat wasread. Likewise, the
cs_writesystemcall consumesnemory This transfermechanisneliminatesall in-memorycopy-

ing for 1/0O operations.No containeris everowned(or mapped)y morethanoneprocessThe



// Simplified example of “cp” using CS

main()

{
// Process arguments (not shown here) and arrange for file
// descriptor 0 (stdin) to be source file and file descriptor
// 1 (stdout) to be destination file. Then do copy:

do_copy(0, 1);
}

void do_copy(src, dst)

int src, dst;

{
// This structure is listed here, rather than included from
// a .h file, just for the sake of the example.

struct args {

int *cons; // ptr to array of cids

int *offs; // ptr to array of offsets
int *lens; // ptr to array of lengths
int *sizes; // ptr to array of sizes
void **addrs; // ptr to array of addresses

}i

int n, containers[l], offsets[1l], lengths[1l];

args.cons = containers;

args.offs = offsets;

args.lens = lengths;

args.sizes = 0; // don’t care
args.addrs = 0; // don’t care

n=1;
while (n > 0) {
n = cs_read(src, 8192, 1, &args, 0);
if (n > 0) {
cs_write(dst, 1, containers, offsets, lengths, 0);

}

Figure 2
Example ofcp with Container Shipping.

actualmappingof I/O memoryinto the addresspaceof a processs performedselectively and

data that will not be accessed is not mapped.

A containerholding a large object,suchasan uncompresseffame of HDTV-quality video,
may be composedf hundredf pages. Mappingcostscanbe substantiafor suchmulti-mega-
byte objects especiallywhentheyaremappedn sequencanto theaddresspace®f eachof sev-
eral processes.When mappingis performedonly as neededusingthe cs_mapandcs_unmap
calls, additionalsavingsare possiblecomparedo a techniquethat mapsunconditionally Map-

ping dataunderprogramcontrol is alsofasterthan mappingon demand becauseno expensive



pagefaultsarerequired. Finally, the additionalkernelalgorithmsanddatastructuresiecessaryo

perform mapping on demand are not required in order to implement Container Shipping.
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Figure 3

Valueswhich describea Containerandthe locationof datawithin it. Vir-
tual memoryaddressemcreasegowardsthe bottomof the figure. Dark shading
indicatesdatawithin the Container Light shadingindicatesmappedmemory
without data. Memory at unshaded locations is not backed by the VM system.

Beyondthe savingsfrom copy andmapelimination,the ContainerShippingdesignprovides
the opportunityfor additionaloptimizations. Although ContainerShippingactslike a memory
allocator the usualzeroA4illing requiredto provide protectionbetweendomainscan usually be
avoided. ZeroAilling uncachednemoryis expensiveandconsumesoughly asmuchtime asan
uncachedcopy, dependingon the systemmemoryarchitecture. Zero4illing everybyte of mem-
ory laterfilled with 1/0 datacouldcutthroughputoy up to 50 percent. Thetransferof datafrom a
device to memory overwrites whateverdatais in that memory By tracking which part is
changedContainerShippingcanarrangefor only the untouchededgesof the buffer, if any, to be
zeroed. Furthermorethis zeroingcan be postponeduntil the memoryis mappedso it may be
avoidedcompletely Finally, memoryreallocatedo the procesghatownedit lastdoesnot need

to be zeroed at all.

ContainerShippingcanalsoexploit the predictabilityof high-bandwidth/O. In manyappli-
cations,blocks of datamove repeatedlyfrom one deviceto anotherthrougha static setof pro-
cesses.By identifying which pathinbounddatais likely to take,ContainerShippingcanrecycle
structuresuchaspagetables,addressangesandpagesof memory Successfutecyclingboosts

performance by reducing the overhead from manipulating these resources.



3. Results

ContainerShipping has beenimplementedalongsideconventionall/O within DEC OSF/1
v2.0 Unix. As implementedContainerShippingprovidesthe new API to processeshut makes
useof mostof the existingkernell/O subsystem.The Unix mbuffacility, usedthroughouthe /O
system,makespagetransferpossible With small modificationsto the I/O system,inbounddata
canbe obtainedin page-sizeanbufs. This memorycanbe convertedto containersandmapped
into userprocessaddressspace. The reverseprocesstakesplace for writes, where container
memoryis convertedto mbuf chainsand passedo the lower levels of the I/O system. Device
driversandotherkernell/O componentarelargely unchanged Performancdiasbeenevaluated
with a modernhigh-performanc&®ISC systemthe DEC 3000model800. Threesetsof experi-
mentswere conductedo measureContainerShippingperformance. The first experimentmea-
suredlocal IPC (Inter-ProcessCommunicationperformance.AnothertestevaluatedJDP (User
DatagramProtocol) forwarding betweentwo FDDI networks. Finally, the output of real-time

video data to a frame Hfef was measured.

The IPC experimentmeasuredhe performanceof socketcommunicatiorbetweentwo local
processes.This testdemonstratethe viability of ContainerShippingfor simplel/O operations
thatmovelarge blocksof datain eachtransfer Two processesn a singlesystemexchange®2
megabyte®f datathroughAF_UNIX socketshy moving 128kilobytesof datain eachl/O oper-
ation. Conventionalreadand write systemcalls were usedto measurehe basecase. Calls to
cs_readandcs_writewith the sameblock sizeswerethensubstitutedor readandwrite. Figure4
presentghe measuredhroughputdor thesecasesandwhena combinationof conventionabnd
containen/O wasused. Whenall pagesare mappedandaccessedzontainerShippingprovides
aboutthreetimesthethroughputof conventional/O (88 vs. 30 megabytepersecond) Whenno
pagesaremappedr accessed;ontainerShippingis morethaneighttimesfaster(248 megabytes
persecond).By measuringhe speedof 1/O operationswvhich usedno actualdevice,this experi-
mentdemonstratedesultsconsistenwvith earlierwork, suchas DASH, which showedthat VM
remappingvasvery effectivefor IPC[TA91]. However we alsodemonstrateddditionalsavings

when mapping was avoided, as can be seen in the half-map and no-map cases.

The FDDI experimenttestedthe practicality of ContainerShippingfor a very complicated

device. Thedevicedriver for DEC@DEFTA FDDI interfacecontainsover8000linesof code. In
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AF_UNIX socketperformancebetweentwo processesvith conventional
I/0, ContainerShipping(CS),andcombination®f thetwo. Combinatiorresults
differ dueto cacheeffects. Speedsndicaterepeatabléhroughputfrom multiple
tests.

addition,while the IPC experimentusedlarge I/O transfersof 128 kilobytes, FDDI packetscan
notexceedabout4500bytes. Thesystemcall, contextswitch,andotheroverheadgerbytetrans-
ferredarethereforemuchhigher The combinationof high devicecomplexityandsmalltransfer

size make it much more di¢ult to obtain a performance gain.

Threeidenticalworkstationswere connectedoy two FDDI networks,as shownin Figure5.
Eachnetworkprovidesa media-levelspeedf 100 megabitpersecond. The middle workstation
forwardedUDP packetsoneat a time, from oneinterfaceto the other Despitethe fact that the
CPUwaslargely consumedy interruptprocessingsystemcall overheadgcontextswitching,and

devicedriver operationsContainerShippingstill provideda significantthroughpuimprovement.

The bestsustainableate on the sourcenetworkwas 93 megabitsper second. Without Con-
tainer Shipping,a userlevel processvasunableto forward dataat the this rate. With Container
Shipping,all the datacould be forwardedwithout loss. Becausehe networkrateceiling limited
the observablespeedup experimentswere conductedwith artificial CPU load on the middle
workstationto measurehe differencebetweenconventionall/O and ContainerShippingwhen

neitherwasableto forward dataat the full networkrate. Figure6 showsthe throughputwith up
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Threeworkstationsconnectedoy two FDDI networks. Usekrlevel pro-
cesses read and write 4300-byte UDP datagrams.

to threecompetingprocesses.TheseprocessesonsumeCPU time by runningtight loops,and
they havelittle impacton the cacheor other systemcomponents.While conventional/O pro-
vided almost exactly one half, one third, and one fourth of the FDDI rate with one, two, and three
competingprocesses;ontainerShippingprovidedabout30% morethroughputn eachcase. For
a networkwith a larger MTU (Maximum TransferUnit), further gainsare expecteddueto the

reduced overhead which results frongkrtransfers.

FDD Sender rate

Container Shipping

Conventional I/O
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Number of ¢pu processes

Figure 6
FDDI throughput with 0 to 3 competirapu processes.



Thevideo experimenimixed socketcommunicatiorwith dataoutputto a realdevice,a high-
performancdrame buffer. DEC®ZLX-E1 frame buffer is connectedo the systembus, andis
capableof receiving72 megabyte®f datapersecondor sustainegeriods. No devicewasavail-
ablewhich couldproducedataatthisrate. Also, the systembuson this platformis limited to 100
megabytegper secondtotal. Therefore,a memory-residentideo serverwas usedto provide
image framesfor display The copy-freedata path availablewith ContainerShippingoutper-
formedconventional/O by 400%in the simplestcase achieving59 megabytepersecondyer-
suslessthan 12 for conventional/O. When multiple intermediateprocessesvere addedto the
datapaththe performanceadvantagef ContainerShippingbecamdarger, asshownin Figure7.
While conventionall/O could barely presentone 640x4808-bit color window at 30 framesper
second,the Container Shipping path fed data to the frame buffer fast enoughto sustaina

1280x960 window at 60 frames per second.
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Figure 7
Throughput to frame bfdr of 1.15 megabyte (1264 x 960) video frames.

ThesehreeexperimentslemonstratseveraimportantfactsaboutContainerShipping. First,
theuniforminterfaceis effective for usewith 1/0 deviceswith very differentcharacteristicssuch
as video displaysand high-speedhetworks. Second,speedupsre possibleevenfor complex

deviceslike the FDDI interface,with its small transfersizesand high overheadsnot merelyfor

10



simpleIPC. Finally, the integrationof ContainerShippingwith Unix is practicaland realistic

because the existing kernel I/O system requires only limited changes, mostly at the higher levels.
4. Applicability

ExtendingContainerShippingto work with many deviceswas straightforwardin our Unix
implementation. All devicel/O is performedwith mbufs,so simple changesvere sufficient to
convertbetweencontainersand mbufs as describedabove. It is alsoimportantto considerthe
applicability of ContainerShippingat the userprocesdevel. While programsmustbe rewritten
to takefull advantagef the performanceainsofferedby ContainerShipping,someperformance

improvement is possible without méidations.

Mostapplicationgerforml/O througha standard/O library, suchasstdio. Thislibrary hides
the actualsystemcalls and performsbuffering that generallyimprovesthe performanceof 1/0
operationswvhensmall transfersizesare used. For example,applicationsthat processdataone
characterat a time perform vastly betterwhen the stdio library readsone block at a time and
metersout the charactershanwhenindividual systemcallsareusedto obtaineachcharacter By
replacingthe stdiolibrary with alibrary thatusesContainerShipping,performanceainsarepos-
sible merely by recompilingexisting programs. Whereasstdio performstwo in-memorycopies
for everyl/O, onefrom the kernel,andanotherto the target userbuffer, a replacementhatuses

Container Shipping can improve performance by eliminating the copy from the kernel.

High-performancepplicationssuchasreal-timemultimediaservicesare oftentunedto each
device,operatingsystemandhardwareplatformthatis supported.For theseapplicationsyewrit-
ing to useContainerShippingwill be very rewarding,becauseeompletelycopy-freel/O canbe
obtainedRewritingoncefor copy-freel/O will likely requirelesseffort thanretuningthe codefor

every new platform and device that must be supported.

Aside from the needto rewrite applicationsthereareimportantissueswhich shouldbe con-
sideredwhenevaluatingthe potentialadvantagesf ContainerShipping.The decisionto usevir-
tual memoryremappinghas substantiaimplicationsfor the designand useof an I/O system.
Severalchangesare unavoidablyvisible to userlevel programmers.For example,datacanno
longerbe placedat any requestedocationin an addresspace Virtual memoryremappingcan

changethe virtual addressspaceandvirtual pagein which a physicalpageof memoryappears,
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butit cannotrealigndatawithin apage. Althoughall datacanappeadirectly in theaddresspace
of the processwvhich readsit, the exactlocationof this datais determinedoy the kernel. After a
readoperationis complete,a processcandiscoverthe addresf the data,and accesst at that

address.

Becausadatais alwaystransferredby virtual memoryremappingreadandwrite operations
causehegainor lossof portionsof avirtual addresspace. This gain/losemodelhasthreemajor
impacts. First, a procesamustbe carefulto disposeof useddata,or memoryconsumptiormay
grow rapidly. Oneway to disposeof datais to performa write operationonit, Soa proceser-
forming matchedreadsand writes on a streamof datawill not accumulateany extramemory
Secondfo avoidseriouslycomplicatingthe conventionamemorymodel,notall memoryis eligi-
ble for usein write operations.For examplewriting datafrom the stackwould leaveaninconve-
nientholein thatpartof thevirtual memory sothisis notallowed. Finally, because&atawhichis
written is lost, awriting processnustexplicitly copyany datawhich it wantsto keep.Hopefully,
applicationsmoving greatvolumesof datawill rarely haveany needfor it aftera write is com-

pleted.

Somekindsof 1/0 placedatain memoryin aform which differsfrom thatwhichis presented
to userlevel processesFor example networkpacketamay arrive with media-levelheaderghat
arenot seenby higherlevels. Thesepacketamayalsoarrive out of order or in fragmentswvhich
collectively form an atomic messaget the userlevel. Without help from an outboardprotocol
processaror the useof in-memorycopying,thesepacketscannotbe linearized. With Container
Shipping,a processnayberequiredto acceptanatomicmessagevhich consistof multiple frag-
mentsin memory Thisissueis lesstroublesomdor writes, becauséernelsalreadytypically use
internalstructurego reoiganizenetworkdatawithout copyingit. The mbufsfoundin Unix arean

example of such a kernel structure.
5. Related work

While building on ideasin previousapproachegespeciallythosefoundin [DP93][TA91]) to
solvingthein-memorycopyeliminationproblem,ContainerShippingoffersthefollowing combi-
nationof featureghatno previouswork hasprovided: universalcopy-freel/O with selective(but

unconstrainedaccesgo data. Thevalueof eliminatingin-memorycopyingin anl/O subsystem

12



haslong beenacknowledgedbut the easewith which this canbe accomplishedrariessubstan-
tially in the solutionspreviously offered. In this sectionwe review the relevantdifferences

between Container Shipping and other related work.

Numeroussystemausevirtual transfertechniquego avoid the performancegenaltyof physi-
cal copying. Tenex[Bob+72] wasoneof the first systemdo usevirtual copying,which allowed
pagedo besharedvith acopy-on-writebehavior Accent[RR81] andlaterMach[Ras+88]gener-
alized this conceptby integratingvirtual memoryand IPC so that messagesould be virtually
copied,providing a more structuredcommunicationservice.We will call thesevirtual copying

systems.

Containershippingdiffers from virtual copyingsystemssuchasMachin thatcontainership-
ping is basedon moveratherthancopy semantics.Consequentlythereis no automaticcopying
of dataduringl/O. In avirtual copyingsystem,if datais (virtually) copiedto anotherprocess,
andthat procesamodifiesthe data,a copy is automaticallygenerated.This copyingis wasteful
whenthe sourceprocessloesnot makefurtherreferenceso the data. Anotherimportantdiffer-
enceis whetherandwhenthe virtual memorymaps(e.g. pagetables)needto be modified. In a
virtual copy systemwith copy-on-write ,eventhoughcopyingis delayeduntil a future write (and
is avoidedif thereis no write), the virtual memorymapsmuststill be modifiedto prepargor the
possibility of a copy. Furthermorethe kernel must containdatastructuresand mechanismso

support the special page faults which trigger memory copies.

An alternativeapproactto copy-freel/O is to usememory-mappediles. Thistechniquehas
its rootsin Multics [BCD72] andPilot [Red+80]. Memory-mappedile servicesarefoundin sev-
eralmodernUnix systemsandcanbeusedto allow simplefile I/O without copieg[Kri+94]. This
techniqueis particularly convenientif a kernelalreadyprovidesa memorylayer betweenpro-
cesseanddisks,suchasthe Unix buffer cache.However this solutiondoesnot applyto network
communicationandit maystill requirein-memorycopiesin orderto readfrom onefile andwrite

to another

The closestsystemsto ContainerShippingin their use of pageremappingto transferdata
betweerdomainswithout necessarilyisingcopy-on-write areDASH andFbufs. DASH [TA91]

provideshigh performancenter-processsommunicationyith fastlocal IPC via pageremapping

13



that allows processeso exclusivelyown regionsof a restrictedareaof a sharedaddressspace.
DASH differsfrom ContainerShippingin severalkey areas. DASH requireduserlevel knowl-
edgeof the spacerequirementgor headerandtrailer datawithin I/O messagesyhich hadto be
specfiedin advance.A general-purposprocessnight acceptdatafrom anothermprocess.If that
datawasoriginally producedby a headerlesdevice,suchasadisk, the processnaybeunableto
write the datato a devicethatusesheaderssuchasa network. Anotherdifferenceis thatDASH
remapagesunconditionally althoughthe machine-dependefgvel of pagetableupdatescanbe
deferred.However it is acknowledgedn the DASH literaturethatthe pagefault requiredto per-

form a deferred map is expensive.

The FbufssystemDP93]is fastbuffering systemwith a particularfocuson networkl/O, that
usesVM techniquesimilarto thoseusedin DASH. By cachingknowledgeof the previousown-
ersof a buffer, Fbufsallowsthe re-useof buffersamongtrustedprocesseandthe eliminationof
MMU updatesassociatedvith changingbuffer ownership.Virtual memory manipulationsare
usedto movedatabetweerdomains. Offsetandlengthinformationareusedto locatedatawithin
page-basetiuffers. Fbufsdiffersfrom ContainerShippingin severalareasFbufsassumeshat
networkdeviceswill be ableto demultiplexincomingpacketsinto their properdomains. Fbufs
imposesa key constrainton I/O data:thatit beread-onlyatall times. This makest impossibleto
perform small fine-grainedmodificationson a data streamwithout copying the entire stream.
Fbufsalsoachievegyreatspeedgainsby not enforcingthe protectionbetweendomains,arguing
thatdomainsare eithertrustable suchasthe kernel,or will only hurt themselvedy performing

incorrect accesses to data.

While we pointoutthesedifferencesbothDASH andFbufsinfluencedur designgreatlyand
we havebenditedfrom them(e.g.in thechoiceof movesemantics) Wherewe differ, it is mainly
a caseof supportingdifferentrequirementandemphasizinglifferentgoals. In ContainerShip-
ping, userlevel processesgetaintheability to havefull accesso data,andit is possiblefor datato

flow through a chain of processes without ever being mapped or copied.

While we foundthatContainerShippingcouldeasilybeimplementedvithin Unix, it specfies
only the corereadandwrite calls,soit canbe appliedto othersystemsaswell. DASH provided
copy-freel/O in anall-new operatingsystem jncompatiblewith all previoussystems.Container

Shippingcansupportall the devicesin an existing systemwith a uniform interface. The BSD

14



mmapfacility supportsonly files,while the X11 sharednemoryextensiorsupportsonly graphic
displays,andthetwo techniquexannotbe effectively mixed. For moregeneralapproachesuch
asfbufs, the performancemprovementanay dependon specfic devices. Fbufs demonstrates
goodperformancdor a networkinterfacewhich autonomoushgdemultiplexegpacketdasedna
VCI (Virtual Circuit Identifier). Finally, Containershippingdiffers from systemsthat support
inter-devicestreaming[Fall94] which also achievehigh performanceby eliminating datacopy-
ing. Bypassinghe userlevel by movingdatadirectly from onedeviceto anotherdimits whatcan

be accomplished in a uskewvel program, contrary to our goal of general-purpose computing.

ContainerShippingdoesnot placeconstraintson the usageof databy its ultimate customer
the userlevel application. Unlike mmap,datafrom one device can be sentto anotherdevice
without copies. Unlike fbufs, datais not mappedin read-onlymemory but canbe modified at
will. Full accesgo datais providedwithout the loss of protectionimplicit in sharedmemory
techniques. Unlike Mach, ContainerShippingdoesnot incur expensivepagefaults to perform
mapping. Machmayincur additionalcostsdueto COW (Copyon Write) operationsbothin pre-

paring for copies that never happen, and in copying data that is never again used by the sender
6. Conclusion

ContainerShipping providessafe,simple, and effective copy-freel/O, througha universal
APl which doesnot constrainthe accessto data. The implementationof ContainerShipping
within OSF/1demonstrateshe viability and bendits of a copy-freel/O system,aswell asthe
effectiveintegrationof ContainerShippingwith existingmbuf services.Performancgainsof 30
to 700percentor moreareobtainedwithoutreinventingtheentirel/O subsystemwithoutrelying
on exoticdevicesandwithout giving up a uniform, general-purposeterfaceat the userprocess
level. ContainerShipping also offers the opportunity for full backwardscompatibility with

increased performance.
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